YTBepKaeHa
3amecTutenem gmpektopa
®CT3K Poccum

15 ¢espans 2008 r.

BA3OBAA MOAE/1b
YIPO3 BE3OMNACHOCTU NEPCOHAJIbHbLIX IAHHBIX MPU X OBPABOTKE
B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

(Bbinucka)

MpyMMmeyaHne: NpU  PACCMOTPEHMM YIPo3 YTEeYKM WHPOpMauMM Mo KaHanam nobouHbIX
3N1eKTPOMArHWUTHbIX U3Yy4YeHUI 1 HaBogoK (MIMUH) HeobxoaMMO NPUMEHATL NOJIHYIO BEPCUIO AAHHOTO
OOKYMEHTa.

O603HauYeHUs COKpauieHunAa

APM - aBTOMaTM3npOBaHHOe paboyee mecTo

BU - BngoBasa nupopmaums

BTCC - BcnomoraTtenbHble TeXHUYECKNe cpeacTsa U CUCTEMBI
NCNAH - nHbopMaLMOHHAA cMCTEMA NEPCOHANbHbIX AaHHbIX
K3 - KOHTpOAMpYyemas 30Ha

M3 - meKceTeBOM 3KpaH

H/AB - HeaeknapMpoBaHHbIE BO3MOXHOCTHU

HC/J, - HecaHKUMOHMPOBAHHbIM A40CTYN

OBMNAH - obecneyeHne 6e30NaCHOCTM NEPCOHAsIbHbIX AAHHbIX
OC - onepaunoHHasa cnctema

MNAH - nepcoHanbHble faHHble

MMB - nporpaMmHo-maTemMaTU4YECKOE BO3AENCTBUE

MO - nporpammHoe obecneyeHune

M3MMUH - no60YHbIE 3NEKTPOMATHUTHbIE U3/IYYEHUA N HABOAKMU
PU - peyeBas nHpopmayma

CBT - cpeCTBO BbIMMCANTENBHOMN TEXHWUKM

C3U - cpeacTBo 3aWMTbl MHGOPMALLUK

CMNMU - cteraHorpaduyeckoe npeobpasoBaHne MHGopMauum
CIYIMU - cneumanbHble 31EKTPOHHbIE YCTPONCTBA NepexsaTa MHPopMaLLmm
TKYWU - TEXHUYECKMI KaHan yTeukn MHopmaLmm

TCOW - TexHMYecKkmne cpeactsa 06paboTkn MHGopmaLmm
YBNAH - yrpo3bl 6e30nacHOCTU NepcoHanbHbIX AaHHbIX

1. TepmuHbl M onpeaeneHuna

B HacToALLEM JOKYMEHTE UCMO/b3YIOTCA Cieaylowme TEPMUHBI U UX ONpeaeneHuns:

ABTOMaTM3MPOBAHHAA CUCTEMA - CUCTEMA, COCTOAWAA M3 MEepPCcoHaNa W KOMMAEKca CPeacTs
aBTOMATM3aUMM ero AeATesbHOCTW, peanusylowas WHGOPMAUMOHHYID TEXHO/IOTUIO BbINOJIHEHUA
YCTAHOB/IEHHbIX QYHKLMNA.

AyTeHTUUKAUMA OTNPABUTENS AAHHbIX - NOATBEPNKAEHWE TOro, YTO OTMPABUTE/Ib MOJYYEHHbIX
[AaHHbIX COOTBETCTBYET 3asABJIEHHOMY.

Be3onacHOCTb MEePCOHAa/bHbIX AAHHbIX - COCTOAHME 3alUMLLEHHOCTM NEPCOHANbHbLIX AaHHbBIX,
XapaKTepusyemoe CrnocobHOCTbIO MNOJib30BaTeNel, TEeXHUYECKMX CpeactB M MHOOPMAaLMOHHbIX
TexHosornim obecneuntb KOHGUAEHLUMANbHOCTb, LENOCTHOCTb M AOCTYMHOCTb MEePCOHaNbHbIX AaHHbIX
npu nx 06paboTke B MHGOPMALMOHHbBIX CUCTEMAX MEPCOHAbHbIX AAHHBbIX.

BAoKMpoBaHME MepCoHasbHbIX AaHHbIX - BpPeMeHHOoe npekpalleHne cbopa, cucTemaTmsaumm,
HaKOM/eHMA, UCMOb30BaHNA, PACNPOCTPAaHEHMA NEePCOHaNbHbIX AAaHHbIX, B TOM YMC/e UX Nepeaayu.



Bupyc (KOMMbIOTEPHbIM, MNPOrpaMmHbIA) -  WUCMOMHAEMbIM  MPOrpaMMHbIA  KOA,  MAU
MHTepnpeTupyemblit Habop WHCTPyKUuit, ob6nagatowmnii  CBOMCTBAMU  HECAHKUWMOHWPOBAHHOIO
pacnpocTpaHeHua u camoBocnpounsseseHma. Co3gaHHble ayb6MKaTbl KOMNbIOTEPHOTO BMPYCa He Bceraa
COBMAZalOT C OPMUIMHANOM, HO COXPaHAT CAOCOBHOCTL K JAanbHelwemy pPacnpoCTPaHEHUD W
CaMOBOCMNPOU3BEAEHMIO.

BpegoHocHas  nporpamma - MNporpamMma,  npegHasHavyeHHas  ANnA  OCYLecTB/eHMA
HEeCaHKLUMOHWPOBAHHOIO A0CTyna M (MaM) BO3AEWCTBMA HA NepcoHasibHble AaHHble WKW pecypchbl
MHGOPMALNOHHOM CUCTEMbI NEPCOHA/bHbBIX AaHHbIX.

BcnomoraTenbHble TEXHMYECKME CPEACTBA U CUCTEMbI - TEXHUYECKME CPeacTBa M CUCTEMbI, He
npegHasHavyeHHble aaa nepegayn, o6paboTKM U XpaHEHMA NePCOHAsbHbIX AAHHbIX, YCTaHABAMBaEMble
COBMECTHO C TEXHWYECKMMM CpeacTBaMM M CUCTEMaMM, NpefHa3HaYeHHbIMM gns  o0bpaboTku
NepPCOHANbHbIX AAHHbLIX, UKW B NMOMELLEHUAX, B KOTOPbIX YCTaHOBAEHbl MHOPMALMOHHbIE CUCTEMDI
NepCoOHaNbHbIX AaHHbIX.

Joctyn B onepauMoHHylO cpeay KomnbtoTepa (MHPOPMALMOHHOM CUCTEMbI MEPCOHasbHbIX
OaHHbIX) - NoJlyYyeHMe BO3MOXKHOCTM 3aMyCKa Ha BbINOJIHEHME LUTATHbIX KOMaHA, GyHKLMIA, npoueayp
ONEPALNOHHON CUCTEMDBI (YHUUTOXKEHMA, KONUPOBAHMA, NepeMeLLLeHnsa U T.N.), UCNOAHAEMbIX dalinos
NPWKAAAHbIX NPOrPaMm.

JocTtyn K MHGopMaL MM - BOSMOXKHOCTb NOJly4eHMA MHGOPMaALMM U ee UCMOIb30BaHUSA.

3aKnafloMHOE YCTPOMCTBO - 3/IEMEHT CPeacTBa Cbema WMHPOPMALMK, CKPbITHO BHEAPSEeMbIi
(3aKknapgblBaemblit MM BHOCMMBbIM) B MeCTa BO3MOXKHOFO Cbema WHdopmaumm (B TOM uucie B
orpa)kaeHue, KOHCTPYKUMIO, 060pya0BaHMe, NpeaMeTbl MHTEPbEPa, TPAHCNOPTHbIE CPEACTBA, a TaKXKe B
TeXHUYeCcKMe cpencTsa U cuctembl 06paboTkmn nHGopmaLmm).

3awmwaemaa uWHPopmauma - MHPoOpMaUMA, ABAAIOWAACA NPeaMEeTOM CODOCTBEHHOCTU WU
nognexaliaa 3aluTe B COOTBETCTBUM C TPebOBaHMAMM NPABOBbLIX AOKYMEHTOB WM TpeboBaHWUAMMU,
YyCTaHaBANBAEMbIMWN COBCTBEHHMKOM MHbOPMaLUN.

NaoeHTudMKauma - npucsoeHuMe cybbektam M obbekTam AocTtyna uaeHtudukatopa U (Mam)
CpaBHEHMWe NpeabaABAAEMOro naeHTUdMKaTopa C NepeyHeM NPUCBOEHHbIX MAEHTUDUKATOPOB.

NHbOPMATMBHDBIN CUFHAN - SNEKTPUYECKME CUTHAJbI, aKYCTUYECKME, SIEKTPOMArHUTHbIE U apyrue
dusnyeckme noadA, No NapameTpam KOTOPbIX MOKET ObITb packpbiTa KOHPUAEHUMaAbHAA UHOPMALLUS
(nepcoHanbHble AaHHbIe), 0bpabaTbiBaemasn B MHGOPMALMOHHOM CUCTEME NEPCOHANbHBIX AaHHbIX.

NHPOPMAUMOHHAA CUCTEMa NEePCOHasbHbIX [AaHHbIX - 3TO WMHPOPMAUMOHHAs CUCTEMA,
npeacTaBasaowan coboit COBOKYNHOCTb NEPCOHAJNbHbIX AAHHbIX, COAEp)Kalmxcs B 6ase AaHHbIX, a
TaKKe MHPOPMALMOHHBIX TEXHOSIOTUI U TEXHUYECKUX CPeacTB, NO3BOAIOLLMX OCYLLECTBNATL 06PaboTKy
TaKUX MepPCOHasIbHbIX AaHHbIX C UCMOJ/b30BaHMEM CPeAcTB aBTOMATU3aUMM MAM 6e3 MCNOo/b30BaHMUA
TaKUX CPeaCTB.

NHPOPMaAUMOHHbIE TEXHOIOMMM - MPOLECCHl, METoAbl MOoWcKa, cbopa, xpaHeHus, obpaboTKu,
npesocTaBAEHNA, PACNPOCTPaHEHUA MHOOPMALMM U CMOCODOLI OCYLLECTBAIEHUS TaKMUX MPOLLECCOB W
MeTOo08.

MNCcTOYHMK yrpo3bl 6e30nacHOCTM MHbOpMaUuKM - cybbeKT AO0CTyMNa, MaTepuanbHblii 0ObEKT Uan
dur3mMyecKoe ABNEHUE, ABAAIOLWMECA MPUUYNHOW BO3HUKHOBEHMA Yyrpo3bl 6e3onacHoCcTU MHGopmMaLMK.

KoHTponnpyemasa 30Ha - 3TO MNPOCTPAHCTBO, B KOTOPOM WCKAOYEHO HEKOHTPOMpPYyemoe
npebbiBaHWe COTPYAHWKOB M NOCETUTENEN onepaTopa U NOCTOPOHHWUX TPAHCMOPTHBIX, TEXHUYECKUX U
WHbIX MaTepmasibHbIX CPeaCTB.

KoHpnaeHUManbHOCTb NepcoHanbHbIX AaHHbIX - o6A3aTenbHoe AnAa cobaAeHNA onepaTopom
AN WHBIM MOJIYYMBLUMM [OCTYN K NEPCOHANbHbIM AaHHbIM AMUOM TpeboBaHME He AO0NyCcKaTb MX
pacnpocTpaHeHuna 6e3 cornacua CyObeKTa MepCOHaNbHbIX AAHHbIX WMAM HA/MYMA MHOTO 3aKOHHOTO
OCHOBaHMUA.

MerKceTeBOM 3KpaH - JIoKa/ibHOe (0OAHOKOMMOHEHTHOE) Man QyHKLMOHaNbHO-pacnpeseneHHoe
nporpamMmHoe (MporpammHO-annapaTHoe) CpPeacTBO (KOMMJEKC), peanusylollee KOHTPO/Ab 33
MHboOpMaumen, nocTynawowerr B MHOOPMALMOHHYIO CUCTEMY MEPCOHANbHBIX AaHHbIX W (Mawn)
BbiIxoAALwen n3 MHGOPMALMOHHOM CUCTEMDI.

HapywuTteno 6e30MacHOCTM MNEPCOHaNbHbIX AaHHbIX - ¢uU3MYeckoe AWUULO, CAyYalHO wan
npesHaMepeHHO COoBeplualolee AeNCTBUA, CNeacTBUEM KOTOPbIX ABAETCA HapyleHue 6e3omnacHoCTH
NepPCOHaNbHbIX AAHHbIX MPU UX 06PabOTKe TEXHUYECKMMU CPeacTBaMM B MHPOPMALMOHHBIX CUCTEMAX



NnepcoHanbHbIX AaHHbIX.

HeneknapupoBaHHble BO3SMOXHOCTU - PYHKLMOHA/IbHbIE BO3SMOXHOCTU CPEACTB BbIMUCAUTEIbHOM
TEXHWUKW, HE OMUCAHHbIE UM HE COOTBETCTBYIOWME ONMUCAHHbIM B AOKYMEHTAUMK, NPU UCMNOAb30BaAHUN
KOTOPbIX  BO3MOHO  HapyweHue  KOHPUAEHUMANbHOCTW,  AOCTYMHOCTM  WAM  LENOCTHOCTU
obpabaTtbiBaemoit HOpMmauum.

HecaHKUMOHNPOBAHHbIN JOCTYN (HECAaHKLMOHMPOBaHHbIE AEeNCTBUA) - AOCTYN K MHPOPMALUN Uan
aencteusa ¢ MHGopmaLmen, ocywecTsasemble ¢ HapylWweHMeM YCTaHOBMEHHbIX NMpaB U (Maun) npasun
[ocTyna K MHPopmauum uanm AencTBUA C HEM C MPUMEHEHMEM LUTATHbIX cpeacTs MHGOPMaLMOHHOMN
CUCTEMbl MW CPeacTB, aHafIoTMYHbIX MM MO CBOMM (YHKLMOHA/NbHOMY MpeAHasHa4YeHuo U
TEXHUYECKMM XapaKTepUCTMKaM.

Hocutenb nHdopmauum - dusmnyeckoe n1Lo UAM MaTepuasibHbli 0OBEKT, B TOM yncie pusmnyeckoe
nose, B KOTOPOM WHPOPMaLMA HaxoguT CBOE OTPa’KeHWe B BUAE CUMMBONOB, 0Opas3oB, CUrHasOB,
TEXHUYECKMX PeLLeHU U NPOLECCOB, KOJIMYECTBEHHbIX XapaKTEPUCTUK PUINYECKMX BENUYNH.

ObpaboTKa nepcoHanbHbIX AaHHbIX - AelcTBMA (onepauuu) C NepcoHasbHbIMU  OAHHbIMM,
BK/loYan cbop, cuctemaTMsalMmio, HaKOM/eHue, XpaHeHMe, YTOYHeHue (OBHOBNEeHWEe, U3MEeHeHue),
NCNo/sb30BaHMe, pacnpocTpaHeHne (B ToM uucne nepedady), obesnuumsaHue, 6G10KMPOBaHUE,
YHUUTOXKEHNE NEePCOHA/bHbIX ZaHHbIX.

OnepaTop - rocyAapCTBEHHbIV OpraH, MyHUUUNANbHbIA OpraH, lopuamMyeckoe nam dusmyeckoe
Lo, opraHusylowme U (Mam) ocywecteaawlwmne o06paboTKy NepcoHaNbHbIX AaHHbIX, a TaKXKe
onpeaensowme LUenm u cogepkaHme o6paboTkM NepcoHasbHbIX AaHHbIX.

MNepexsaT (MHPOpMauUMKM) - HenpaBoMepHoe nojyYyeHue WHPOPMALMN C UCNONb30BaHMEM
TEXHUYECKOro CpeacTBa, OCYLLECTBAAKOLWEro obHapy)KeHue, npuem U o6paboTky MHOPMATUBHbLIX
CUTHaNOoB.

MepcoHanbHble paHHble - 0bas MHPoOpMauMA, OTHOCAWAACA K OnpeaeneHHOMY Wau
onpeaensieMomMy Ha OCHOBaHWW TakoW MHdopmaumm ¢usmyeckomy nuuy (cybbekTy nepcoHasbHbIX
AaHHbIX), B TOM 4ucne ero daMuamMs, MMA, OTYECTBO, AaTa M MECTO POXAEeHUA, aapec, cemenHoe,
coumanbHoe, MMYLLEeCTBEHHOE NooXKeHne, obpasoBaHme, npodeccus, foxonbl, Apyras MHGopMauus.

Mo60OYHbIE 3NEKTPOMArHUTHbIE MU3/IyYEHUA W HABOAKU - 3JIEKTPOMArHUTHblE W3/yYeHUsA
TEXHUYECKMX cpeacTB 06paboTKM 3awmwaemoi MHPopmaLmm, BO3HMKatoWwMe Kak NoboYHoe ABleHME U
BbI3BaHHbIE 3/IEKTPUYECKMMU CUTHAIAMM, AENCTBYIOWMMMN B UX SIEKTPUYECKMX U MAarHUTHbIX Liensx, a
TaK¥Ke 3/IeKTPOMArHMTHbIE HaBOAKM 3TUX CUTHA/IOB HA TOKOMPOBOAALLME NUHUN, KOHCTPYKUMM U LEenu
nUTaHuA.

Monb3oBaTenb MHPOPMALMOHHON CUCTEMbI NEPCOHANbHbIX AaHHbIX - AMLO, yyacTsylollee B
bOYHKUMOHNPOBAHMM  MHPOPMALMOHHON CUCTEMbI MEPCOHA/IbHbIX AaHHbIX WAM  UCNOAb3ylollee
pe3ynbTaTbl ee GpYHKLMOHNUPOBAHMA.

MpaBuna pasrpaHUYeHMA A0CTyna - COBOKYMHOCTb MPaBW/, peraMeHTUpYyoWmMxX npasa AocTyna
CybBbEKTOB A0CTyNa K 06beKkTam AocTyna.

MporpammHan 3aKnagKa - CKPbITHO BHECEHHbIV B NporpaMmmHoe obecnedyeHne GyHKLUMOHANbHbIN
OOBEKT, KOTOpbI Npu onpeaeneHHbIX ycnoBuax crnocobeH obecneunTb HecaHKUMOHUpPOBaHHOE
nporpammHoe Bo3gencTeune. MporpaMmHas 3akiaZlka MOXKET 6biTb peasiM3oBaHa B BUAE BPeAOHOCHOM
Nporpammbl UM NPOrPaMMHOro Kozaa.

MporpammHoe  (MporpaMmMHO-maTeMaTUYecKoe) BO3AENCTBME -  HeCaHKUMOHMPOBaHHOe
BO34ENCTBME Ha pPecypcbl aBTOMATM3MPOBAHHON MHPOPMALIMOHHOM CUCTEMbI, OCYLLECTBASEMOE C
NCNo/Ib30BaHMEM BPEAOHOCHbIX MPOrpamMm.

Pecypc MHGOPMAUMOHHOW CUCTEMBI - MMEHOBAHHbIN 3/1IEMEHT CUCTEMHOrO, MPWKNALHOMO UK
annapaTtHoro obecneyeHma GYHKLMOHNPOBAHMA MHPOPMALIMOHHOM CUCTEMDBI.

CpeacTtBa BbIYMCAUTENIBHON TEXHUKU - COBOKYMHOCTb MPOrPamMMHbIX U TEXHUYECKUX 3/IEMEHTOB
cuctem ob6paboTKM AaHHbIX, CNOCOOHbIX GYHKLMOHMPOBATb CaMOCTOATENbHO WM/IM B COCTaBe ApYrux
cucTem.

CybbekT poctyna (cybbeKkT) - nMuUo WMAM npouecc, AeWCTBMA KOTOPOro persiaMeHTUpPYHoTCS
npasunamm pasrpaHuyeHua aoctyna.

TexHuMYyeckne cpeactsa MHGOPMALMOHHON CUCTEMbl MNEPCOHajbHbIX [aHHbIX - CpeacTsa
BbIYUC/IUTENIbHOMN TEXHUKN, MHPOPMALIMOHHO-BbIYUCANTENbHbIE KOMMJIEKCbI U CETU, CPEACTBa U CUCTEMBI
nepefaum, npuvema M 06paboTKM NepcoHaNbHbIX AaHHbIX (CpeacTBa M CUCTEMbl 3BYKO3amMucH,



3BYKOYCW/IEHUSs,, 3BYKOBOCMPOM3BEAEHUS, NEPEeroBopHble M TeNeBM3UMOHHbIe YCTPOMCTBA, CPeacTBa
N3roTOBNEHMUA, TUPAKMUPOBAHUA LOKYMEHTOB M ApyrMe TeXHUYecKue cpencTBa obpaboTkM peuyesold,
rpaduyeckon, Bngeo- n byKkBeHHO-UNPPOBOIM MHPOPMALMK), MPOrPamMMHbIe CPeacTBa (onepaumoHHble
CUCTEMbI, CUCTEMbI YNpPaBieHUsA 6azamu AaHHbIX M T.MN.), CPeAcTBa 3aWmuTbl MHGOPMaL MK,

TexXHUYeCKUn KaHai yTeykn WHPOPMaLMKM - COBOKYMHOCTb HOCUTENA WHpopmaumn (cpeactsa
06paboTkn), dM3mMUeckon cpeabl pacnpocTpaHeHUAa MHPOPMATUBHOIO CUrHaNa U CPeacTs, KOTOPbIMU
[o6biBaeTca 3aWmLaemas MHGopmaums.

Yrpo3bl 6e30nacHOCTU NepPCOHasbHbIX AaHHbIX - COBOKYMHOCTb YCAOBMI U GaKTOPOB, CO34a0LLMX
ONACHOCTb HECAaHKUMOHMPOBAHHOIO, B TOM YWUC/AE CAYY4aMHOro, AOCTYyMa K MEePCOHA/IbHbIM AaHHbIM,
pe3ynbTaTOM KOTOPOFrO MOXET CTaTb YHWYTOXKEeHWe, W3MeHeHue, OA0KMpOBaHME, KOMUPOBaHME,
pacnpocTpaHeHWe NEepCcoHaANbHbIX AAHHbIX, @ TaK¥Ke MHbIX HEeCAHKLUMOHWPOBAHHbIX AEUCTBUIA NPU UX
06paboTKe B UHGOPMALLMOHHOW CUCTEME MEePCOHAsbHbIX AAHHbIX.

YHUUTOXEHME NEPCOHANbHbIX AAHHbIX - AEWCTBUA, B pe3y/nbTaTe KOTOPbIX HEBO3MOMKHO
BOCCTAHOBWUTb COAEpKaHME NEepPCOHANbHbIX AaHHbIX B MHGOPMALMOHHON CUCTEME NepPCOoHaNbHbIX
OaHHbIX MW B Pe3yNbTaTe KOTOPbIX YHUUTOXKAKOTCA MaTepuaibHble HOCUTENM NEPCOHANbHbIX AaHHbIX.

YTeuka (3awmiwaemont) uHOpMaLMM NO TEXHUYECKMM KaHafaM - HEKOHTPOAMpyemoe
pacnpocTpaHeHne MHGOpPMaL MK OT HOCUTENA 3aMLLAEMON MHOPMaUUKM Yepes GDU3NYECKYHO cpeay 40
TEXHUYECKOro CpeacTBa, OCYLLECTBAAOWEro nepexsaTt MHGopmMmaLmm.

YA3BMMOCTb - HeKana €n1abocTb, KOTOPYHD MOXHO MCMNOJIb30BaTb A/ HAPYLEHUA CUCTEMbI UM
coaepKallenca B Helt UHPopmauum.

UenoctHocTb MHPopmaumm - coctosHMe WHGOPMALMKM, NMPU KOTOPOM OTCyTCTBYeT ntoboe ee
N3MeHeHMe B0 U3MEHEHME OCYLLECTBAAETCA TOIbKO NpeaHaMepPeHHO CyObeKkTaMu, MMEeLMMKN Ha
Hero npaso.

2. O6Lwme NosioKeHus

HacTtoswasna "basoBasa mozenb yrpo3 6e30nacHOCTU NepcoHasnbHbIX AaHHbIX NpPU Mx 06paboTke B
MHPOPMALMOHHBIX CUCTEMAX MEePCOHANbHbIX AaHHbIX" (ganee - Mogenb yrpos) COAEPKUT
CUCTEMATU3NPOBAHHbIN NepeyeHb yrpo3 6e30nacHOCTU NepcoHasnbHbIX AaHHbIX Npu Mx obpaboTke B
MHPOPMALMOHHDBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX. ITWU yrpo3bl 06yC/N0BAEHbI NpeaHAMEPEHHbIMU
AN HenpeaHaMepeHHbIMU AeNCTBUAMU GUINYECKUX UL, AENCTBUAMMU 3apyberKHbIX Creucnyko mam
opraHv3aumii (B TOM Ymuc/ie TEPPOPUCTUYECKMX), @ TaKKe KPMMMHAMbHbBIX TPYNNUPOBOK, CO34AOLLMUX
ycnosua (NpeAnocblikK) Aaa HapyweHua 6e3onacHOCTU NepcoHanbHbIX AaHHbIX (MAH), KoTopoe BeaeT K
yw,epby XU3HEHHO BaXKHbIX MHTEPECOB JIMYHOCTM, 0bLLECTBA U FOCYAapCTBa.

Mogenb yrpos cogep:KuUT eanHble UCXOAHblE AaHHble MO yrpo3am 6e30MacHOCTU NepPCOHaNbHbIX
OaHHbIX, obpabaTtbiBaemMblXx B WHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AaHHbIx (UCMAH),
CBA3aHHbIM:

¢ nepexsaTtom (cbemom) MAH NO TEXHUMYECKMM KaHanam C LEAbld MX KOMWPOBaAHMA WK
HenpaBOMEPHOrO PACNPOCTPaAHEHUS;

C HECAHKLMOHMPOBAHHbIM, B TOM 4YnCAe caydaliHbiMm, goctynom B UCMOH C uenbto M3mMeHeHus,
KONUPOBAHMA, HENpPaBOMEPHOro pacnpocTpaHeHua [MH WAM  AECTPYKTUBHbIX BO3LENCTBMI  Ha
anemeHTbl UCMAH 1 obpabatbiBaembix B HUX MH ¢ MCNOb30BaHNMEM MPOrPaMMHBIX M MPOrPamMmmMHO-
annapaTHbIX CPEACTB C LEeNblo YHUUTOXKEHUA AN 6nokmpoBaHua MNOH.

Mogenb yrpo3s ABnaeTca MeTogMYecKMM JOKYMEHTOM U MpefHa3HavyeHa ansa rocyaapcTBeHHbIX U
MYHULIMNANbHLIX OPraHoB, lOpUAMYECKUX U (nau) odusnuyeckux vy (panee - onepatopos),
OpraHmMsylolWmMx U (uau) ocylwecteaawowmx obpaboTky MOH, a TakKe onpesenslolmx ueau wu
copeprkaHune obpaboTkm MNAH, 3aKasumMKoB 1 paspabotunkos UCMOH 1 ux noacuctem. C npumeHeHnem
Mogenwu yrpos peluatoTca cnegyowme 3agadm:

pa3paboTKa YacTHbIX mogenen yrpo3 6esonacHocty MOH B KOHKpeTHbIXx UCMOH c yyeTom Mx
Ha3HayeHusA, ycnoBuit n ocobeHHocTen GYHKLNMOHNPOBAHUS;

aHanus 3awmweHHoctn NCNAH ot yrpo3 6e3onacHocty MNH B X04e opraHM3aumMmn 1 BbINOJHEHMUA
paboT no obecneyeHunto 6esonacHoctu MNAH;

pa3paboTka cuctembl 3awmTbl MAH, obecneunBaroLLelt HEUTPAAM3aLMIO NPeanoaaraemblx yrpos c
Ncnosib3oBaHMEM MeToA0B U cnocoboB 3awmTbl MAH, NpeayCMOTPEHHbIX A/1A COOTBETCTBYHOLLErO Kaacca



MCNAx;

npoBeAeHNe MepPOonpUATUA, HaMpaBAeHHbIX Ha NpeaoTBpalleHne HecaHKLMOHMPOBAHHOIO
poctyna K MAH n (Mnun) nepenayuun nUx IMLUam, He UMeoLLMM NpaBa A0CTyNa K Takoi nHbopmauuu;

HeJonylweHMe BO3AENCTBUS Ha TexHuyeckue cpeactsa MCIAH, B pe3ynbTaTe KOTOPOro MOMKET
6bITb HAPYLIEHO UX PYHKLIMOHUPOBAHME;

KOHTPO/Ib 0becneveHmA yPOBHA 3aLLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX.

B Mopgenu yrpo3 paHo obobuieHHoe onwucaHue UCIMNAH Kak 06BEKTOB 3alumTbl, BO3MOMKHbIX
WUCTOYHUKOB Yrpo3bl 6€30NacHOCTU NepcoHanbHbiX AaHHbIX (YBM/H), OCHOBHbIX KNaccoB yA3BMMOCTEM
MCMAOH, BO3MOXHbIX BWAOB AECTPYKTUBHbIX BO3aencTBuit Ha [[H, a TakXe OCHOBHbIX CMNOCOb0B MX
peanusauuu.

Yrposbl 6e3sonacHocTn MNAH, obpabaTtbiBaembix B UCMOH, coagepkawmeca B HacToawen Mogenum
Yrpo3, MOryT YTOYHATLCA M LOMONAHATLCA NO Mepe BblABNEHUA HOBbIX UCTOYHMKOB Yrpo3, Pa3BUTUA
cnocoboB u cpeacts peanumsaumm YBMOH B WUCNOH. BHeceHue wsmeHeHult B Mogenb yrpos
ocywectanaetca PCTIK Poccum B ycTaHaBAMBAaEMOM NOpAAKe.

3. Knaccndukaumsa yrpos 6e3onacHoCTV NepPCoHaNbHbIX AaHHbIX

CoctaB n cogeprkaHue YBMNOH onpeaenaetca COBOKYMHOCTbIO YCNOBUM U (aKTOPOB, CO34atoWwmX
ONACHOCTb HECAHKLMOHMPOBAHHOIO, B TOM YMCae CAy4alHoro, goctyna K MNAH.

COBOKYMHOCTb TaKux ycnosuit n ¢dakTopoB dopmupyeTca C yd4yeTom Xxapaktepuctuk WCMOH,
CBOWCTB cpeabl (MyTn) pacnpocTpaHeHuss MHPOPMATUBHBLIX CUFHANOB, COAEPMKALLMX 3alLMLLAEMYIO
MHpopMaLMIO, N BO3MOXKHOCTEN UCTOYHNKOB Yrpo3bl.

K xapaktepuctukam WCMNAH, obycnosnauBatowmm BO3HWKHOBeHMe YBM[H, MOXXHO OTHeCTu
KaTeroputo u obbvem obpabatbiBaemblix B MCMOH nepcoHanbHbIX AaHHbIX, cTPyKTypy UCIMOH, Hannume
noaknoveHuin UCNAH K ceTam cBA3M 0b6uwlero nosib3oBaHUMA U (MAKM) ceTAM MeXKayHapoAHOro
MHGOPMAUMOHHOIO 0BMeHa, XapaKTepUCTUKM nogcucTembl 6esonacHoctn MAH, obpabaTbiBaembix B
NCNAOH, penmbl 06pabOTKM NepcoHanbHbIX [aHHbIX, PEXMMbl pasrpaHUyYeHMa npas  [0CTyna
nonb3osatenen UCMNAH, MECTOHAXOKAEHWUE M YCNOBMA PasMeLLLeHNA TeXHUYecKux cpeacts NCMOH.

NHbopmaumoHHble cuctembl MOH npeactasnatoT cobol COBOKYMHOCTb MHPOPMALMOHHbBIX W
NPOrpamMmmMHO-annapaTHbIX 31€MEHTOB, a TaKXXe WMHPOPMALMOHHbLIX TEXHOAOMMIN, NMPUMEHAEMbIX NpU
obpaboTtke NAH.

OcHoBHbIMK anemeHTamun UCTNOH asnatoTca:

nepcoHanbHble AaHHble, coaepyalimecs B 6asax AaHHbIX, KaK COBOKYMHOCTb MHOpMaLMK U ee
HocuTenen, ncnonb3yembix 8 UCMAH;

MHPOPMAUMOHHbIE TEXHONOTUK, NPUMeEHsAeMble Npu obpaboTke NAH;

TEXHUYECKME CpeacTBa, ocyliecTeasatowme obpaboTtky MNAOH (cpeactsa BbIUUCANTENBHON TEXHUKY,
MHGOPMALNOHHO-BbIYNC/IUTENBHbIE KOMMAEKCHl U CETM, CPeACcTBa U CUCTEMbI Mepefadyu, npuema u
obpaboTkm TMJAH, cpeactBa M CUCTEMbl 3BYKO3AMWCK, 3BYKOYCW/IEHWS, 3BYKOBOCMPOM3BEAEHMUS,
NneperoBopHbIE U TENIEBU3NOHHbIE YCTPOMCTBA, CPEACTBA U3rOTOBAEHUSA, TUPAXKMPOBAHUA AOKYMEHTOB U
Apyrve TexHudyeckme cpeacTBa o6paboTKM peueBol, rpaduyeckol, BUAeO- U BYKBEHHO-LUDPOBON
MHbopmauun) (aanee - TexHmyeckue cpeactsa UCNAH);

nporpaMmmHbie CpeacTBa (onepaLMoHHbIe CUCTEMBI, CUCTEMBI YNIPaBaeHUsa 6asamMu SaHHbIX U T.N.);

cpeacTBa 3aWmTbl MHGOpMaLuK;

BCMOMOTraTe/ibHble TeXHUYEeCKNe cpeacTBa u cuctembl (BTCC) - TeXHUYECKME CPEACTBa U CUCTEMBI,
MX KOMMYHWMKALMK, He npefHasHayeHHble Ana 06paboTkm M[H, HO pa3melleHHble B MOMELLEHUAX
(nanee - cny:kebHble nomelleHus), B KOTOpbIX pacnosioxkeHbl MCMAH, MX TexHuYeckue CpeacTea
(pasnnyuHoro poaa TenedoHHble CPEACTBA U CUCTEMbI, CPEACTBA BbIYMCAUTENBHOM TEXHWUKK, CPEACTBa U
CUCTEMbI Nepefayn OaHHbIX B CUCTEME PAZMOCBA3N, CPEACTBA M CUCTEMbI OXPaHHON WM MOXKapHOM
CUTHaNM3auMn, CpeacTBa M CUCTEMbl OMOBELLEHWA W CUTHAAW3AUUKM, KOHTPOJIbHO-U3MEepUTEeNbHAA
annapaTtypa, CpeacTBa WM CUCTEMbI  KOHAMUMOHMPOBAHMA, CPeactBa M CUCTEMbI  MPOBOAHOM
PaANOTPaAHCAALMOHHON CeTM W npuMema NporpaMmM paaMoBeLLaHMA U TeNeBUAEHMA, CpeacTsa
3NEKTPOHHOM OPrTEXHUKM, CPeACTBA U CUCTEMbI 31eKTpoYacodmKaumum).

CeoiictBa cpeabl (nyTm) pacnpocTpaHeHua MHOOPMATMBHbLIX CUFHANOB,  COLEPKALLUX
3awmwaemyto  MHGOpMauMio,  XapakTepusyloTca  BMAOM  GM3MYECKON cpedbl, B  KOTOpOM



pacnpoctpaHatotca MNAH, 1 onpeaenaroTca Npu OUeHKe BO3MOXKHOCTU peanunsaumnmn YBINAH.

Bo3moXKHOCTH MCTOYHMKOB YBMNAaH obycnoBneHbl COBOKYMHOCTbIO cnocobos
HEeCaHKUMOHUPOBAHHOIO U (MAM) cnyyaliHoro goctyna K M[H, B pesynabTaTe KOTOPOro BO3MOXHO
HapyleHMe KOHPUAEHUMANbHOCTM (KoNMpoBaHMe, HenpaBOMEpPHOE PacnpocTpaHeHue), LeNoCTHOCTU
(YHWUTOXKEHME, N3MeHeHMe) U aocTynHocTK (6okuposaHue) MAOH.

Yrposa 6e3onacHoctu MOH peannsyetca B pe3ynbtate obpa3oBaHUs KaHana peanusaumn YBMNAH
MEXKAY WUCTOYHMKOM Yrposbl U Hocutenem (MctouHukom) MAOH, 4To co3AaeT YyCNoBMA ANSA HaApyLUEeHWUS
6e3onacHocTM NAH (HECAaHKLMOHMPOBAHHbIW AW CAYYalHbIN JOCTynN).

OCHOBHbIMW 31eMeHTaMM KaHana peanusaumm YBIMNOH (pucyHok 1) asnstorcsa:

MCTOYHUK YBMOH - cybbekT, maTepuanbHblii 06BEKT UaM PU3NYEeCKoe sBAEHWEe, co3atolume
YBNAn;

cpena (nyTb) pacnpoctpaHeHus MOH Man BO3LENCTBMIA, B KOTOpoW du3Myeckoe None, CUrHan,
AaHHble WAWM NPOrpammbl MOTYT PACNPOCTPAHATBCA W BO3AEMCTBOBATL Ha 3alUMLiaeMble CBOMCTBA
(KoHPMAEHLMANBHOCTDb, LLENOCTHOCTb, AOCTYNHOCTL) MNAH;

Hocutenb MNOH - PusmMyeckoe NMLO AU MaTeEPUANbHbIA 0BBEKT, B TOM Yncie dpU3nYeckoe nosne, B
KoTopom MN[H HaxoAaT cBOe OTPaXKEHWE B BUAE CMMBOJIOB, 0O6Pa30B, CUTHAN0B, TEXHUYECKUX PeLUEHW
M NPOLLECCOB, KOIMYECTBEHHbIX XapaKTEPUCTUK PUINYECKUX BEIUUNH.

Cpena pacnpoCcTpaHeHud

VICTOUHUK [IIH u BO3IOEeMUCTBUMN
yIpo3 06e30nacHoCTH | <——> [IpmeMHUK <—> Hocurens IIIH
IIou MHOOPMAaTUBHOT'O CMITHAJa
[lepenaTumk

BO3IEMCTBYIETO CHUI'HaJa

PucyHok 1. O606LeHHaa cxema KaHana peannsaumnm yrpos
6e30NacHOCTN NePCOHA/bHbIX AaHHbIX

Hocutenu NAH moryT cogepaTb UHGOPMALUIO, NPeACTaBEHHYIO B CAeAYIOLNX BUAAX:

aKycTuyeckas (pedesas) nHdpopmauma (PU), copeprrawianca HENOCPEACTBEHHO B NMPOU3HOCMMOW
peun nonb3osatens UCMNAH npu ocywectsieHMM um dyHKUMK ronocosoro Beoga MAH B UCMNOH nnbo
BOCMPOM3BOAMMAA aKycTUdeckumu cpeacteamm UCMOH (ecnn Takve QYHKLUMM  NpesycMOTPEHbI
TexHonornen obpaboTtku MOH), a TaKKe COAEPKALWAACA B INEKTPOMArHUTHBIX MOAAX U SNEKTPUYECKUX
CUrHanax, KoTopble BO3HMKAKOT 3a cYET NPeobpas3oBaHUit akycTUYECKOM MHbOpMaLuu;

BMaoBaa uHobopmaumsa (BW), npepctaBneHHas B BMAE TEKCTA U M306parKEHWN PA3AUYHbBIX
YCTPOWUCTB OTOOpaxeHua WHPOPMALMM CPEeaCTB  BbIYUCAUTENBHOW TEXHWUKM, WHPOPMALMOHHO-
BbIYMCAUTENbHBIX KOMMJIEKCOB, TEXHUYECKUX CPeacTB8 06paboTku rpaduyeckon, Buaeo- n HGykBeHHO-
umdposoit tHPpopmauum, Bxoaalmx B coctas NCMAH;

UHpopmaums, obpabaTtbiBaeman (uupkryavpytowas) B8 MWCMAH, B BUAE 3NEKTPUYECKUX,
3/IeKTPOMATHUTHbIX, ONTUYECKUX CUTHANOB;

nHbopmauus, obpabatoiBaeman B UCMNAH, npeactaBneHHas B Buge 6ut, 6ant, ¢paiinos n apyrnx
JIOTUYECKUX CTPYKTYP.

B uenax ¢opmumpoBaHmUa cuctemaTmsanpoBaHHoro nepeyHa YBMNOH npu nx obpabotke 8 UCMAH n
pa3paboTKe Ha MX OCHOBE YaCTHbIX MoAeNeil NMPUMEHUTENbHO K KOHKpeTHomy Buay MCMNAH yrpossbl
KnaccuduumpyroTca B COOTBETCTBUM CO CAEAYIOLLMMM NPU3HAKaAMM (PUCYHOK 2):

no smAay 3awmwaemori ot YbNAH nHpopmaummn, cogepawen MNoH;

no BMAAM BO3MOXHbIX UCTOYHMKOB YBIH;

no tuny UCMNJAH, Ha KoTopble HanpasaeHa peannsauma YBINAH;

no cnocoby peanusauum YBNAH;

no BMAY Hapylwaemoro cBOWCTBa MHbOpPMaLMM (BMAY HECAHKUMOHWPOBAHHbLIX [AeNCTBUN,
ocyuiecteasembix ¢ NAH);

Nno UCMNoJIb3yeMOW YA3BUMOCTH;

Nno o6bEKTY BO3AENCTBUA.



Mo Bnaam BO3MOXKHbIX UICTOYHMKOB YBIH BblgenatoTca caeaytowme KAaccol yrpos:

Yyrpo3bl, CBfi3aHHble C MNpegHaMepPEHHbIMWU WAN HenpegHaMepPeHHbIMU  AEUCTBUAMMU  NinL,
nmetowmx goctyn K UCMNAH, sBkatovas nonb3osatenen UCIMNAH, peannsyrolmx yrposbl HENoCpeacTBEHHO
B8 UCMNJH (BHYTPEHHWIA HApyLWUTEND);

Yyrpo3bl, CBA3aHHble C NpegHaMepPeHHbIMU WU HenpeaHAMEPEHHbIMU AEUCTBUAMMU UL, He
nmetrowmx goctyna K UCMOH, peannsytowmx yrposbl U3 BHELWHMUX CeTen cBA3N 06LLero nosib3oBaHuUs 1
(nnu) cetelt mexkayHapoAHOro MHGOPMALMOHHOTO 0OMEHa (BHELIHWIA HAapyLWnTENb).

Kpome TOro, yrposbl MOryT BO3HMKATb B pe3y/ibTaTe BHeAPEHMA annapaTHbIX 3aKNagoK U
BPEeAOHOCHbIX MPOrpamm.

Mo tmny NCMNAH, Ha KoTopble HanpasaeHa peanmsauma YBIMAH, BblaenatoTca cnegytouime Knaccbl
yrpos:

yrposbl  6e3onacHoct MAH, ob6pabatbiBaembix B WCNAH Ha 6a3ze aBTOHOMHOrO
aBTOMaTM3MpPOBAHHOro paboyero mecta (APM);

yrposbl 6esonacHoctu MAH, obpabatbiBaembix B UCMNOH Ha 6a3ze APM, NoAKAOYEHHOIO K CeTu
061Lero nonb3oBaHMA (K CETU MeXAYHAPOAHOro MHPOPMALMOHHOTO 0OMEH]);

yrpo3sbl 6esonacHoct MNAH, obpabaTbiBaemblx B UCMOH Ha 6a3e noKaNbHbIX MHPOPMALMOHHbIX
cuctem 6e3 NoAKNIYEHUA K CeTM OBLLEro NOAb30BaHMA (K CETU MEXAYHAapPOLHOTO MHPOPMALLMOHHOIO
obmeHa);

yrpo3bl 6esonacHoctv MNOH, obpabaTbiBaembix B UCMOH Ha 6a3e NoKanbHbIX MHOOPMALMOHHbIX
CUCTEM C NOAKNIOYEHMEM K CEeTM OB6LLEro noib3oBaHUA (K CETU MeXAYHapoAHOro MHPOPMALMOHHOIO
obmeHa);

yrpo3sbl 6e3onacHoctu  [AH, obpabatbiBaembix B WCMAH Ha 6a3e pacnpeaeneHHbIxX
MHPOPMALMOHHBIX CUCTEM 6e3 MOoAKAYEHUA K CeTU 0bLLEero nosib3oBaHusa (K CeTU MeXayHapoaHOoro
MHPOPMaALNOHHOTO 06MeHa);

yrpo3sbl 6e3onacHoctu  [AH, obpabatbiBaembix B WCMAH Ha 6a3e pacnpeaeneHHbIxX
MHPOPMALMOHHBIX CUCTEM C NMOAKNOYEHMEM K CETU OB6LLEro nonb3oBaHMA (K CETU MeKAYHapoLHOro
MHpopMauMoHHOTro 0bmeHa).

Mo cnocobam peanusaumnm YBMNOH BblaenatoTca cnegytowme Knaccbl yrpos:

yrposbl, cBszaHHble ¢ HCA K MNAH (B ToM uncne yrposbl BHeAPEHWA BPEAOHOCHbIX NPOorpamm);

yrposbl yTeuyku MNAH no TeXHUYECKMM KaHanam yTeuykn nHbopmaumu;

yrposbl cneuunanbHbix Bo3genctenin Ha UCMNAH.

Mo BMAY HeCaHKUMOHMPOBaAHHbIX AENCTBUN, ocywecTeademblx ¢ MOH, BblAenAlTCA cnepyoume
Knaccol yrpos:

Yyrposbl, NpMBOAAWME K HapyleHUo KoHouaeHumanbHocTM [MOH  (KONWMPOBAHWIO WM
HECaHKLUMOHMPOBAHHOMY PACMpPOCTPAHEHUIO), MNpPU  Peanms3aumm  KOTOPbIX He OCyL,ecTBAsSeTCA
HenocpeACTBEHHOrO BO3AENCTBMA Ha cogepikaHme nHbopmauuu;

yrpo3bl, NpMBOAALME K HECAHKLMOHUPOBAHHOMY, B TOM 4YMUC/Ee CAy4alHOMY, BO3AEWUCTBUIO Ha
copepXaHne uHPopmauuMu, B pe3ynbTaTe KOTOPOro ocyliectsnsercA uameHenue MAH uam umx
YHUUTOXKEHMUE;

Yyrpo3bl, NpMBOAALLME K HECAHKLMOHUPOBAHHOMY, B TOM 4YMUC/E CAy4yaliHOMY, BO3AENCTBUIO HA
nporpamMmmHble  WUAM  NporpammHo-annapatHole 3anemeHTbl WCMAH, B pe3ynbTaTe KOTOpPOro
ocywectensetcs 6a1oknposaHme MAOH.

Mo ncnonb3yemown yA3BUMOCTM BblAENAOTCA CeaytoLLMe KNacchl yrpos:

Yrposbl, peannsyemble C UCMOAb30BaHNEM YAZBUMOCTU cuctemHoro [0;

yrposbl, peanmsyemble C UCMONb30BaHNEM YA3BUMOCTU NpuKknagHoro [M0;

yrpo3bl, BO3HUKatOWMe B pe3ysbTaTe UCMONb30BAHUA YA3BMMOCTH, BbI3BAHHOW Hanuumem B AC
annapaTHOM 3aKNafKu;

Yrpo3bl, peannsyemble C UICNONb30BAHNEM YA3BUMOCTEN NPOTOKO/I0B CETEBOIO B3aMMOLENCTBUA U
KaHanoB nepefayn JaHHbIX;

Yyrpo3bl, BO3HMKalOWME B pe3yabTaTe MCNOAb30BaHWMA YA3BMMOCTM, Bbi3BAaHHOM HeAoCTaTKamu
opraHmsauunm T3U ot HCL;

Yyrpo3sbl, peanuM3yemble C WCNOJIb30BAaHMEM  YA3BMMOCTEN, O0OyCNOBAMBAOWMX Hannume
TEXHUYECKMX KaHAI0B yTeUYKM MHPOopMaLmu;

yrpo3bl, peasnsyemble ¢ UCNoAb30BaHUEM yAazBmumocTei C3U.



Mo 06beKTY BO34ENCTBMA BbIAENAIOTCA CieAyoLMe KNacchl yrpos:

yrpo3sbl 6e3onacHoctn MAH, obpabaTbiBaembix Ha APM;

yrposbl 6e3onacHoctu MAH, obpabaTtbiBaembIx B BblAeNeHHbIX cpeacTBax 06paboTku (MpuHTepax,
naotrepax, rpadonocTpouTensx, BbIHECEHHbIX  MOHWUTOPAX, BWAEOMPOEKTOpPAx, CPeAcTBax
3BYKOBOCMNPOW3BEAEHUSA U T.N.);



yrposbol 6esonacHoCTH NnAas, nepegasaemMbixX NO CETAM CBA3U,

Yrpo3bl NPUKAAAHBIM NPOrPaMMam, C MOMOLLLbIO KOTOpbIX 0bpabaTtbiBatoTca MNAH;
yrpossl cuctemHomy MO, obecneumBatowemy pyHKUnMoHuposaHmue UCMOH.

Knaccnoumkaums yrpos 6e3onacHOCTM NepcoHasibHbIX AaHHbIX

Mo Bmay 3awmwaemoti ot YBMNAH nHpopmaumm, cogepawenn NOH

Yrpose PU Yrpose BU Yrpos3el mHOOPMaLMM,

obpabaTeiBaeMoy B TCOU

Yrpo3el mHbopMaumum, obpabaTeiBaemol B AC

Mo BMAam BO3MOXKHbIX MCTOYHMKOB YBIOH

CoznaBaeMele HapyumTeJjieM
(dmBMUEeCKUM JIMULIOM)

Co3maBaeMele aNlapaTHOMU
3aKJIaIKoM

CozpnaBaeMele BPEeIOHOCHBIMU

nporpamMMaMm

— Coz3nmaBaeMble BHYTPEHHMM
HapyumTeJaeM

Co3maBaeMele BCTPOEHHOMU
3aKJIaIKOM

Co3maBaeMele aBTOHOMHOM
3aKJIagKOM

CosmaraeMble BHEIHUM
HapyumTeJeM

NPOTPaMMHOM 3akJjaIKoM, nporpaMMoM Tuna "TpOSHCKUM KOHB'"

IIPOI'PaMMHEIM BUPYCOM

BPEIOHOCHOM MNPpOTpaMMO,
(ceTeBEIM UEepPBEM)

PacnpoCTpaHAnIENCsa 10 CEeTU

IPpyTrMM BPEIOHOCHEIMM IIpoI'paMMaMM, IpelHa3HaYEeHHBIMM IOJ149
ocymecTBJeHusa HCI (nonmbopa napoJey, yIaJIEeHHOT'O IOoCTyIla
n op.)

Mo BnAay Hapyllaemoro cBoicTBa MHpopmaL MK (BUAY HECAHKLMOHUPOBAHHbIX AEACTBUIM, ocyllecTBAseMblX ¢ MH)

YTpo3E KOHOMOEHUMAJIBHOCTU (yTeuku, epexBaTa, CheMa,

YIDPO3E OOCTYIHOCTU

YIpO3El LEJOCTHOCTM (yTpPaTH, | |




KONMPOBAaHMS, XMUEHMUS, pas3IlJlalleHusa) MHbopMaumum | |yHMqToerMH, MOIMOUMKALUNU MH@opMauMM| |(6ﬂOKMpOBaHMH) nHbopMaLUM

Mo Tuny UCNAH, Ha KoTopble HanpasaeHa peanansauma YNAH

Yrpos3el OesonacHocTu IIIH, Yrpo3el OesonacHocTu I[IJJH, oOpabaTbBaeMbIX Yrpo3el OesonacHocTu I[IJJH, oOpabaTeBaeMbIX
obpabaTeiBaeMex B JCIIIH Ha Oasze APM B JCIIJH Ha 6ase JIOKAJIbLHOM BHUMCIUTEJILHOM B JICIIIIH Ha Oasze pacHnpelesiIeHHEX
(c nmopgkJioueHMeM M 0es3 MNOOKJIUEeHUS ceTr (C NOIOKJIOUEeHMEM M 0e3 MNOIOKJIUEeHUS MHPOPMALMOHHEIX CUCTEM (C MNOIOKJIUEHMUEM,
K BBEIUMCJIUTEJILHOM CeTU) K paclpelejieHHOM BHUMCIIMTEJILHOM CeTu 6e3 MOOKJIOUEeHMSI K ceTu oOmero IOJIb30BaHMI)

Mo cnocobam peannsaumm YEMNOH

YTpPO3H CHelLMaJibHEIX BO3IEMCTBUN Yrpoze HCO B JCIIOH YTpPO3El yTeuku MHOOpMaLUMU
Ha VCIIOH 10 TeXHMUYEeCKMM KaHaJlaM
F—MEeXaHUYEeCKOT'O BO3NENCTBUA YTPO3E, peajn3yeMee 10 palMoKaHally — 1 YTrpo3e yTeuku PU
— C TNpMMEeHEeHMEM
IPOTPAaMMHEIX CPeIOCTB
— XMMMYECKOT'O BO3IOEMCTBUA ONEepPaLMOHHOM CHUCTEMBL IO BJIEKTPUUYECKOMY —— [——YTIpPO3H yTeuku BU
KaHaJy
— aKyCTMUYECKOTO BO3IEMCTBUSA YTPO3E, peaamsyeMele YTPO3E yTeuKU
BJIEKTPUYE CKMMM — C IPUMEHEeHMNEM IO ONTUYECKOMY  [— nHOoOPMaALIMM
— VIMITYJIE CaMM CrielumajyibHO KaHaly '— 10 kaHajsiam I[IOMIH
— OMOJIOTMYECKOTO BO3OEMCTBUA paspaboranHoTO IIO
— 2JIEKTPOMa I HNUTHEIMU 10 aKyCTUYECKOMY
— paOMalMoOHHOTO BO3OEMCTBUSA M3ITy4EeHUAMU YTpPO3E, peanmsyeMble (BMOpalUMOHHOMY) [
— C IPUMEHEHMEM KaHaJy
BPEIOHOCHEIX NpOoTrpaMM
— TEPMMUYECKOTO BO3OEMCTBUA — MAT'HMUTHEIM I10JIEM
10 CMellaHHBIM
(mapamMeTpuueCcKuMm) —
—— 3JIEKTPOMaT'HUTHOT'O KaHaJlaM
BO3IENCTBMUA

Mo ncnonb3yemoli yasBMMOCTU



C mcrnoJsib30BaHMEM C mcrnoJib30BaHMEM C mcrnoJsib30BaHMEM C mcrnoJib30BaHMEM C mcrnoJib30BaHMEM C mcrnoJsib30BaHMEM C mcrnoJsib30BaHUEM
YA3BUMOCTU YA3BUMOCTU YA3BUMOCTH, YA3BUMOCTU YA3BUMOCTH, ySa3BUMOCTEN, yaseumocTey C3U
cucTeMHoOTO IIO npukjgagHoro II0 BBI3BAHHOMU IIPOTOKOJIOB CEeTeBOI'0 BBI3BAHHOMU 00y CJIOBJIMBALIUX
HammureM B AC B3aUMONENCTBUA HeOoCTaTKaMM Halndye TexXHUYEeCKUX
annapaTHOM ¥ KaHaJIOB Iepelaun opTraHM3alumn KaHaJIOB YTEeUKU
BaKJIanKm I AaHHBIX T3 oT HCIHO rnHbopMaLMM
Mo O6'b€KTy BOB,CI,EVICTBMH
YBIlIH, obpabaTeiBaeMelx Ha APM YBIIH, obpabaTeBaeMbIxX YBIIIH, nepernaBaeMbIxX YTPO3H NPMKJIAOHEIM IpoTpaMMmaM, YTPO3E CUCTEMHOMY
B BHIIEJIEHHBEIX TEeXHNUYECKUX IO CeTsAM CBA3U NnpenHa3Ha4YeHHEM IOJ18 paboTH 10, obecneunpapleMy
cpencTBax obpaboTku c IIOH byHxuMoHupoBaHmue JCIIIOH

nHbopmMaumum

— Ha oTuyXIDaeMblXx HOCUTEeJIAX

—Ha BCTPOEHHEIXx HOCUTEJAX
IOJITOBPEMEHHOTO
XpaHeHusa MuHbopMaLum

— Ha npuHTepa, miIorrepax,

rpadponocTpoOnTENAX U T.I.

— YBIH npm nepenaue
CUTHAJIOB IO JIMHMAM

CBA3U

— Ha BBIHOCHEIX TepMMHallax,

MOHUTOpAax, BUIEOIIPOEKTOpax

YBIIIH npu obpaboTke

—B cpexncreax oOpaboTkKMU U
XPaHeHUS OIepaTUMBHOM
nHOopMaL MM

- IIaKeTOB

l— B cpencrBax 3BYKOYCWUJIEHUS,

SBYKOBOCIIPOM3BEOEHUA

B KOMMYHMKAaUMOHHBIX
BJIeMEeHTax
MHQOPMAaUMOHHO—

— B cpencrBax (moprax)
BBOIA (BHIBOIA)
nHbopMaLMM

TEeJIEKOMMYHMKAaIIMOHHBIX
cucrem




PucyHoK 2. Knaccudukauus yrpos 6esonacHocTm
nepcoHanbHbIX AaHHbIX, 0bpabaTbiBaeMbix B MUHGOPMALMOHHbIX
cMcTeMax NepcoHanbHbIX AAaHHbIX

Peanunsauma oaHoi n3 YBINH nepeymcieHHbIX KNaccoB UAM X COBOKYMHOCTM MOXET NPUBECTM K
cheayrowym TMNam NocneacTsuit ana cyovekros MNAH:

3HAYMTENIbHbIM HEFAaTUBHBIM NOCNEACTBUAM N5 cy6bekToB MNAH;

HeraTMBHbIM NOCNeACcTBUAM AN1A cydbeKToB MNAH;

He3HauYUTeNbHbIM HEraTUBHbLIM NOCAeACTBUAM aaa cybbekTos MAH.

Yrposbl yTeukn MNOH N0 TEXHMYECKMM KaHalaM OAHO3HAYHO OMWCHIBAIOTCA XapPaKTePUCTUKaMMU
UCTOYHMKa MHOpMaLMK, cpesbl (MyTn) pacnpocTpaHeHMa U NpUeMHUKa MHPOPMATUBHOIO CUTHANA, TO
€CTb ONpeaenaATca XapaKTePUCTUKAMM TEXHUYECKOTO KaHana yteuku MaH.

Yrposbl, cBsi3aHHbIE C HECAaHKLUMOHMPOBaHHbIM gocTynom (HCA) (ganee - yrposbl HCA 8 UCTMOH),
NpeACTaBAAOTCA B BUAE COBOKYMHOCTM 0OO0OLEHHbIX KAAacCOB BO3MOMHbIX MCTOYHMKOB yrpo3 HCA,
YA3BMMOCTEM NPOrPaMMHOro M annapatHoro obecneveHnsa WMCMAH, cnocoboB peanusaummn yrpos,
06BbEKTOB BO3aelcTBMA (HocuTenen 3alwmuaemont MHGopmaumm, AMPEKTOpMEB, KaTasoros, $aiinos c
NOH nam camux MAH) 1 BO3MOMKHbIX AECTPYKTUBHbIX AeNCTBUIA. Takoe npeacTaB/ieHUe onucbiBaeTca
cneayrowen Gpopmann3oBaHHOM 3aNUCHIO:

yrposa HCA: = <WUCTOYHMK Yrposbl>, <yA3BMMOCTb MPOrPaMMHOI0 WAW annapaTHoro
obecneyeHua>, <crnocob peanmsaumm yrposbl>, <OOBEKT BO3AENCTBMA>, <HECAHKUMOHMUPOBAHHbIN

[octyn>.
4. Yrpo3bl yTeYKM MHPOPMALLMM MO TEXHUYECKMM KaHanam

OCHOBHbIMW 3/IeMEHTaMM OMUCAHMUSA YIPO3 YTEYKN MHPOPMALMM MO TEXHUYECKUM KaHanam (TKYU)
ABNAOTCA: UCTOYHUK yrposbl, cpeaa (nNyTb) pacnpocTpaHeHus MHPOPMATUBHOIO CUrHana U HocUTeNb
3awmiaemon nHGopmaLmu.

NCcTOYHUMKaMM yrpo3 yTeuykn MHGopMaLumm No TEXHUYECKMM KaHalam ABAAIOTCA pU3nYecKme nmua,
He nmetowme goctyna K UCMNAH, a Takke 3apybekHble cneucny>Kbbl MAK opraHM3aumm (B Tom umucie
KOHKYPUPYIOLLME NN TEPPOPUCTUYECKME), KPMMUHANbHbIE FPYMNMNMPOBKU, OCYLLECTBAAIOLLME NepexsaT
(cbem) MHOOpPMALUMM C MCNONL30BAHMEM TEXHMYECKMX CPEACTB €e perncrpauuu, npuvema Wau
doTorpadupoBaHus.

Cpepa pacnpocTpaHeHuMAa WHGOPMATUBHOIO CUrHana - 370 ¢u3MYeckasa cpela, NO KOTOPOM
MHPOPMATMBHBIN CUFHAN MOMKET PACNPOCTPAHATLCA U NMPUHUMATLCA (PErMCTPMpPOBATLCA) NPUEMHUKOM.
Cpesa pacnpocTpaHeHUa MOXKeT OblTb KaK OAHOPOAHON (Hanpumep, TONAbKO BO3AYWHOW), TaK M
HEeOAHOPOAHOW 3a CYyeT nepexona CUrHasfa M3 OAHOM cpeapl B Apyryto (Hanpumep, B pesyabTaTe
aKYCTO3/1IeKTPUYECKUX NN BUOPOAKYCTUYECKMX NpeobpasoBaHuit).

Hocutenem MAH asnsetca nonb3oBaTenb MCIAH, ocyuwecTeastowmin ronocoson seog MNAH B
MCNAH, akycTuyeckasa cuctema UCTMOH, socnpounssoaawas MAH, a Takxe TexHuyeckmne cpeactsa NCIAH
n BTCC, cospatowme dusmyeckme nons, B KOTOPbIX MHGOPMALMA HaxoouT CBOE OTParKeHWe B BUAe
CMMBO0/10B, 06pPa30B, CUrHANOB, TEXHUYECKUX PELUEHUt U NPOLECCOB, KOAMYECTBEHHbIX XapaKTePUCTUK
bU3MYECKMX BEIUUMH.

Mpwn obpabotke MAH B NCMNOH 3a cyeT peanmsaumm TEXHUYECKMX KaHaMoB yTeuYkn MHPopmaLlmm
BO3MOHO BO3HWKHOBeHMWe cneaytowmx YbMAH:

YrpO3 YTEUKM aKyCTUYECKOM (peyeBoin) nHpopmaunu;

Yrpo3 yTeyku BUA0BOW MHbOpMaLmK;

Yyrpo3 yTeuykn nHPopmaLmmM MO KaHanam NOBOYHbLIX SNEKTPOMATHUTHBIX U3YYEHUI U HABOOOK
(M3MUH).

4.1. Yrpo3bl yTeYKN aKycTU4YecKol (pevyesoin) MHGopmaumnm

BO3HWKHOBEHME Yrpo3 YTEYKM aKyCcTUYecKoW (peyeBor) WHPOpMauuK, coaepKalueiics
HenocpeacTBEHHO B MPOUM3HOCMMOM pedn nonb3osatensa WCMNAH, npu obpabotke MNAH B MUCMNAH,



obycnosneHo Hannunem ¢yHKUmMi ronocosoro seoga MAH B8 UCMNAH nnm dyHKUMIA BOCNpOU3BEAEHUSA
NAH akycTuyeckumn cpegcreamm UCMAOH.

MepexsaT aKycTuyeckoi (pedyeBoi) uMHPOpMaLMM B  JaHHbIX C/Ay4aaX BO3MOXEH C
MCNO/Ib30BaHWEM annapaTypbl, PerncTpupytowen akyctuyeckue (B Bosayxe) u BnbpoakycTmyeckue (B
YyNpyrux cpegax) BOJHbI, @ TaK¥Ke 3/1eKTPOMarHUTHble (B TOM 4MC/ie ONTMYECKME) WU3NyYeHUus U
3NIEKTPUYECKME CUTHANbI, MOAYANPOBaHHblE MHPOPMATUBHBIM aKyCTUYECKMM CUTHA/IOM, BO3HMKAOLWME
32 cyeT npeobpas3oBaHUIt B TeXHUYECKUX cpeactBax o6pabotkm [MAH, BTCC wn cTpoUTENbHbIX
KOHCTPYKLMAX N UHKEHEPHO-TEXHUYECKMX KOMMYHMKALMAX NOA BO3AENCTBMEM aKYCTUYECKUX BOJH.

Kpome 3Toro, nepexsart akycTUyeckoi (peuyesoit) MHPOPMALMM BO3IMOMKEH C UCMOJIb30BaHMEM
CNEeUMANbHBIX 3/IEKTPOHHbIX YCTPOMCTB CbEMA pPeyeBOr MHPOPMaLMW, BHEAPEHHbIX B TEXHUYECKME
cpeacTea 06paboTkm MAH, BTCC 1 nomeLeHns nmn NoaKAOMEHHbIX K KaHaNam CBA3M.

Yrposbl 6e3onacHoctM [[H, cBA3aHHble C MNEepPexBaTOM aKyCTMYEeCKOM WHpopmauumn ¢
MCMNO/Ib30BAaHNEM CMELMNANbHBIX 3/IEKTPOHHbIX YCTPOUCTB CbeMa peyeBoi nHpopmaunn ("3aknagoyHbix
ycTpolicTB"), onpeaenarnTca B COOTBETCTBUM C HOPMATUBHbIMKM AOKyMeHTaMun desepanbHOM CyKobl
6e3onacHocTM Poccuiickoit depepaumm B yCTAaHOBAEHHOM €0 NOpsiAKe.

MepexBaT aKkycTMYecKkon (peyeBoi) MHPOPMALMM MOMKET BECTUCD:

CTAaUMOHAPHOM annapaTypoi, pasmellaemMon B OAM3NENalMX CTPOeHUsAX (3gaHuAax) ¢
HEKOHTPOIMPYEMbIM NpebblBaHMEM MOCTOPOHHUX /IULL;

NMOPTAaTUBHOM  BO3MMOM  annapaTypoW, pasMellaemMoir B  TPAHCMOPTHbIX  CPeAcTBaXx,
OCYLLECTBAAOWMNX ABUNKEHNE BOAN3N CAYHKEDHDBIX MOMELLEHMI UAM NPU UX NAPKOBKE PALOM C STUMMU
NoMeLLeHUAMM;

NopTaTUBHOM HOCMMOWM annmapatypor - GUIMYECKUMMU ANLAMM MPU UX HEKOHTPOSIMPYEMOM
npebbiBaHUN B CNYXKEOHbIX NOMELLEHMAX UM B HENOCPEACTBEHHON 6AN30CTUN OT HUX;

aBTOHOMHOM aBTOMaTUYECKOWN anmnapaTypon, CKPbITHO yCTaHaB/AMBAEMON GU3UYECKUMU INLAMMN
HEMNoOCPeACTBEHHO B CYXKeOHbIX NOMELLEHUAX UM B HENOCPEACTBEHHOM 6/1M30CTU OT HUX.

4.2. Yrposbl yTe4kn BUA0BOI MHOPMaLUK

Yrpo3bl yTeuku BMA0BOM WMHPOPMAULMKM peanusytoTca 3a cyeT npocmotpa MOH ¢ nomoubto
ONTMYECKMX (OMTUKOINEKTPOHHbBIX) CPeACTB C 3KPaHOB AMUCNIEEB M APYIUX CPencTB OTObparkeHus
CPEeACTB BbIMUCAUTENBHOM TEXHWKKW, MHOOPMALMOHHO-BbIMMCANUTENBHBIX KOMMIEKCOB, TEXHUYECKUX
cpeactBs 06paboTkM rpaduyeckoi, Buaeo- U HByKBeHHO-LMPpoBON MHPOPMALMM, BXOAALWMX B COCTaB
NCNan.

Kpome 3toro, npocmotp (peructpaumsa) MOH BO3MOXKEH C WCMNOSb30BAHMEM CNEUMANbHbIX
3NEKTPOHHbIX YCTPOMCTB CbeMa, BHEAPEHHbIX B CAYXKEOHbIX MOMELLEHMAX UAN CKPbITHO MCMNONb3yEMbIX
OU3MYECKMMM NIMLLAMM NPU NMOCELLLEHMU UMUK CNYHKEDHbBIX MOMELLEHWUIA.

Yrposbl 6e3onacHoctu M[H, cBsfidaHHble C MX MEPEXBATOM MPWU WUCMNO/b30BAHMM CrNeLManbHbIX
3NEKTPOHHbIX YCTPOMCTB CbemMa BWAOBOM WHPOpMauUMKM  (BMAEO03aKNALOK), onpeaensloTca B
COOTBETCTBMM C HOPMATMBHbIM AOKyMeHTamu degepanbHoi cnyxbbl 6e3onacHocTM Poccuiickolt
depepaunn B yCTaHOBAEHHOM €10 NOPAAKE.

HeobxoaMMbIM YC/IOBMEM OCYLLECTBAEHMS MPOCMOTpa (peructpaumm) NOH ABAAeTcs Haanyue
NPAMOW BUAUMOCTM MEXAY CPeACTBOM HabntoaeHus n Hocutenem MAOH.

MNepexsat MNAH MOXeT BECTUCh:

CTaUMOHaApHOM annapaTypoi, pasmellaemMon B OBAM3NENKaAWMX CTPOeHusaX (3gaHuaAx) c
HEKOHTPOIMpPYeMbIM NpebbiBaHMEM MOCTOPOHHUX NIULL;

NopTaTUBHOM  BO3MMOM  annapaTypoW, pasmMellaemMoil B  TPAHCMOPTHbIX  CPeacTBax,
OCYLLECTBAAOLWMNX ABUNKEHNE BOAN3N CNYKEBHbIX NOMELLEHMIA MM NPU UX NAPKOBKE PAAOM C STUMMU
nomeLLeHUaMU;

NOPTAaTUBHOM HOCMMOW annapatypol - GU3MYECKUMM NULAMM NPU UX HEKOHTPOAUPYEMOM
NpebbiBaHWUM B CYKEDHbIX MOMELLEHNAX UM B HEMNOCPEACTBEHHON BAN30CTU OT HUX.

Mepexsat (npocmotp) MAH MOXKET OCyWeCTBAATbCA MOCTOPOHHUMM ANLAMM  MNYTEM  UX
HenocpeacTBEHHOrO HabNOAEHUA B C/YXKEDOHbIX MOMELLEHNAX IMBO C PAaCcCTOAHMA NPAMON BUAMMOCTU
ns-3a npeaenos UCMAH c MCNONb30BaHUEM ONTUUYECKUX (ONTUKOINEKTPOHHbIX) CPeacTB.



4.3. Yrposbl yTeuku nHpopmaumm no KaHanam noboUHbIX
3N1EeKTPOMArHUTHbIX M3YYEeHUI M HaBOAOK

Bo3sHuKHOBeHMe yrpo3bl MAH no KaHanam NMIMUMH BO3MOXKHO 3a cyeT nepexBaTa TeEXHUYECKUMMU
cpeacTBamM MoBOYHbIX (He CBA3aHHbIX C NPAMbIM GYHKLMOHANAbHbIM 3HaYeHMem anemeHTos UCMAH)
MHGOPMATUBHbLIX 3/1EKTPOMAFHUTHbIX NONEN U INEKTPUYECKMX CUTHANOB, BO3HMKatOLWMX Npn obpaboTke
NA texHunyecknmu cpeactsamm NCMAOH.

leHepauua wnHbopmauumn, cogepxkawen NAH N UMPRYAUPYIOWEN B TEXHUYECKMX CPeacTBax
NCMNAH B BUAE 3N1€KTpUYECKMX MHGOPMATUBHbBIX CUTHAN0B, 06paboTKa 1 Nepeaaya yKasaHHbIX CUTHAN0B
B J/IEKTPUYECKMX  UenAx  TexHuyeckmx  cpeacte  WUCMOH  conpoBoXKaaetcA  NoBGOYHbIMM
SNEKTPOMArHUTHbIMU  U3IYYEHUAMM, KOTOPbIE MOTFYT PACMNPOCTPAHATLCA 3a Npefenbl CAyKebHbIX
NOMELLEHWNIM B 3aBUCMMOCTN OT MOLLLHOCTU MU3NyYeHUN 1 pasmepoB UCTMOH.

Pernctpauma N3IMUH ocywecTBnAeTca C UeNbio nepexsaTta MHGOPMALUMKM, LUUPKYIUPYIOLWLEN B
TEXHUYECKMX CcpeacTBax, obpabatbiBatowmx MNOH (B cpeacTBax  BbIMUC/UTENLHOM  TEXHUKM,
MHOOPMALNOHHO-BBIYNC/IUTENBHBIX KOMMJIEKCaX M CeTAX, CPeACcTBaxX M CMCTemax nepefadu, npuema u
obpaboTkm [MAH, B TOM uucne B CPeACTBAX W CUCTEMAX 3BYKO3AMUCKM, 3BYKOYCWUJIEHUS,
3BYKOBOCMPOU3BEAEHUA, MEPEroBOpPHbIX W TeNEeBU3MOHHbLIX YCTPOMCTBAxX, CPEeACTBax M3roTOBAEHUS,
TUPAXKMPOBAHUA OOKYMEHTOB M APYIrUX TEXHUYECKUX cpeacTBax obpaboTKM peuyeBoW, rpaduyeckon,
BMAEO- U BYKBEHHO-UMPPOBOW MHPOpMaLmK).

Ona peructpaumm NMIMUH mcnonb3yeTtca annapaTypa B COCTaBe PafMONPUEMHBIX YCTPOMUCTB U
OKOHEYHbIX YCTPOWMCTB BOCCTaHOBAEHUA MHGOPMALUUMN.

Kpome 3t10ro, nepexsaT M3MWH BO3MOXEH C WCNOJ/Ib30BAaHUEM 3/IEKTPOHHbIX YCTPOMCTB
nepexsata MHGOPMALMKN, MNOAKNIOYEHHBIX K KaHasam CBA3M WM TEXHUYECKMM CpeacTBaM 06paboTku
NnAaH.

Perncrtpaumna NMIMHWH moxeT BECTUCb C UCNO/Ib30BaHMEM annapaTypbl CeLyoWnX BU40B:

CTaUMOHApHOW annapaTypoi, pasmellaemoir B BAM3NENKalUX CTpoeHuAX (34aHusax) ¢
HEKOHTPOIMPYEMbIM NPebbiBaHMEM NOCTOPOHHUX /INLL;

nopTaTMBHOM  BO3MMOM  anmapaTypbl, pasmel,aeMolM B  TPAHCMOPTHbIX  CPeacTBax,
OCYLLECTBAAOWMX ABUNKEHNE BOIM3U CAYKEOHbIX MOMELLEHUIA AN NPU UX NAPKOBKE PALOM C 3TUMMU
nomeLLLeHUAMY;

NopTAaTUBHOM HOCMMOM annapaTypoi - GU3INYECKMMU NNLAMKN B HENOCPEACTBEHHOM 6AM30CTM OT
ncnam;

ABTOHOMHOWM aBTOMATMYECKOM annapaTypomn, CKPbITHO yCTaHaBAMBAaEMOM GU3NYECKMMU ANLAMN B
HenocpeacTBeHHoW 6amsoctn oT UCMNAOH.

KaHanbl yTeukn nHpopmaumm, obyciosieHHble HaBoAKaMM, 06pa3ytoTCA 3a CHET COEANHUTENbHbIX
NNHUIM TexHudeckmx cpeacts UCMAH u BTCC M NOCTOPOHHMX MPOBOAHWKOB (B TOM uucne uenew
3NEKTPONUTAHUA N 3a3eMNEHNSA).

HaBoaoKM 3neKTPOMArHUTHbIX W3y4eHUn TexHuudeckux cpeacts WCMNAH BO3HMKAT npu
U3/ly4EHUM 3NeMeHTamMM TexHuveckmux cpencts UCMNOH MHGOPMATMBHBIX CUTHANOB MNPU HanMunm
€MKOCTHOW, MHAYKTUBHOM WAWN raNbBaHUYECKOM CBA3EN COEAUHUTENbHbIX IMHUIN TEXHUYECKUX CPeacTB
NCNAH, nvHnit BTCC M NOCTOPOHHUX NPOBOAHUKOB. B pe3ynbTaTe Ha CaydYalHbIX aHTeHHax (uensx BTCC
WM NOCTOPOHHUX NPOBOAHMKAX) HABOAUTCA MHPOPMATUBHBIN CUTHAA.

MpoxoxaeHne WMHPOPMATUBHBIX CUFHANOB B LIENW 3INEKTPOMUTAHUA BO3MOXKHO MPU Haanymm
€MKOCTHOWM, NHAYKTUBHOM MW raibBaHUYECKON CBA3M MCTOYHMKA MHPOPMATUBHBIX CUTHAN0B B COCTaBe
TexHu4yeckumx cpencrts NUCMNAOH 1 uenen nuTaHms.

MpoxoxaeHne WHGOOPMATMBHBIX CUFHANOB B LEMNUM 3a3emsieHuAa O0OYyCN0BAEHO HannMuymMem
€MKOCTHOM, NHAYKTUBHOM MW rafibBaHUYECKON CBA3M MCTOYHMKA MHPOPMATUBHBIX CUTHAN0B B COCTaBe
annapatypbl TCMU 1 uenei 3asemneHuns.

[na cbema nHpopmaLMm ¢ NPOBOAHbIX IMHUIA MOTYT UCMOAb30BaTbCA:

CpencTBa Cbema CUFHaANO0B, COAEPIKALLMX 3alLMLLAEMY0 MHPOPMALMIO, C Lenen TeXHUYECKUX
cpeacts UCMNAOH mn BTCC, nMHMA cBA3SKM W Nepefavym AaHHbIX, BbIXOAALWMX 33 npeaesnbl CayxKebHbIxX
nomeLLeHWU (3KBUBaANEHTbI CETWU, TOKOBbIE TPAaHCPOPMATOPbI, MPOBHUKK);

CcpencTBa cbemMa HaBeAeHHbIX MHOOPMATUBHbBIX CUTHANOB C LLENen 31eKTPONUTaHus;

CcpencTBa cbema HaBeAeHHbIX MHOOPMATMBHbBIX CUTHAMOB C LWMH 3a3eMJ/IEHNS;



cpeacTBa Cbema HaBeAeHHbIX WHGOPMATMBHbLIX CUTHANOB C MNPOBOAAWMX WHMKEHEePHbIX
KOMMYHUKaLLWIA.

[nAa BONOKOHHO-ONTUYECKOM CUCTEMbI NEepesadn AaHHbIX YrP0o30i yTeukm nHpopmaumm aBaseTcs
yTeYKa ONTUYECKOro U3/YyYeHUs, codeprKallero 3awmuwaemyto nHbopmaumio, ¢ 6OKOBON NOBEPXHOCTU
ONTUYECKOro BOJIOKHA.

MoaBneHMe HOBbIX KaHA/NoB CBA3M - COTOBOM CBA3U, NENAMKMHIOBLIX COODLLEHWNIM, CNYTHUKOBBIX U
6ecnpoBOAHbIX ceTel nepefadn AaHHbIX - MPUBEIO K PasBUTUIO CMELUANIM3UPOBAHHBLIX CUCTEM U
CpPeACTB KOHTPOJIA M nepexBata WHPoOPMaAUMM, OPUEHTUPOBAHHbLIX HA WCNOJIb3yeMble B HUX
MHPOPMALMOHHbIE TEXHONOTMN, B TOM YMC/IE CPEACTB:

nepexsaTa NenaXXMHroBbIX COOOLLEHMI N COTOBOM CBA3MK;

nepexesaTta MHGOPMALUMM B KaHaNaxX Nepenayn AaHHbIX BbIUNCAUTENBHbIX CETEM.

5. Yrpo3sbl HeCaHKUMOHMPOBAHHOIO AOCTyNa K MHpOpMaLmum
B MIHOOPMALLMOHHOW CUCTEME NEePCOHabHbIX AaHHbIX

Yrposbl HCA B8 UCMAH ¢ npumeHeHMemM NPOrpaMMHbIX M MPOrpamMmmHO-annapaTHbIX CpeacTs
peanusyloTca MpW OCYLLECTBAEHUN HECAHKLMOHWPOBAHHOIO, B TOM 4YMC/e C/y4aMHOro, AOCTyna, B
pe3ynbTaTe  KOTOPOro  OCYLECTBASETCA  HapyweHue  KOHOMAEHLMANbHOCTM  (KOMMpOBaAHWUE,
HeCaHKLUMOHNPOBAHHOE PACMPOCTPAHEHME), LLENOCTHOCTU (YHUUTONXKEHUE, USMEHEHWE) U [OCTYNHOCTU
(6nokunposaHue) NAH, 1 BKAKOYAOT B cebs:

yrposbl Aoctyna (MPOHMKHOBEHMA) B OMEpaLMOHHYIO cpedy KOMMbiOTepa C WMCMOJIb30BaHMEM
LUTAaTHOrO NPOrpaMmMHOro obecneyeHus (cpeacTs onepaLMoOHHOM CUCTEMBI UK NPUKNALHBIX NPOrPamMm
06LLero NnpMMeHeHus);

Yyrpo3bl CO34aHMA HEeWTATHbIX PeMmMoB pPaboTbl NPOrpaMmmHbIX (NPOrpamMmHo-anmnapaTHbIX)
CpeACcTB 33 CYET npegHaMepeHHbIX  M3MEHEHUM  CAyXKebHbIX  AaHHbIX, WUrHOPUPOBAHUSA
NPeaycCMOTPEHHbIX B LUTATHbIX YCAOBUAX OrPAHUYEHUIA Ha COCTaB U XapaKTepUCTUKM obpabaTbiBaemon
MHbOPMaLUK, UCKaKeHUA (MogmdUKaummn) caMmux JaHHbIX U T.0.;

Yrpo3bl BHeAPEHUN BPeAOHOCHbIX MPOrpaMmm (MporpaMmHO-mMaTeMaTUYECKOro BO3AencTems).

CoctaB anemeHTOB onucaHmsa yrpos HC k nHpopmaummn 8 UCMNAH npuBeseH Ha puUcyHKe 3.

Kpome 3TOro, BO3MOXHbl KOMBWHMpPOBaHHblE Yrpo3bl, nNpeacTasasowme coboit coyeTaHue
YKa3aHHbIX yrpo3. Hanpumep, 3a cyeT BHeApeHMA BPeAOHOCHbIX MPOrpaMmM MOTYT CO34aBaTbCA YCA0BMUA
ana HC[l B onepaunoHHyto cpesy KOMMbiOTepa, B TOM yucie nytem GopmMmnpoBaHUA HETPALULIMOHHDBIX
MHGOPMALMOHHBIX KaHa0B A0CTyNa.

Yrpo3bl goctyna (NPoHUKHOBEHUS) B onepaLmoHHyto cpeay UCMOH ¢ UCcno/ib30BaHWEM LITATHOMO
NPOrpaMMHOro obecneyeHunn pPasaensaTca Ha yrpo3bl HEMOCPEACTBEHHOrO M yAANEHHOro A0CTyna.
Yrpo3bl HenocpeaCcTBEHHOrO AOCTyna OCYLWECTBAAKTCA € MCMNO/Ab30BaHWMEM MPOrPaMMHBbIX U
nporpaMmHo-annapaTHbiX CPeACcTB BBOAa/BblBOAA KOMMbiOTEpa. Yrposbl YyAaneHHOro A0CTyna
peanunsytoTca C UCNOb30BaHMEM NPOTOKOJIOB CETEBOIO B3aMMOAENCTBUA.

3Tn yrposbl peanusytotca oTHocutenbHo UCMAH Kak Ha 6a3e aBTOMaTM3MPOBAHHOrO pabouero
MEeCTa, He BK/IIOYEHHOrO B CEeTM CBA3M OOLWEro Nosib3oBaHMA, TaK U NPUMEHUTENbHO Ko Bcem UCIMAH,
MMELWMM NOAKNIOYEHME K CeTAM CBA3M OOLero mnosb30BaHUA U CETAM MeXAYHapOoLAHOro
MHOPMAUMOHHOrO 0bMmeHa.

OnucaHue yrpos goctyna (MPOHMKHOBEHMA) B OMEPALMOHHYIO cpedy KommbioTepa GopmMasbHO
MOKeT HbITb NpeacTaBaeHo cneayowmm obpasom:

yrposa HCO B WUCMOH: = <UCTOYHMK yrposbl>, <yAsBumocTb MCMOH>, <cnocob peanusaumu
Yrpo3bi>, <O6bEKT BO34ENCTBUA (Mporpamma, NpoTOKO, AaHHbIE U Ap.)>, <AEeCTPYKTUBHOE AelicTBme>.
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PucyHok 3. dnemeHTbl onucanua yrpos HCA k nndopmaumm 8 UCMNAH

Yrpo3bl C€O34aHMA HEWTaTHbIX PEeXMMOB PaboTbl MPOrpamMmmHbIX (NPOrpaMmHo-anmnapaTHbIX)
cpeacts - 310 yrpo3sbl "OTKasa B obcnyxkmBaHuM'. Kak npaBuno, AaHHble Yrpo3bl paccmaTpuBatoTcs
npumeHutenbHo K UCMAOH Ha 6a3e foKanbHbIX U pacnpeseneHHbiX MHGOPMALMOHHBIX CUCTEM BHE
3aBMCUMOCTM OT NOAK/OYEHMA MHPOPMALMOHHOTO obmeHa. Mx peanmsauma obycioBieHa TeM, YTO Npw
pa3paboTKe CUCTEMHOTO WM MPUKNALHOIO NPOrPaMMHOro obecrneyeHus He YyY4MTbIBAETCA BO3MOMXKHOCTb
npeaHamMepeHHbIX AEACTBUIM MO LefeHanpaBieHHOMY U3MEHEHWIO:

coaepKaHua cny*kebHol MHPopmaLumm B NakeTax coobLLeHUI, nepeaaBaembIX Mo CETH;

ycnosuii 06paboTKM AaHHbIX (Hanpumep, UrHOPUPOBAHWE OFPaHUYEHU Ha AAWHY MakeTa
coobueHns);

dopmaToB NpeacTaBAEHNA AAHHBIX (C HECOOTBETCTBMEM U3MEHEHHbIX GOPMATOB, YCTaHOBAEHHbIX
Ans 06paboTKM MO NPOTOKO/IaM CEeTEBOrO B3aMMOAENCTBMA);

nporpammHoro obecrneyeHmn o6pabOTKM AaHHbIX.

B pesynbrate peanusaumn yrpos "OTKasa B 06CnyKuBaHMU" NpomcxoanT nepenonHeHme bydepos
n 6noKupoBaHue npoueayp o6paboTkM, "sauumknmsaHue" npoueayp o06paboTkM M "3aBucaHue"
KOMNblOTepa, OTOpacbiBaHME MaKeTOB COOOLWEHU U ap. OnucaHMe Takux yrpo3 GpopmasbHO MOXKET
6bITb NPeACTaBAEHO CAeayOWUM 06pa3om:

yrpo3a "OTkasa B obcayuBaHUKM": = <UCTOYHMK yrposbl>, <ys3BumocTb MCMOH>, <crnocob
peanusaumm yrposbl>, <obbekT Bo3aencteua (HocuTenb [MJH)>, <HENoCpPeaCTBEHHbIM pe3yabTaT
peanusaunn yrposbl (nepenonHeHne bydpepa, 610KMpoBaHMe npoueaypbl 06paboTku, "3aumkansaHue"”
06paboTKM 1 T.M.)>.

Yrposbl BHeApPeHWs BPefOoHOCHbLIX Mporpamm (NporpaMmHO-mMaTeEMATUYECKOro BO34eincTBuA)
HeuenecoobpasHo oONucbiBaTb C TOM e [AEeTasibHOCTblO, YTO W BbllUeyKa3aHHble yrposbl. 3TO
obycnoBneHo Tem, 4YTO, BO-NEPBbIX, KOJMYECTBO BPEAOHOCHbIX MPOrPaMM CEFrOAHA YXKe 3HaUYUTENIbHO
NpeBbILAET CTO ThbicAY. BO-BTOPbIX, MPY OpraHM3aumMm 3awWmTbl MHGOPMaLUKN Ha NPAKTUKE, KaK NpaBuo,
[O0CTaTOYHO /INWb 3HAaTb KIacc BPeAOHOCHOW MporpamMmmbl, CNOCO6bl U NOCNeACTBUA OT ee BHeApeHUus
(MHOMUMpOBaHMA). B cBA3KM C 3TMM yrpo3bl NporpamMmHO-mMaTemaTuyeckoro Bo3gelicteua (MMB)
dopmanbHO MOryT 6bITb NPeACTaBAEHbI cneayowmm obpasom:

yrposa NVIB B UCMOH: = <Knacc BpegoHOCHOW Mporpammbl (C yKasaHMeM cpefbl 0buTaHus)>,
<MCTOYHMK Yrpo3bl (HOCUTENb BPEAOHOCHOM NPOrpammbl)>, <Cnocob WHPUUMPOBAHMA>, <OOBEKT
BO3AelcTBMA (3arpy304uHbliii cektop, ¢paiin u T.n.)>, <onnucaHMe BO3MOKHbIX AECTPYKTUBHbIX AEeNCTBUIA>,
<pononHuTenbHas  MHopmauus 06  yrpose  (pesMAEeHTHOCTb, CKOPOCTb  PACMpPOCTPAHEHMUS,
NoAMMOPGUYHOCTb M Ap.)>.

Huxke paeTca o6was XapaKTepuCTUKA MCTOMHMKOB yrpo3 6e3onacHocT  MHdopmaumu,
YA3BMMOCTEMN, KOTOpble MOryT 6biTb MCMO/b30BaHbl NpK peanunsauum yrpos HCO, U xapakTepucTuka
pe3ynbTaToB  HECAHKUMOHMPOBAHHOrO WAM  C/AYyYalHOro  AocCTyna. XapaKTepucTuka cnocobos
peanusaummn yrpos gaetca Npu ONMCaHWUM Yrpo3 AocTyna (NMPOHWKHOBEHWUS) B OMEpauMOHHY0 cpeay
KOMMbOTepa, Yrpo3 0TKasa B o6cnyxusaHum u yrpos NMVIB.

5.1. O6wan xapaKTePUCTUKA UCTOYHMKOB Yrpo3
HEeCaHKLUVMOHUPOBAHHOIO A0CTYNA B UHGOPMALMOHHOM cUCTEME
NepcoHaNnbHbIX SAHHbIX

NcToyHuKamum yrpos HCA 8 UCTMH moryT 6bITb:

HapyLwuTenb;

HOCUTE/Ib BPEAOHOCHOM NPOrpaMmmbl;

annapaTHaA 3aK/agkKa.

Yrpo3bl 6e3onacHocTv MAH, cBA3aHHble C BHEAPEHMEM annapaTHbIX 3aKNaZL0K, ONpeaensatoTca B
COOTBETCTBMM C HOPMATUBHbIMU AOKymeHTamn PepepanvHoi cnybbl H6esonacHoctn Poccuiickoi
dPepepaunn B yCTaHOBNEHHOM €10 NOPASKE.

Mo HannuMio nNpasa NOCTOSHHOTO MM Pa30BOro A0CTyna B KOHTposupyemyto 30Hy (K3) NCNAOH
HapyLwWM1Tenm NoApPa3aAENAOTCA HA ABa TMNa:



HapywuTenu, He umetowme goctyna K UCMNAH, peannsyolme yrposbl U3 BHELHUX CETEN CBA3M
oblLero nosb3oBaHMA WU (MNKM) ceTert MexXAyHapoaHOro WHGOPMALMOHHOTO OobmeHa, - BHEeWHWe
HapywuTenu;

HapywwuTenn, umetowme goctyn K WUCMAH, BKatoyas nonb3osBaTenen UCMOH, peanusytolime
yrposbl HenocpeactseHHO B UCTMOH, - BHyTPEHHUE HapyLWnTenu.

BHeWHMMM HapywMTenamm moryT bbiTb:

pa3BegblBaTeNbHble CYXKObl rOCYyAapCTB;

KPUMUWHaNbHbIE CTPYKTYpbI;

KOHKYPEHTbI (KOHKYpUPYHOLLME OpraHn3aLmm);

Hea06poCcoBECTHbIE NAPTHEPSI;

BHELWWHWe cybbeKTbl (pusnueckme nnua).

BHeLWHW HapywnTenb UMeeT caeaytowme BO3MOXKHOCTH:

OCYLLECTBNATb HECAHKLMOHMPOBAHHbLIA AOCTYN K KaHa/faM CBA3W, BbIXOAALWMM 3a Npeaenbl
CNyKebHbIX NOMELLEHWN;

OCYLLECTBNATb HECAHKLUMOHMPOBAHHbIM [0CTYN 4Yepe3 aBTOMaTM3MPOBAHHble paboune MmecTa,
NOAKNIOYEHHbIE K CEeTAM CBA3M OOWEero MonAb30BaHUA W (MAKM)  CETAM  MEXAYHapOAHOro
MHPOPMALNOHHOTO 0OMEH];

OCYLLEeCTBNATb HECAHKLMOHMPOBAHHbIN AOCTYN K MHPOPMALMK C UCMO/Ib30BAHNEM CNELNAbHbIX
NPOrpamMmMHbIX BO34EWCTBMMA MOCPEACTBOM MPOrPaMMHBIX BUPYCOB, BPELOHOCHbLIX MNPOrpamm,
aNropUTMUYECKUX UM NPOrPamMMHbIX 3aKNa[0K;

OCYLLECTB/IATb  HECAHKUMOHMPOBAHHbLIA  AOCTYyNn  4Yepe3  3/1eMeHTbl  MHPOPMALMOHHOM
nHopacTpyktypbl WUCM[AH, KoTOpble B NpOLECCe CBOEr0 XWU3HEHHOro UMKAa (moaepHusauumy,
COMPOBOXKAEHMWA, PEMOHTA, YTUIM3aLMN) OKa3bIBalOTCA 3a NpeaeslaMn KOHTPOJIMPYEMOI 30HbI;

OCYLLECTBNIATb  HECAHKUMOHMPOBAHHbLIA  AocTyn  4yepe3s  MHPOPMALMOHHbIE  CUCTEMDI
B3aMMOAENCTBYIOLLLNX BEAOMCTB, OPraHn3aLMii U yYpeKAEHNN NPU UX NogKAoYeHUn K UCTMOH.

BO3MOKHOCTM BHYTPEHHEro HapyLluTena cywecTBeHHbIM 06pasom 3aBUCAT OT AENCTBYHOWMX B
npegenax KOHTPOJIMPYEMOMN 30Hbl PEXMUMHbBIX U OPraHM3aUMOHHO-TEXHUYECKUX Mep 3alUuTbl, B TOM
ymncae no Jonycky ¢pmsmyecknx auu K NMAH 1 KOHTpoAto Nopsaka nposeaeHns pabor.

BHyTpeHHME nNOTeHUMaNbHbIE HApPyWMUTeNM MNOAPA3LAENAoTCA Ha BOCEMb KaTeropuh B
3aBMCMMOCTM OT cnocoba AocTyna M NoIHOMOYMI gocTyna K MNAH.

K nepBoii KaTeropmm OTHOCATCA /MLLA, UMEIOLNE CAaHKLMOHMpPOBaHHbIM goctyn K UCMNAH, HO He
umetowme goctyna K MAOH. K 3TomMy Tuny Hapywutenei OTHOCATCA AO/MKHOCTHble /MUa,
obecneunBaroLme HopmanbHoe GyHKUMOHNpoBaHme UCTOH.

JInuo 3TOM KaTeropmm MoxerT:

MMeTb AO0CTyn K ¢parmeHTam uHPopmaumm, cogepkawen MAH M pacnpocTpaHAloLWwenca no
BHYTPEHHMM KaHanam ceAsu UCMOH;

pacnonaraTe ¢parmeHTamm WHbopmauumn o Tonosorum WUCMOH (KOMMYHMKAUMOHHOW 4acTu
noaceTn) n 06 NCNoNb3yeMbIX KOMMYHUKaLMOHHbBIX MPOTOKOIAX U UX CEPBUCAX;

pacnonaraTe UMEHaMM U BECTU BblABIEHME NAapOaeN 3apPerncTPUPOBaHHbIX NOb30BaTENEN;

N3MEHATb KOHGUIrypaLmio TexHnyeckmx cpeacts NCMNAH, BHOCUTb B HEe NpOrpammHo-annapaTHble
3aKNagkm u obecneumBaTb CbeM WMHPOPMALMKM, WCMONbL3YA HEMNOCPeACTBEHHOE MOAK/OYEHUNE K
TexHuyecknum cpeacrsam UCMAOH.

Ko BTOpOW KaTeropmm OTHOCATCA 3aperncTpupoBaHHble noab3osatenn UCMAH, ocywecteaatowme
OrpaHuYeHHbIn goctyn K pecypcam NCMNAH ¢ paboyero mecTa.

JNnuo sTol KaTeropum:

obn1afaeT BCeMn BO3MOXKHOCTAMM JINL, MePBOI KaTeropuu;

3HaeT, N0 MeHbLUel Mepe, 04HO NerasbHOe UMA A0CTYNa;

obnagaetr Bcemu HeobxogumbiMM aTpubyTamu (Hanpumep, naposem), obecneymBatoWMmM
[OCTYyN K HeKoTopomy nogmHoxectsy MNAH;

pacnonaraet KOHPUAEHUMANBHBIMU AAaHHBIMU, K KOTOPbIM UMEET AOCTY.

Ero poctyn, ayteHTMdMKaALMA M NpaBa No AOCTyNy K HEKOTOpomy nogmHoxectsy MNAH [OAXKHbI
pernameHTMpPOBaTbLCA COOTBETCTBYIOLLMMW NPABMUIAMKN pasrpaHUYeHns A0CTyna.

K TpeTbel KaTeropmm OTHOCATCA 3aperncTpupoBaHHble nonb3osatenn UCMNAH, ocywecTeastowme
yAaneHHbi goctyn K NAH no nokanbHbIM U (MK) pacnpeaeneHHbIM MHGOPMALMOHHBIM CUCTEMAM.



Jlnuo 3Tol KaTeropum:

obnapaeT BCeMU BO3MOMKHOCTAMM /1L, NEPBOI U BTOPOWN KaTeropum;

pacnonaraet uHpopmaumeir o Tononorum UCMNAH Ha 6ase noKanbHOW U (MaK) pacnpeseneHHoM
MHGOPMALMOHHOWM CUCTEMDbI, YEPE3 KOTOPYIO OCYLLLECTBAAETCA AOCTYN, U O COCTaBE TEXHUYECKUX CPeACTB
MCNAH;

MMeeT BO3MOXHOCTb MNpAMoro (¢usmyeckoro) AocTyna K ¢parmeHTam TeXHUYECKMX CpencTs
NCNAH.

K yeTBepTOl KaTeropmMm OTHOCATCA 3aperMcTpUpoBaHHble noab3osatenm NCMOH ¢ nosIHOMOYMAMMK
agMUHUCTpaTopa 6e3onacHocTu cermeHTa (pparmenTa) UCMNAOH.

Nnuyo aTol Kateropuu:

obnafaeT BCeMM BO3MOXKHOCTAMM UL, MPeAblayLLIMX KaTeropuii;

obnafaet nonHon mMHPopmaument O CUCTEMHOM M MPUKAALHOM NPOrpamMmmHOM obecneyeHuu,
ncnosb3yemMom B cermeHTe (pparmerTte) UCMOH;

obnafjaetr nosHoM uHOpMaLMen O TEXHUYECKUX CpeacTBax WM KOHOUrypaumum cermeHTa
(dparmenTa) NCNAH;

MMeeT A0CTYN K CPpescTBam 3awWwmMTbl MHGOPMALMKN U MPOTOKOAMPOBAHUSA, A TaKKe K OTAENbHbIM
3NEeMEeHTaM, UCNOo/b3yeMbIM B cermeHTe (pparmeHTe) MCNAH;

MMeeT A,0CTyN KO BCeEM TEXHUYECKUM cpeacTBam cermeHTa (parmeHTa) UCMAH;

obnafaetr npaBamu  KOHOUIYPUPOBAHMA W AAMMHUCTPATUBHOM HACTPOMKM  HEKOTOPOro
NOAMHOECTBA TEXHUYECKUX CPeacTB cermeHTa (pparmenta) NUCMNOH.

K naToi KaTeropmmn oTHOCATCA 3apPerncTPUPOBaHHbIE NOAb30BATENIN C MOJIHOMOYNSAMM CUCTEMHOTO
aamuHuctpatopa UCMNAH.

Nnuo aTol KaTteropuu:

obnagaeT BCeEMM BO3MOXKHOCTAMM UL, NPpeablayLmX KaTeropuii;

obnagaet nosHo MHPoOpmauMen O CUCTEMHOM M MPUKAALHOM MPOrpaMmMHOM obecneyvyeHum
NCnam;

obnagaet nosHOM MHPopMaLMelt 0 TEXHUYECKMX cpeacTBax U KoHourypaumm UCNOH;

MMEET A0CTYN KO BCeM TEXHUYECKUM cpeacTBam 06paboTkm nHdopmaumm n gaHHbim UCMOH;

obnagaeTt npaBamu KOHOUIYPUPOBAHMA M aAMUHUCTPATUBHON HACTPOMKU TEXHUYECKUX CPeacTB
Ncnan.

CUCTEMHbI  aAMUHUCTPATOP BbIMNONHAET KOHUIypMpOBaHME M YNpaB/JeHME MPOrPaMMHbIM
obecneyeHnem (MN0O) n obopysoBaHWem, BKAOYas obopyaoBaHMe, oTBeyvatowee 3a 6e3o0nacHocTb
3awmiLaemoro obbekTa: cpencTtBa  Kpuntorpaduuyeckon 3awmTbl  MHOOPMAUMKM, MOHMUTOPUHIA,
perucTpauum, apxmseaumm, 3awmtbl ot HCA.

K wecton KaTeropum OTHOCATCA 3apPermcTpupoBaHHble MO0/Ab30BATENM C  MOJHOMOYMAMM
agMUHUCTpaTopa 6esonacHocTM UCMOH.

JNnuo aTol KaTeropuu:

obn1afaeT BCEMM BO3MOXKHOCTAMM UL, NPeAblayLLIMX KaTeropuii;

obnapaet nonHon nHpopmaumerr 06 NCMNAOH;

MMeeT AOCTYN K CPeAcTBam 3almTbl MHGOPMALMM U NPOTOKOJMPOBAHMA U K YacTU KIOYEBbIX
anemenTOoB UCIMAH;

HE MMeeT NpaB AO0CTyna K KOHOUIYPUPOBAHUIO TEXHUYECKUX CPenCTB CETW, 3@ WCKAOYEHMEM
KOHTPOJIbHbIX (MHCMEKUMOHHbIX).

ApMmuHucTpaTop He3onacHOCTU OTBevaeT 3a CobatoAeHMe MPaBUA pasrpaHMYeHMA AO0CTyna, 3a
reHepauuio KAHYEBbIX 3/1EMEHTOB, CMeHYy naposei. AAMMHUCTpATop 6e30MacHOCTM ocylecTBaseT
ayamT Tex Xe CPesCTB 3aWmTbl 06BEKTA, YTO U CUCTEMHDBIN aAMUHUCTPATOP.

K cefbmoit KaTeropum OTHOCATCA MNPOrPaMMUCTbI-Pa3paboTuMKM (MOCTaBLLMKK) MPUKIALHOTO
nporpammHoro obecneyeHna u nuua, obecneuymsarolwmMe ero CONPOBOXKAEHME Ha 3alLMLLAEMOM
obbeKTe.

JNnuo aTol KaTeropumu:

obnapaet MHbopmaumen ob anropuTmax n nporpammax obpabotkmn nHdopmaummn Ha NCMAOH;

obnafaetr BO3MOMHOCTAMM  BHECEHMS  OWWOOK, HeAeKNapuPOBaAHHbIX  BO3MOMKHOCTEW,
NPOrpamMMmHbIX 3aK1a40K, BPEAOHOCHbIX MPOrpamMm B nporpammHoe obecnedveHne UCMAH Ha cTagun ee
pa3paboTKu, BHEAPEHUS U CONPOBOXKAEHNSA;



MOXKeT pacnonaratb Atobbimn pparmeHTamm MHbopmaummn o tonosnormn UCMNOH M TEXHUYECKUX
cpeactBax 06paboTku u 3awmTbl NAH, obpabatbiBaembix 8 UCMOH.

K BOCbMOIN KaTeropum OTHOCATCA paspaboTunkm u nauua, obecneymsalrowmMe MOCTaBKY,
CONPOBOXAEHME U PEMOHT TeEXHMYeCcKnx cpeacts Ha UCMAH.

Nnuyo aTol Kateropuu:

obnapaeT BO3MOXKHOCTAMM BHECEHMA 3aK/IafoK B TexHudyeckune cpeactsa UCMAH Ha ctagum umx
pa3paboTKn, BHEAPEHUA U CONPOBOXKAEHMUSA;

MOXKeT pacnonaratb nt0b6biMn dparmeHTamm nHbopmauum o Tonoaormm UCMNOH U TEXHUYECKMX
cpeactBax 06paboTku u 3awmnTbl MHPopmaumm B UCMOH.

YKa3aHHble KaTeropuu HapywuTenein [OMKHbI YYMTbIBAaTbCA MNPW  OLLEHKE BO3MOXKHOCTEM
peanusauunm YBMOH.

Hocutenem BpegoHOCHOW MNPOrpammbl MOMKET ObITb annapaTHbIA 31EeMEHT KOMMNbloTepa Wau
NPOrpammHbIiM  KoHTelHep. Ecin BpegoHOCHas nporpamma  He accoumMmpyeTcs € Kakoi-nnbo
NPWKAagHOM NPOrpammolii, To B Ka4ecTBe ee HOCUTENSA PacCMaTPUBALtOTCA:

OTUYKJaeMblli HOCUTeNb, TO ecTb AMCKeTa, onTuuyeckuit amck (CD-R, CD-RW), ¢nsw-namarsb,
OTYYKOAEMbIA BUHYECTEP U T.M.;

BCTPOEHHblE HOCUTENM WUHbOPMaUUM (BMHYECTEPbI, MUKPOCXEMbl OMEPaATUBHOM NaMATH,
NpPOLLeCcCcop, MMKPOCXEMbl CUMCTEMHOW NAaTbl, MUKPOCXEMbl YCTPOMCTB, BCTPaMBAEMbIX B CUCTEMHbIN
610K, - BuAeoaganTepa, CETEeBOW NaTbl, 3BYKOBOW nNAaTbl, moAema, YCTPOWCTB BBOAa/BbIBOAA
MarHUTHbIX *KECTKUX U ONTUYECKMX AMCKOB, 6/10Ka NUTaHMA U T.M., MMKPOCXEeMbl MPSMOro A0CTyna K
NamATH, LIKH Nnepeaayum AaHHbIX, NOPTOB BBOAA/BbIBOAA);

MMKPOCXEMbI BHELLUHUX YCTPOMCTB (MOHMUTOPA, KNaBMaTypbl, NPUHTEPA, MOAEMA, CKaHepa M T.M.).

Ecnn BpegoHOCHasa nporpamma acCoUMMPYETCA C KaKom-Mbo npuKAagHOW MNpPOrpammon, c
dainamm, umMerWMMMU OnNpefesieHHble PacWUMPEHUS WAM  UHble aTpubyTbl, C COObLEHUAMN,
nepesaBaeMbIMU MO CETU, TO e HOCUTENAMM ABNAIOTCA:

nakeTbl NepeaaBaemMbIX MO KOMMbIOTEPHOM CeTM coobLLEeHN;

dainbl (TekcToBble, rpaduyeckne, UCNONHAEMbIE U T.4,).

5.2. O6wan xapaKTepncTUKa ys3BUMocTel MHPOPMaLMOHHOM
CUCTEMbI NEPCOHAJBHBIX AAHHbIX

YA3BMMOCTb MHGOPMAUMOHHOMN CUCTEMbI NEPCOHABHBIX AAHHbIX - HEAO0CTAaTOK UK caboe mecTo
B CUCTEMHOM WAW  MPUKAAZHOM  MPOrPamMMHOM  (NporpammHo-annapatHom) obecneyeHum
aBTOMaTU3MPOBAHHON WHPOPMALMOHHON CUCTEMbI, KOTOpble MOrYT ObITb WCMNOAb30BaHbI ANA
peannsaunm yrposbl 6€30NacHOCTM NePCOHaNbHbIX AAHHbIM.

Mpu4MHamm BO3HMKHOBEHMA YA3SBMMOCTEN ABNAIOTCA:

OWMOKM NpU NPOEKTUPOBAHMM U pa3paboTKe NPOrpPaMmHOro (MPOrpamMmmMHO-annNapaTHoro)
obecneyeHus;

npegHamepeHHble AeCTBMA MO BHECEHUIO YA3BUMOCTEN B XO4E NMPOEKTUPOBAHUA U PA3pPaboTKu
NpPorpamMmHoro (MporpammHo-annapaTHoro) obecneyeHus;

HenpaBuWIbHble HAaCTPOIMKM NPOrpaMmMHOro obecneyeHns, HENPaBOMEPHOE U3MEHEHUE PEXUMOB
paboTbl YyCTPOWNCTB M Nporpamm;

HEeCaHKUMOHNPOBaHHOE BHeAPEeHUE U UCNONb30BaHME HEYYTEHHbIX MPorpamm C NocaenyoLnm
HeobOCHOBAHHbIM PAcX040BaHWEM PecypcoB (3arpyska MpoLeccopa, 3axBaT OMepaTMBHOM MaMATU U
NamMATU HA BHELUHUX HOCUTENAX);

BHeApeHWe BPedOHOCHbIX NpOorpamm, CO34aWmMX YA3SBMMOCTU B NPOrpamMMHOM M NPOrpaMMHO-
annapaTtHom obecneyeHuu;

HECAHKUMOHUPOBAHHbIE  HEyMblWAEHHble  AEWCTBMA  MoJsib30BaTesield, npuBoAAwme K
BO3HWMKHOBEHMUIO YA3BUMOCTEW;

cbom B paboTe annapaTHOrO W NpPOrpaMmHOro obecneyeHus (Bbi3BaHHble cboAMM B
3/IEKTPOMUTAHNKN, BbIXOAOM W3 CTPOA anmnapaTHbIX 3N1€MEHTOB B pe3y/ibTaTe CTAapeHUA U CHUMKEHUA
HaZeXHOCTU, BHELHUMU BO34EACTBUAMM 3/TEKTPOMATHUTHBIX NONEN TEXHUYECKUX YCTPOMCTB 1 Ap.).

Knaccudumkauma ocHoBHbIX yaszsumocTen NCMAH npruBeaeHa Ha pucyHKe 4.



Knnaccuoukaumsa ysa3BUMOCTEN
IPOTPaMMHOTO ObecledeHusda

[lo Tuny IO [Io sTany XM3HEHHOTO [To npuumHe [Io xapakTepy
LUMKJIa IPOTPaMMHOIO BOB3HMKHOBEHUSA IIOCJIEOCTBUM OT
obecrnedeHusa, Ha YA3BUMOCTHU peanm3auumM aTak

> |[CucreMHOe KOTOPOM BO3HUKAET
1o YA3BMMOCTbD
> | HemocTaTkm > | YazsumMmocTH,
MEXaHM3MOB VICIIOJIb 3y EMHEIE
> [[IpukanHoe > | Y93BMMOCTH, ayTeHTUudm— 0Jjia
IIporpaMMHOE BOBHMKaWIMEe Ha Kaumm IIEePerioJIHEHM A
obecneueHue sTarne bydepa
IPOEKTUPOBAHUSI
IPOTPaMMHOTO > |HenmocTaTkm
obecrneueHus AU TH > | Ysa3BUMOCTH,
YUYeTHEIX MCIIOJIb 3y EeMBIE
peanm3aumnm 3anmucem nysa nombopa
——> [ IpOoTpPaMMHOT'O IapoJisa Miau
obecrneuyeHuns UOEHTUOUKATO—
> | Hanmuuue pa
MHCTAJINIAUUM U byHKLMM,
> | HaCTpONKM [IO3BOJIARILMX
IPOTPaMMHOTO BHITIOJIHATH > | Ya3BUMOCTM,
obecrneueHus OEeCTPYKTUB— VICIIOJIb 3y EMEIE
HEBIE oJjigd M3BMeHeHUA
OEeVCTBUS npae OOCTyIa
->|OTcyTCcTBME > | Ya3BuUMOCTH,
IPOBEPKU VCIIOJIb 3y EMEIE
KOPPEKTHOC— oJsa peanms3a-—
TV BXOIHBEIX oy aTakm
IOaHHBIX "Orxas B
obcayxmuBaHumn"
PucyHok 4. KnaccuduKkaums yassmmocten
nporpamMmmHoro obecneyeHuns
Huxe npeacraBieHa O6|J.I,aF| XapaKTepPUCTUKaA OCHOBHbIX rpynn yH3BMMOCTeVI VICI'ILI,H,
BK/1IOYaOWUNX:

YyA3BMMOCTM CMCTEMHOrO MpOrpaMmmHoro obecneyeHus (B TOM umMcae MNPOTOKONOB CETEBOro
B3aMmogaencreusa);

YyA3BMMOCTM NPWMKNAZHOrO MporpammHoro obecnedeHus (B TOM uucne CPeacTB  3alLMTbl
MHPopMaLmn).

5.2.1. O6wan xapaKTep1CcTnKa YA3BMMOCTEN CUCTEMHOTO
nporpammHoro obecneyeHmsn

YA3BMMOCTM CUCTEMHOrO NPOrpammMHoro obecnevyeHns HeobxoAMMO paccmaTpuBaTb C MPUBA3KON
K apXMTEKTYPE NOCTPOEHUA BbIYNCAUTENBHBIX CUCTEM.

Mpwn 3TOM BO3MOKHbl YA3BUMOCTU:

B MUKpOMporpammax, B npowusKax M3y, MMN3y;

B CpeAcTBax ONEpaLMOHHON CUCTEMbI, MNpPeAHA3HAYEHHbIX ANA YNPaBAEHWA NIOKaNbHbIMU



pecypcamn UCMNAH (obecneumBarowmx BbiNOSAHEHWE YHKUMIA yNpaBieHUs MpoLeccamu, MamaATblo,
ycTpoicTBammu BBoAa/BbiBOAA, MHTEPDEINCOM C Nob30BaTeNEM U T.M.), ApaiBepax, yTUAuTax;

B CpeACTBax OMEpPaLMOHHOM CUCTEMbI, NpegHasHAaYeHHbIX AR BbINOJHEHMA BCMOMOraTe/bHbIX
OYHKUMIR, - yTuauTax (apxvBmpoBaHua, gedparmeHTauMm W Ap.), CUCTEMHbIX 06pabaTbiBatOWMX
nporpammax (KOMNUAATOPax, KOMMOHOBLUMKAX, OT/JagyMKax M T.M.), Mporpammax npeaocTaB/ieHus
NnoJib30BaTest0 AONONHUTENbHBIX YCAYT (CNeLmManbHbiX BapuaHTax MHTepdelica, KasbKyaaTopax, urpax u
T.N.), 6BUBAMOTEKax npoueayp Pas3/IMYHOIO HasHayeHusa (6UbanoTekax MaTemaTUHecKux GYHKUMN,
$yHKUM BBOAa/BbIBOAA U T.4.);

B CpeacTBax KOMMYHWMKALMOHHOIO B3aMMOAENCTBUA (CeTeBblX CpPeacTBax) onepaunmoHHow
CUCTEMDI.

YA3BMMOCTM B MMKPOMNPOrpammax v B CPeACTBAX ONEPALMOHHOM CUCTEMbI, NPeAHa3HaYeHHbIX A1A
ynpaBAeHMA NOKANbHBbIMW PeCYpcamm U BCIOMOraTeIbHbIMU GYHKLMAMM, MOTYT NPeAcTaBAATb COOOM:

byHKUMK, npouenypbl, USMEHEHME MapPaMeTPOB KOTOPbIX OnpeaeneHHbiM obpasom nossonset
MCNONb30BaTb WX [ANA HECAHKUMOHWMPOBAHHOFO A0CTyna 6e3 O06Hapy)KeHWs TaKuUX M3MEHEHWUM
onepauMoHHOM CUCTEMOIA;

dparmeHTbl Koga nporpamm ("abipbl”, "nokn"), BBEAEHHbIE pPa3pabOTYMKOM, MO3BOASAIOLLINE
06X041Tb Npoueaypbl UAEHTUOMKAUMKN, ayTEHTUDMKALUKN, NPOBEPKMN LLENOCTHOCTU U AP.;

OTCYTCTBME HEOBOXOAMMBIX CPEACTB 3almTbl (ayTeHTUdMKaLMM, NPOBEPKN LLENOCTHOCTH, NPOBEPKU
dbopmaToB co0bLLEHWNI, BNOKMPOBAHUA HECAHKLMOHNUPOBAHHO MOANPUUMPOBAHHBIX GYHKUMIA U T.0.);

OWMBKM B Nporpammax (B 06bABAEHUM NepeMeHHbIX, GYHKLMIA 1 NpoLeayp, B KOAAxX Nporpamm),
KOTOpble MpU OMNpeaeneHHbIX YCA0BUAX (Hanpumep, MNpu BbINOJIHEHUM JIOTUYECKUX MepexosoBs)
NPUBOAAT K c60AM, B TOM YmMcne K c60AmM GYHKUMOHMPOBAHUA CPEACTB U CUCTEM 3aLLUTbI MHPOPMALMK.

YA3BMMOCTU NPOTOKO/IOB CETEBOIO B3aMMOAENCTBUA CBA3aHbl C 0COBEHHOCTAMM UX NPOTPAMMHOIA
peanusaumm n obyCcNoBAEHbl OFPaHUYEHUAMM Ha pasmepbl NpumeHsemoro bydepa, HegoCTaTKamu
npoueaypbl ayTeHTUOMKALMKU, OTCYTCTBMEM NPOBEPOK NPABUABHOCTU CAYKebHON MHbopMaLmn n ap.
KpaTKas xapaKTepuCTUKA 3TUX YA3BUMOCTEN NPUMEHUTESIBHO K MPOTOKONAM NpuseseHa B Tabanue 2.

Tabanya 2
YA3BMMOCTW OTAE/IbHbIX NMPOTOKO/I0B CTEKa

npoTtokonos TCP/IP, Ha 6a3e KOTOPOro GpyHKLMOHUPYIOT
rnobanbHble ceTh 0bLWEero Nob30BaHUS

HammMeHOBaHME YpoBeHb HammMeHOBaHME ComepxaHue HapyleHUS
IPOTOKOJIA cTeKa (xapakTepucTHKa) 0e30acCHOCTHU
IIPOTOKOJIOB YA3BUMOCTHU nHbOOopMaLMM
FTP (File [IpukIanHoOM, 1. AyTeHTHOMUKALMSA BosmMoxHOCTE nepexparTa
Transfer npencraBu- Ha 0ase OTKPBETOI'O IOAaHHBEIX YyYeTHOM Balucu
Protocol) - TeJIbHEI, TekcTa (Iaposmu (mMmeH
IIPOTOKOJI CEaHCOBHM [IepecCHJIalnTCa B 3apernCTPUPOBaHHEIX
nepenauu He3aumMdpOBaHHOM [IoJIb30BaTENIeN,
banyoB 1o ceTu BUIE) napoJien) .
2. HoctTyn mo [lolyyeHre yIaJjiIeHHOTI'O
YMOJITHaHUIO OoCcTyla K XOCTaM
3. Hamnume nByx
OTKPBITEIX ITOPTOB
telnet - [IpukJangHoOM, AyTeHTUOUKALMS Ha BOo3MOXHOCTB IepexBaTa
IIPOTOKOJI npencraBu- fasze OTKPBEITOI'O IOAaHHBEIX YyYeTHOM 3alucu
ynpaBJIeHUA TeJIbHBIM, TexkcTa (nmaposan [IOJIL30BAaTEJIA .
yIaJle HHEIM CEeaHCOBHIM [IepEeCHJIalTCAa B [lolyyeHre yIaJIeHHOT'O
TEePMMHAJIOM He3ammMdpoOBaHHOM IoCTyIlla K XOCTaM
BUIE)
UDP - npotroxkoJs |TpaHCHOPTHHEM|OTCyTCTBMUE BOBMOXHOCTE peanm3alnmn
nepenaumn MexaHM3Ma UDP-mTopmMma .




IOaHHBIX 0Oes

IpenoTBPalleHU S

B pesysnbTaTre obmMeHa

VMMEH U CeTeBEIX
ampecos

OT MCTOYHMKA

YCTaHOBJIEHUA neperpy3ok Oydpepa nakeTaMM NPOMCXOOUT
COeIMHEeHNA CYLIeCTBEHHOE CHMWXEHUE
IPOM3BOOUTEJIEHOCTU
cepsepa
ARP - npotokon |[CereroM AyTeHTHUOMKALUMA Ha BozMoOxXHOCTE NnepexparTa
npeobpas30BaHUA fase OTKPHITOT'O Tpadpmka [OJIb30BATEJIA
IP-ampeca B TexcTa (MHbOPMaUMSI 3JIOYMBIIIJIEHHUKOM
busmueckum [IepecHJlaeTCsa B
ampec HeszaumdpoOBaHHOM
BUIE)
RIP - npotTokos |TpaHCHOPTHHM|OTCyTCTBUE BoszmoxHOCTE
MapUpyTHOM ayTeHTUOMKaLUMN [IepeHalpaBJIeHNs
nHboOpMaLMM yHIpaBJIAaoLx Tpadprka yepes XOCT
coobmeHur 06 3JIOYMHIIIJIEHHUKA
M3MEHEHUM MapupyTa
TCP - npotokoJ |TpaHCHOPTHHM|OTCyTCTBMUE CylmlecTBeHHOE CHUXEHMEe
yIpaBJIeHUd MEeXaHM3Ma [NPOBEPKU CKOpOCTHM OOMeHa U Jaxe
nepenadven KOPPEKTHOCTU [IOJIHBI Pa3pPHB
3aloJIHEHNA IPOMBBOJIb HEIX
CIyXeOHBIX COeIOMHEHUM II0
34T OJIOBKOB IakeTa nporokoJyity TCP
DNS - nporokon |IlpukianHoM, OTcyTCTBME CPEenCcTB danbcudmxkaumsa orBeTa
YCTaHOBJIEHUA npencraBu- [IPOBEPKU DNS-cepBepa
COOTBETCTBUA TEeJIbHBIM, ayTeHTUOMKaLUN
MHEMOHMUYECKMUX CEaHCOBHM [IOJIYYEHHEIX IaHHBIX

IGMP - CereBout OTcyTCcTBRUE 3aBMUCaHUE CUCTEM
IPOTOKOJI Ay TeHTUOMKALUM Win 9x/NT/200

nepenadm coobumeHum oo

coobumeHuUm O V3MEeHEHUU

Mapupy THU3aLum napaMeTpoOBR MapupyTa

SMTP - [IpukJanoHoOM, OTcyTCcTBRUE BO3MOXHOCTB

IIPOTOKOJI npencraBu-— NOONEPXKA nonneJiElBaHMsa COOOmeHUM
obecrnieueHusa TeJIbHBI, ayTeHTUOUKaALUN DIJIEKTPOHHOM IIOUTH, a
cepBuUCa CEeaHCOBHIM 3aT'0JIOBKOB TakXxe anpeca

IOOCTaBKU coobumeHmUMn OTHNpPaBUTEJIA COOOWEeHUA
COOBmWeHUM II0

BIIEKTPOHHOM

noure

SNMP - [IpukJanoHoOM, OTcyTCcTBUE BO3BMOXHOCTB

IIPOTOKOJI npencraBu- NOOOEPXKN [IePEenoJIHEHMSA

yIopaBJIeHU ST TeJIbHBI, ayTeHTUOUKaALUN IIPOIIYyCKHOM CIOCOOHOCTH
MaplUpyTMU3aTOpa— | CEaHCOBEM 3aT'0JIOBKOB ceTu

MM B CeTax CcoOoBIeHnuM

Onsa cuctematvsaumm ONMCaHUMA MHOMKECTBA YA3BMMOCTEN WCMNOJ/b3yeTcs eamHaa 6asa AaHHbIX
yassumocTeit CVE (Common Vulnerabilities and Exposures), B pa3paboTke KOTOpPOI NPUHUMaNM y4actme
CNEeUMannNCTbl MHOTUX M3BECTHLIX KOMMNAHWN U opraHM3auuii, Takmx Kak MITRE, ISS, Cisco, BindView,
Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon University, uHcTUTyT SANS 1 T.4. 3Ta 6a3a AaHHbIX
MOCTOSHHO MOMOJIHAETCA W Ucnosb3yetca npu GopmMuUpoBaHUMM 6a3  AaHHbIX MHOFOYUCAEHHbIX

nporpamMmmHbIX CpeacTB aHann3a 3alMWLEHHOCTU N, NpeXde BCero, CeTeBblX CKAHEPOB.




5.2.2. Obuwas xapaKTepuCcTMKa yasBUMOCTEN NPUKNAAHOTO
nporpammHoro obecneveHusa

K npuknagHomy nporpammHomy obecrneyvyeHuto OTHOCATCA NPUKAALHble MporpaMmbl obuiero
No/sIb30BaHMA U CNeLNabHbIe NPUKNALHbIE NPOrPAMMBbI.

MpuKnagHble Nporpammol 06LLErO NO/Ib30BAHUA - TEKCTOBbIE M FpadMyecKkne peaakTopbl, Meana-
nporpammbl (ayamMo- M BUAEONPOUrpPbIBATENM, MPOrPaMMHble CPeacTBa Npuema TeneBU3MOHHbIX
nporpamm U1 T.M.), CUCTEMbl ynpasneHus 6a3amu AaHHbIX, NporpaMmHblie naaTtopmbl 0b6LLEro
Nno/ib30BaHUA Ans Pa3paboTKM nNporpammHbix npoayktos (tuna Delphi, Visual Basic), cpeacTsa 3awmThbl
nHbopmaumm obLLero Nosb30BaHMA 1 T.0.

CneumanbHble NpUKNaAHble MPOrpammbl - 3TO MPOrpammbl, KoTopble pa3pabaTtbiBatoTca B
MHTEepecax pelleHns KOHKPETHbIX MPUKAaAHbIX 33434 B gaHHoW UCMOH (B TOM YMcie nporpammHble
cpencTBa 3aWwnTbl HGOPMaLMK, paspaboTaHHble Ans KoHKpeTHon NCMNAH).

YA3BMMOCTM NPUKNALHOMO NPOrpamMMHOro obecneyeHma MoryT NnpeacTaBaaTb coboi:

bYHKUMM M npoLeaypbl, OTHOCALWMECA K Pa3HbIM NPUKAALHbIM NPOrpaMmmamM U HECOBMECTMMbIE
MexAay coboi (He pyHKLMOHMpPYOLME B O4HON onepaLMoHHOM cpeae) u3-3a KOHGAMKTOB, CBA3AHHbBIX C
pacnpegeneHnem pecypcoB CUCTEMbI;

byHKUMK, npouenypbl, USMEHEHUE onpeseNieHHbIM 06pa3oM NapaMeTpPoB KOTOPbIX MNO3BOASET
MCNONb30BaTb UX A8 NMPOHWKHOBEHUA B onepaunoHHyto cpeay MCMOH M Bbi30Ba WTATHbIX GYHKUWUIA
ONEPALNOHHON CUCTEMbI, BbINOAHEHUA HECAHKLUMOHMPOBAHHOrO A0CTyna 6e3 obHapyXKeHua TaKux
N3MEHEHMN onepaLnmoHHON CUCTEMON;

dparmeHTbl Koga nporpamm ("gbipbl", "MoKKW"), BBEAEHHble pPa3pabOTYMKOM, MO3BOAANOLME
obxoanTb npoueaypbl  UAEHTUPUKAUMM, ayTEeHTUPUKALMM, MPOBEPKM  LENOCTHOCTM W Aap.,
npeaycMoTpeHHble B ONepaLMoOHHON CUCTEME;

OTCYTCTBME HEOBXOAMMBbIX CPeACTB 3alnTbl (ayTeHTUdUKALMM, NPOBEPKN LLEIOCTHOCTM, NPOBEPKU
dopmaToB co0bLLEHWNI, BNOKMPOBAHUA HECAHKLMOHNPOBAHHO MOANPUUMPOBAHHBIX QYHKUMIA U T.1.);

OLWMBKKM B Nporpammax (B 06bABAEHUMN NepemeHHbIX, GYHKLMIA 1 Npoueayp, B KoAax nporpamm),
KOTOpble MpU OMNpeaeneHHbIX YCA0BUAX (Hanpumep, MNpW BbINOJIHEHUM NOTUYECKUX Mepexosos)
NPUBOAAT K C60AM, B TOM Ynce K c60AM PYHKLMOHMPOBAHMA CPEACTB U CUCTEM 3aLLUTbI MHOPMALUK,
K BO3MOXHOCTM HECAaHKLUMOHMPOBAHHOIO A0CTyNa K MHpopmaLmu.

[JaHHble 06 yA3BMMOCTAX pa3pabaTbiBaeMOro M pacnpoCTPaHAEMOro Ha KOMMEPYECKOW OCHOBE
NPWKAAAHOrO NpPorpaMmHOro obecneyeHua cobupatoTca, obobwatoTca M aHanu3mpyroTcs B bHase
AaHHbIX CVE <*>,

<*> Bepgetca 3apyberkHon dnupmoin CERT Ha KOMMepUECKOM OCHOBeE.

5.3. O6Lwan xapaKTepmncT1Ka
Yyrpo3 HeNnocpeaCcTBEHHOMO A0CTyNa B ONEPALUOHHYIO cpeay
MHPOPMALNOHHOM CUCTEMBI NEPCOHANbHbIX AAHHbIX

Yrposbl  gocTyna (npoHMKHOBEHMA) B OMEpPaLMOHHYID  cpedy  KomnbloTepa n
HEeCaHKLMOHMPOBAHHOIO #ocTyna K MNJH cBA3aHbl C 4OCTYNOM:

K MHPOPMaLUMKM 1 KOMaHAaM, XpaHawmmca B 6a3oBoii cucteme Beoga/sbisoga (BIOS) UCNAH, ¢
BO3MOXHOCTbIO NepexBaTa YNpaB/ieHMA 3arpy3kon OnepaumMoHHON CUCTEMbI M MNOJYYEHMEM NpPaB
[0BEpPEeHHOro Noab3oBaTens;

B OMepauMoHHYyl0 cpedy, TO ecTb B cpeay OYHKUMOHMPOBAHMA JIOKaNbHOW oOnepalyoHHON
CUCTEMbI  OTAENIbHOrO  TexHuMyeckoro cpeactBa  WMCMOH ¢ BO3MOXHOCTbIO  BbIMOJIHEHUA
HECaHKUMOHMPOBAHHOrO AOCTyMa MyTem Bbl30Ba LITATHbIX MPOrpamm oOnepauyMoHHON CUCTEMbI MK
3anycKa cneunanbHo pa3paboTaHHbIX NPOrpamm, Peanmsyowmx Takme encTBus;

B cpeay OQYHKUMOHMPOBAHMUA NPUKNAAHbIX Nporpamm (Hanpumep, K JIOKa/lbHOM cucTeme
ynpasneHua 6asamum faHHbIX);

HenocpeAcTBEHHO K MHMOpPMaUUM Nosib3oBaTtensa (K galinam, TEKCTOBOM, ayano- U rpadpuyeckon
nHbopmauumM, MNOAAM W 3aMUCAM B 3/NEKTPOHHbIX 6asax AaHHbIX) U 06yCcNOBAEHbI BO3MOMHOCTbIO
HapyLweHUA ee KOHPUAEHUMANBHOCTH, LLeIOCTHOCTU U AOCTYMHOCTU.



3Tu yrpo3bl MOTYT ObITb Peann3oBaHbl B Cly4ae noayvyeHus ¢pusmndeckoro gocryna K UCMOH mnu,
no KpanHen mepe, K cpeactsam Beoga MHpopmauum B UCMNAH. X MOXKHO 06bEAMHUTL MO YCAOBUAM
peanu3aunmn Ha Tpu rpynnbl.

MepBaa rpynna BKAOYaeT B ceba yrposbl, peanusyemble B XOAE 3arpys3kuM oOnepauMoHHOM
cucTembl. ITM  yrposbl 6e3onacHOCTM MHGOPMAUMKM  HAMpaBAeHbl Ha MepexBaT NApoaerk uau
naeHTMOMUKaTopos, moanduKaLuio nporpammHoro obecrnedveHua 6a3oBON cucTembl BBOAA/BbIBOAA
(BIOS), nepexsat ynpaBieHUs 3arpy3Kkoi ¢ UsSMeHeHMemMm HeobXxoaMMOoM TeEXHOOrMYEeCKon MHbopMaumn
ana nonydyenma HCM B onepaumoHHyto cpeay WMCMAH. Yawe Bcero Takue yrposbl peanunsyoTca ¢
NCNO/Ib30BaHMEM OTHYKAAEMbIX HOCUTENEN NHDOPMALLUW.

BTtopas rpynna - yrposbl, peannsyemble NOcCAe 3arpy3ku OnepauyMoHHOWN cpeabl HE3aBUCUMMO OT
TOro, KaKas MpuUKNagHas nporpamma 3anycKaeTca noJsib3oBaTesieM. 3TWM yrpo3bl, Kak MpaBuo,
HanpaB/ieHbl Ha BbINOJIHEHNE HENOCPEACTBEHHO HECAHKLMOHMPOBAHHOMO A0CTyna K MHbopmaumu. Mpu
NoJlydeHMM JOCTyNa B ONEPALMOHHYIO Cpeay HapyLWUTENb MOXKET BOCMO/1b30BATLCA KaK CTaHAAPTHLIMM
OYHKUMAMM ONEPALUOHHON CUCTEMBI MU KaKOM-IMBO NpUKNaAHOM NporpaMmel obLwero nosb3oBaHUA
(Hanpumep, cuctemol ynpasaeHna 6asamm AaHHbIX), TaK U CNeUnanbHO CO3L4aHHbIMU ANS BbINOHEHUA
HeCaHKLUMOHWPOBAHHOIO AOCTYNa NPOrpaMmamu, Hanpumep:

nporpaMmmamu NPoCcMoTpa n MognuduKaunmn peecTpa;

NpPorpaMmamu NMOMCKa TEKCTOB B TEKCTOBbIX daitaiax No KAYEBbIM CI0BaM M KOMMPOBAHWUA;

crneumanbHbIMM NPOrpammMmamMm NPOCMOTPA M KONMPOBAHMA 3anuceit B 6a3ax AaHHbIX;

nporpammamu  6bICTpOro nNpocMoTpa rpaduyecknx ¢GannoB, UX pPeaaKTUPOBAHUS  UAU
KOMMpPOBaHWS;

nporpaMmmamu noanep*KKM BO3MOXKHOCTEN PEKOHPUrypauum nporpaMmHoin cpegbl (HaCTPOMKM
MCN/AH B UHTEpECax HapyLiMTens) U ap.

HaKoHel, TpeTbsA rpynna BKAtoYaeT B ceba yrposbl, peanmsauma KOTOPbIX ONpenensetca Tem,
KaKaa W3 NPUKAAgHbIX MNPOrpamm 3amnycKaeTcs NoAb3oBaTenem, Wan ¢GakTom 3anycka ntobon us
NPWKNALHbIX NPOrpaMm. bonbluas 4acTb TaKMX Yrpos3 - 3TO Yrpo3bl BHEAPEHUA BPEAOHOCHbIX MPOrpamm.

5.4. O6uan xapaKTepmuCcTUKa yrpo3 6esonacHoCcTm
MepCOHa/IbHbIX AAHHbIX, PEaIM3yeMbIX C UCMOJ/Ib30BAHMEM
NPOTOKO/I0B MEXKCETEBOTO B3aUMOAENCTBUA

Echm UCNOH peanusoBaHa Ha 6ase /IOKasbHOM MAKM  pacnpefeneHHor MHGOPMALMOHHOM
cUCTEMbl, TO B Hel MoryT OblTb peanns3oBaHbl Yrposbl 6e30nacHOCTM WHPOPMaUUKM  NyTem
MCNO/Ib30BaHWA MPOTOKOJ/IOB MEXCETEBOrO B3aumogenctama. Mpu sTom moxkeT obecneumsatbes HCA, K
NOH nan peannsoBbIBaTbCA Yrpo3a 0TKasa B 0bcnyxmnsaHma. OcobeHHo onacHbl yrpossl, Koraa UCMAH
npeacTaBnseT coboi pacnpeneneHHyo MHGOPMAUMOHHYIO CUCTEMY, NOAK/IOYEHHYIO K ceTAM obuiero
Nnofb30BaHUA M (MaM) ceTaAm MexayHapoaHoro uHbopmaumoHHoro obmeHa. KnaccudmkaumoHHan
CXema yrpos, peasusyemblx NO CETU, NPUBEAEHa Ha pPUCyHKe 5. B ee OCHOBY NONOXKEHO Cemb
cneayowmx NnepBUYHbIX NPU3HAKOB KnaccuduKaumuu.

1. XapakTep yrposbl. [0 3TOMy NPM3HAKY Yrpo3bl MOFYT O6bITb NACCUBHbIE U aKTUBHbIE. [accMBHasn
yrpo3a - 370 yrposa, Npu peannsaLmm KOTOPOW He OKa3blBAETCA HENMocpeaCTBEHHOE BAUAHME Ha paboTy
MCMAH, HO MoryT ObiTb HapylleHbl YCTAHOBAEHHbIE MNpaBMAa pasrpaHuyeHus goctyna K MAH wan
ceTeBbiIM pecypcam. [pumepom Takux yrpos Aensetca yrpo3a "AHanus cetesoro Tpadumka',
HanpaB/ieHHasA Ha NPOC/AyLIMBAHME KaHA/I0B CBA3M U NepexBaT nepesaBaemoi HGopmauuu.

AKTMBHaA yrposa - 370 yrpo3a, cBA3aHHaA ¢ Bo3aencTemem Ha pecypcbl UCMAH, npyu peannsaumum
KOTOPOI OKa3blBaeTCA HenocpeacTBEHHOE BAWAHME HA PaboTy cucTembl (M3MeHeHMe KOHdUrypauuu,
HapyweHue paboTocnocobHOCTU M T.4.), M C HapylweHVMeM YCTaHOBJ/IEHHbIX NPaBWA Pa3rpPaHUYeHus
poctyna Kk MNAH wam ceteBbim pecypcam. lMpumepom Takux yrpo3 Asasetca yrposa "OTKas B
obcnyxkumBaHun", peannsyemas Kak "wropm TCP-3anpocos".

2. Llenb peanmsaumm yrposbl. Mo aToMy NpU3HaKy yrpo3bl MOryT ObiTb HanpaB/eHbl Ha HapyLleHWe
KOHOUAEHUMANbHOCTU, LLEJOCTHOCTM M AOCTYMHOCTM WHbOpMauum (B TOM 4ucie Ha HapylweHue
pabotocnocobHocTn UCMAOH nnun ee anemeHTOB).

3. YcnoBue Havana ocylecTBAEHUA Mpouecca peanvsaumnm yrposbl. Mo sTomy NpusHaKy moxkeT
peann3oBbIBaTbCA Yrpo3a:



no 3anpocy oT 06beKTa, OTHOCUTENBHO KOTOPOrO peanmsyeTcs yrposa. B atom caydae HapywuTenb
oXXuAaeT nepenayvm 3anpoca onpeaeseHHoro TMna, KOTopblin M ByAeT yCA0BMEM Hayana OCyLecTBAeHUA
HeCaHKLMOHNPOBAaHHOro A0CTYNa;



Knaccubmkaumsa yrpos

0e30nacHOCTM MHOoOpMaLUM,

peain3yeMblX C MCIIOJIB3OBaAHMEM IIPOTOKOJIOB MEXCeTeBOI'O B3aMMOLOENCTBUSA
B aBTOMaATUIVPOBAHHEIX CHCTEMax

[lo xapakTepy [lo uenm [Io ycJjoBuo Haudaja [Io HamMumo OOPaTHOM [Io pacroJIoOXeHN
BO3IEMCTBUS BO3IEMCTBUS npouecca peanmsaluumn cBazu ¢ UCIIIOH cybreKTa aTaku
YI'PO3EH oTHOCUTEJNbHO MCIIOH
[ I I I ]
r—-—- _|_ - -1ir - - - -~ | ______ r—--— - - - | ______ 1 — - - - = T - T T T — - - - = T - T T T
| \/ | \/ | \/ | | \/ | \/
| [TaccuBHEIE || YTpo3bl C HapylleHUEM | YTpoO3El, pealusyeMble | | C ofbpaTHOM CBSA3bBID | | BHyTpUCEeTMeHTHEE
KOHOMIOEeHUMAaJIbHOCTHU no 3amnpocy ot UCIIH
| || nHOOPMaLIUM | | | Bes obpaTHOM | | MexcerMeHTHEIE
AKTUBHEE CBA3U
[ J| | YTpO3el, peanmusyeMele | | (omHOHAaNIpaBJIeHHAS |
—————— YTpPO3El C HapylleHMEM IO HACTYIJIEHMIO aTaka) - ——— = = = = = = =
| |uenocTrocTn | |oxmmaemoro cobrTus | |
nHOOPMaLUM B UCIIOH
| | B -
| YTPpO3el C HapylleHKEM | BesycioBHEE | [Io yPOBHIO 2TaJIOHHOM MOIeJu
IOOCTYIHOCTU BOBIEVNCTBUA B3aMMOIENCTBUSA OTKPBITEIX CUCTEM
| vHOOPMaLK | |
| L e e e - - - J \/
YTPO3bEl C KOMILJIEKCHEIM r—-——-—------- - - 1
| BOBIEVICTBUEM Ha [I0 COOTHOUEHMIO KOJIUUeCTBa
HQOPMAaLIMIO HapyumTeJey M XOCTOB, | YTpo3b Ha QMU3MUEeCKOM
| OTHOCUTEJILHO KOTOPHEIX YPOBHE
peanusyoTCcsa yIpPOs3H |
- - - - - - - - = \/ YI'po3H Ha KaHAJIbLHOM
F— — — m = — m m - — | |vpomre |
| Yrpoza "OmmH K ojmHOMY" Yrpoza "OmmH KO PacnpenejyieHHEE || YTpO3kEl Ha CETEeBOM
MHOTUM" (CKOOPOMHMPOBAHHEIE ) YPOBHE
| YIT'PO3EL ||




| YTpoO3E Ha TPAaHCIOPTHOM |
YPOBHE

YIpo3sl Ha CEaHCOBOM
| YPOBHE |

| |Yrposu ma |
NpeICTaBUTEeIbHOM YPOBHE

YTPO3H Ha MNPUKIIALHOM
| |yposhe |

L - - 1]



PucyHOK 5. KnaccuoukaLMoHHas cxema yrpos € MCNo/b30BaHNEM
MPOTOKO/I0B MeXCeTeBOro B3auMoAencTana

No HACTYNIEHUIO OXMAAEMOTro cobbiTMA Ha O0ObLEKTe, OTHOCUTE/IbHO KOTOPOro peanusyeTcA
yrposa. B 3TOM c/AyYyae HapywuTeNb OCYLLECTBAAET MNOCTOAHHOE HabnoaeHWe 33 COCTOAHMEM
onepaunoHHoit cuctembl UCMAOH M Npyu BO3HUKHOBEHWW OMNpPeAeNeHHOro cobbITMA B 3TON cucTeme
Ha4YMHAEeT HECAHKLMOHNPOBAHHbIN AOCTYM;

b6e3ycnosHoe BO3aeicTBME. B 3TOM Cnyvyae Hayano OCYLWECTBAEHWA HECaHKUMOHMPOBAHHOIO
Joctyna 6e3yc/oBHO MO OTHOLWIEHWUIO K LW A0CTyna, TO eCTb yrpo3a peanunsyetcis HemegNleHHO U
6€30THOCUTENIbHO K COCTOAHMIO CUCTEMDI.

4. Hannune obpatHon ceasu ¢ UCMOH. Mo aTomy Npu3HaKy NpoLLecc peannsaumm yrposbl MOXKeT
6bITb C 06paTHOM CBA3bIO M 6e3 obpaTHOM cBA3W. Yrpo3a, OCyLecTBAfAeman Npu Hanuunum obpaTHoM
ceasn ¢ WCIMOH, xapakTepusyetrca Tem, UYTO Ha HeKOTOpble 3anpocbl, nepegaHHble Ha WCMAH,
HapywwuTento TpebyeTca nonyuntb oteeT. CnefoBaTesibHO, MmexKay Hapywutenem n UCMNAH cywecTtsyet
obpaTHas cBA3b, KOTOpas MO3BOJIAET HAPYLWMWTENO afEeKBATHO pearMpoBaTb Ha BCE W3MEHEHMS,
npoucxogawme 8 UCMAH. B oTanume ot yrpos, peanmsyemblix Npu Haanumm obpatHol ceasum ¢ MCNAOH,
npu peannsauum yrpo3 6e3 obpaTHOM cBA3N He TpebyeTca pearMpoBaTb HA KAaKMe-IMBO M3MeHEeHMUs,
npoucxoaawue 8 NCMNAH.

5. PacnonoxeHuwe HapywuTena otHocutenbHo UCMOH. B coOTBETCTBUM C STUM NPU3HAKOM yrpo3a
peannsyetca Kak BHYTPUCErNMEHTHO, TaK U MerKcermeHTHo. CermeHT ceTn - dpusmnyeckoe obbvegmHeHne
XOCTOB (TexHu4yeckux cpeacts NCMAH nan KOMMYHUKaLMOHHbIX 91€MEHTOB, MMEIOLLUX CeTEBOI aapec).
Hanpumep, cermeHt UCMAH obpa3yeT COBOKYMHOCTb XOCTOB, MOAK/IOYEHHbIX K CEPBEPY MO CXeme
"obuwana wuHa". B ciydae, Koraa MMeEEeT MEeCTO BHYTPUCErMeHTHad yrpos3a, Hapylwutesb UmeeT
dusnyeckmnit goctyn K annapatHbim anemeHtTam NCMNAH. Ecnv nmeeT MecTo MexKCermeHTHana yrposa, To
HapywwuTenb pacnonaraetca sHe UCMNAH, peannsysa yrposy vM3 ApPyron cetM UamM us Apyroro cermeHTa
ncnam.

6. YpoBeHb 3Ta/lOHHOM MOAENN B3aMMOAENCTBMA OTKPbITbIX cuctem <*> (ISO/OSI), Ha KoTopom
peanusyetcs yrposa. o sTomy Npu3HaKy yrpo3a MoXeT peann3oBbiBaTbCA HA PU3NYECKOM, KaHa/IbHOM,
CeTeBOM, TPAHCMOPTHOM, CEaHCOBOM, NPeACcTaBUTE/IbHOM U MPUKNAAHOM ypoBHe mogenu ISO/OSI.

<*> MexayHapoaHaa OpraHusaumsa no CraHgaptusauum (ISO) npuHsna craHgapt I1SO 7498,
ONUCbHIBAKOLLMIA B3aMMOLENCTBUE OTKPLITbIX cnucTem (OSI).

7. COOTHOLIEHWEe KOAW4ecTBa Hapywwutenen u snemeHtoB WMCMAH, OTHOCUTENBHO KOTOPbIX
peanusyetcs yrposa. o 3ToMy NpPM3HAKY yrpo3a MOXKET 6biTb OTHECEHA K K/accy Yrpos, peaansyemblx
OAHWUM HapyliMTeNeM OTHOCUTENbHO OAHOro TexHuyeckoro cpeactsa WMCMNAOH (yrposa "oguH K
ofiHOMY"), Cpa3y OTHOCUTENIbHO HECKOIbKUX TeXHUYeckux cpeacts MCMNAOH (yrposa "oanH Ko mHorum")
MAU HECKOIbKUMM HapyLUMTENAMM C PasHbIX KOMMbIOTEPOB OTHOCUTE/IbHO OAHOMO MW HECKOIbKUX
TexHu4yeckmx cpeacts MCMNAH (pacnpeaeneHHble A KOMBMHUMPOBaHHbIE Yrpo3bil).

C yyeTom NpoBeAEeHHOMN KNacCUPMKaLMmM MOXKHO BbILEUTb CEMb Haubosiee YacTo peasimsyembix B
HacTosLLee BPems yrpos.

1. AHanus ceTeBoro TpaduKa (PUCYHOK 6).



MapmpythsaTtop 1 MapuwpyTusarop 2

Tlpocnympueanne
KaHAIalCBA3H

XOCT Hapylmurens

PucyHok 6. Cxema peanusaumm yrposbl "AHanms ceTeBoro
Tpadmka"

JdTa yrposa peanunsyeTtcs C NOMOLLbIO CrelManbHOM Nporpammbl-aHanM3atopa naketos (sniffer),
nepexeaTbiBaloLeil BCce MaKeTbl, NepeaaBaemble NO CErMEHTY CETU, U BblAENAIOWEN cpean HUX Te, B
KOTOPbIX NepeaalTca MAeHTUPUKATOP Mo/b30BaTeNs U ero naposb. B xoge peanusaumm yrposbl
HapyLwuTeNb U3y4yaeT NOTUKY pPaboTbl CETU - TO €CTb CTPEMMUTCA MONYYNTb O4HO3HAYHOE COOTBETCTBUE
COObITUIA, MPOUCXOZALMX B CUCTEME, M KOMAHZA, MNepecbllaeMblXx NMPUM 3TOM XOCTamMM, B MOMEHT
NnosiBEHNA AaHHbIX CObbITMI. B AanbHelwem 3TO NO3BOJIAET 3/I0YMbILU/IEHHMKY Ha OCHOBE 3afaHus
COOTBETCTBYIOLLMX KOMaHA, NOAY4YUTb, HaNnpMmep, NPUBUNETNMPOBAHHbIE NPaBa Ha AEUCTBUA B CUCTEME
WA PacClUMPUTb CBOM MOJIHOMOYMA B HEN, NepexBaTUTb MOTOK NepeaaBaemMblX AaHHbIX, KOTOPbIMMK
0bMeHNBalOTCA KOMMOHEHTbI CETEBOW ONepPaLMOHHON CUCTEMbI, ANA U3BMeYeHUA KOHOUAEHUMANbHOM
UM naeHTUPUKaAUMOHHOW HHbOopmauuKM (Hanpumep, CTaTUYECKMX Maponen nonb3oBaTenen AanA
A0CTyna K yaaneHHbIM XocTam no npoTtokonam FTP n TELNET, He npeaycmaTpuBaowmm wndposaHue),
ee NnogMeHbl, MoguPUKaLmmn u T.n.

2. CKaHupoBaHue ceTu.

CywHoCTb npouecca peannsalmm yrposbl 3aK/104aeTcs B nepegaye 3anpocoB CeTeBbIM CNy»Kbam
xoctoB UCMOH 1 aHann3e OTBETOB OT HUX. Llenb - BbiABAEHNE MCNONb3YEMbIX NMPOTOKOI0B, AOCTYMNHbIX
NMoOpTOB CEeTEBbIX CAYKD, 3aKOHOB GOPMMPOBaHUA WMAEHTUPUKATOPOB COEAMHEHWN, onpeaeneHue
aKTMBHbIX CETEBbIX CEPBUCOB, NOAO60P MAEHTUDMKATOPOB U Napoaein NOb30BaATENEN.

3. Yrpo3a BbiiBNeHMA Napons.

Uenb peanmsaumnmn yrposbl coctouT B nonydyeHmm HC nytem npeofosieHMa NaposibHOM 3amThbl.
3/10yMbILNIEHHUK MOKET Peasin30BbIBaTb YrPO3y C NOMOLLbIO LLe/10ro paja MeTo40B, TaKMX KaK NPOCTOM
nepebop, nepebop c UCNOIb30BAaHNEM CreLManbHbIX CIOBapel, YCTaHOBKA BPeaoHOCHOM NporpaMmmbl
ONA nepexsaTa Napons, nogmeHa AoBepeHHoro obbekta cetn (IP-spoofing) M nepexsaT nakeTos
(sniffing). B ocHoBHOM AnA peanusaummn yrposbl UCMONb3YIOTCA creunanbHble NPorpammsbl, KoTopble
MbITAOTCA MOAYYMTb AOCTYN K XOCTy MyTem rocsefoBaTenbHoro nogbopa naposeit. B cayyae ycnexa,
3/10YMbIWNEHHUK MOXKET co3aaTb gas ceba '"npoxos" ana Gyaywero goctyna, Kotopbit 6yaet
OEeNCTBOBATb, AaKe ec/iv Ha XOCTe U3MEHUTb Napob 4OCTyna.

4. NoameHa AoBepeHHOro o6beKTa ceT U Nepegaya No KaHanam CBsA3M COOBLLEHNI OT ero MMeHHU
C NpUCBOEHUEM ero npas AocTyna (pUCyHOK 7).

PucyHok 7. Cxema peanunsaumu yrpo3sbl "MogmeHa 40BepeHHOro
obbekra cetn"

Takana yrposa 3¢ PeKTUBHO peanmnsyeTcs B CUCTEMAX, FAe NPUMEHSIOTCA HECTOMKME anropuTMbl
naeHTUGMKaunumM M ayteHTUdMKauMmM XocToB, MoJsib3oBaTenen U T.4. [loa AOBEPEHHbIM OOBEKTOM



NoHMMaeTcA OOBEKT ceTn (KOMMblOTEp, MEXKCEeTeBOM 3KpaH, MaplipyTMsaTop W T.M.), JeranbHo
NOAKNOUYEHHbIN K cepBepy.

MoryT 6bITb BblgeneHbl ABe PA3HOBMAHOCTM Mpouecca peanmnsaumm YKasaHHOM yrposbl: C
YyCTaHOBNEHMEM M 6€e3 yCTaHOBAEHWA BUPTYAIbHOTO COEANHEHMUS.

Mpouecc peannsaunm c yCTaHOBAEHUEM BUPTYA/IbHOTNO COeAMHEHUA COCTOUT B MPUCBOEHUM NpPaB
[0BEepPeHHOro cybbeKkTa B3auMoAencTBUA, YTO NO3BO/IAET HapYLIUTEN0 BECTU ceaHC paboTbl ¢ 06bekToM
CETM OT MMEHM AoBepeHHOro cybbeKkta. Peanusauma yrposbl JaHHOro Tvna TpebyeT npeoponeHus
cUCTeMbl MAEHTUDUKALUKN U ayTeHTUPMKaLMM cooblieHni (Hanpumep, ataka rsh-cay»k6bl UNIX-xocTa).

Mpouecc peannsaumm yrposbl 6e3 ycTaHOBAEHUA BUPTYaNbHOTO COEANHEHUA MOXKET UMETb MECTO
B CETAX, OCYLLECTBAAOWMX MAEHTUOUNKALNIO NepesaBaeMblX COODLEHUI TONBKO MO CETEBOMY ajpecy
oTnpasutens. CywHOCTb 3aK/loyaeTca B nepegaye CAyKebHbIX COOOLWEHUN OT MMEHU CeTeBbIX
YyNpaBAaoWUX YCTPOUCTB (Hanpumep, OT MMEHW MapLpyTU3aTopoB) 06 U3IMEHEHUU MapLLIPYTHO-
agpecHbIX AaHHbIX. Mpy aTOM HeobXo4MMO MMETb B BUAY, YTO €4MHCTBEHHbIMU MAEHTUDUKATOPAMM
aboHeHTOB U coeguHeHua (no npotokony TCP) asnsatoTca aBa 32-6uTHbIX napameTpa Initial Sequence
Number - ISS (Homep nocnepoBatenbHoctn) u  Acknowledgment Number - ACK (Homep
noateepxaeHus). CneposatenbHo, Ana dopmupoBaHus noxHoro TCP-nakeTta Hapywuteno
HeobXxo0AMMO 3HaTb TeKyLMe MAeHTUMOUKATOPbI A1A AaHHOro coeamHeHus - 1SSa u ISSb, rae:

ISSa - HeEKOTOpOE YMCAEHHOE 3HAYEeHME, XapaKTepusylowee NOpPALKOBbIA HOMeEP OTMNPaBAAEMOro
TCP-nakeTa, ycTaHaBaneaemoro TCP-coeguHEHUA, MHULMMPOBAHHOIO XOCTOM A;

ISSb - HeKOToOpoe YNCNEHHOE 3HAYEHUNE, XapaKTepUsyloLLee NopsAAKOBbIA HOMEpP OTNPaBASEMOrO
TCP-nakerTa, yctaHasamesaemoro TCP-coegMHeHUA, MHULMUPOBAHHOIO XOCTOM B.

3HauyeHne ACK (Homepa noaTBepskaeHus yctaHoBnaeHus TCP-coeanHeHWs) onpeaennetcs Kak
3HayeHMe Homepa, NONYYeHHOro OT pecrnoHaeHTa ISS (Homep nocnesoBaTeNbHOCTM) NAKOC eauMHULA
ACKb =1SSa + 1.

B pesysbraTe peanusaumm yrposbl HapywuTeab NOJy4aeT npasa AOCTyna, YCTaHOBJIEHHbIE ero
Nno/sib3oBaTe/ieM A1 AOBEPEHHOIO aboHEHTa, K TexHudyeckomy cpeactsy MCMNAH - uenm yrpos.

5. HaBA3bIBaHMeE NOXHOro MapLUpyTa ceTu.

JaHHaa yrposa peanusyeTca OAHMM W3 ABYX CnocoboB: MyTem BHYTPUCErMEHTHOro WAU
MEMKCErMEHTHOro HaBA3bIBaHWA. BO3MOMKHOCTb HaBA3bIBAHWA JIOXKHOFO MapLlipyta obycioBneHa
HefoCTaTKaMW, MPUCYLLMMM  aNropuTmMam  MaplupyTMsauum (B 4YacTHOCTW, WU3-3a nNpobaemsl
NMAEHTUDMKALMN CETEBLIX YNPABAAOLWMX YCTPONCTB), B pe3yibTaTe Yero MoX¥HO NonacTb, Hanpumep, Ha
XOCT WX B CETb 3/10YMbILIAEHHWKA, IAe MOXHO BOMTM B ONEPaALLMOHHYIO cCpeay TEXHUYECKOro CpeacTBa B
coctae MCMAH. Peanusauma yrposbl OCHOBbLIBAETCA HA HECAHKUMOHMPOBAHHOM WCMNOAb30BAHUM
npotokonos mapuwpytmusauum (RIP, OSPF, LSP) u ynpasneHusa cetbio (ICMP, SNMP) ana BHeceHun
M3MEHEHMWN B MapLUPYTHO-aApecHble Tabanubl. Mpn 3TOM HapyLwmMTento HeobxoAMMO NocnaTbh OT UMEHM
CEeTEeBOro YNpaB/AOWEro YCTPOMCTBa (Hampumep, MaplpyTMsaTopa) ynpasasiowee cooblieHue
(pncyHKM 8 1 9).



1. Tlepenaua napywmnTeneM Ha XocT | noxuoro coobenun no nporokony ICMP Redirect or
HMEHH MapLIpYTH3aTOpa | 00 HIMEHEHHH TabnnLbl

MapwpyTtrsarop 1 MapuupyTHsarop 2

Jloxnoe coobluenve Cepsep
ICMP Redirect top.secret.com

Xoer 2

2. ITakeTs! Ha top.secTet.com HarpaBNAHOTCA HA HECYLIECTBY IO MapLIpyTH3aTop (XocT 2), a
CIIEAOBATENEHO, CBA3D C tOp.SECTet.Com HapyluaeTcs

Tabauna
MapUIpYTH3ALINH

top.secret.com:
gateway=xocT 2

Ccpsép
top.secret.com

PucyHok 8. Cxema peanusaumm atakv "HaBasbiBaHWE N0KHOMO
mapupyTta" (BHYTPUCEIMEHTHOE) C UCNONb30BaHMEM MPOTOKONA
ICMP c Lenbto HapyLeHWA CBA3K

1. asa nepepasn noxuHoro coobuienns ICMP Redirect ot uMeHn mapiupytn3aTopa Ha XocT 1

Jloxnoe coobruenne ICMP Redirect

B HAWIYYLIEM MapLIPYTE K XOCTY
top.secret.com

XocT HapyliMTens

2. baza npuema, aHaH3a, BO3ACHCTBHA M NIEpeadd NEpeXBavcHHON HHGOpMALINY HA JIOKHOM
cepBepe

Xocr | nepenaer
naxersi,
HpeAHA3HAYECHHEIE
top.secret.com, Ha

XOCT ATaKyHKLIEro
XOoCT HapyLIHTENs

ATakyrolUui oT HMEHH
xocTa 1 nepenaer nakers!
Ha top.secret.com

i B

Cepsep top.sééret.com

PucyHok 9. Cxema peanusaunu yrposbl "HaBsasbiBaHue



JIOXKHOTrO MapupyTa" (MexKcermeHTHOE) € Lebio nepexsaTta TpaduKa

6. BHeapeHue noxHOro obbekTa cetu.

ITa yrpo3a 0CHOBaHa Ha UCNOb30BaHMM HEAOCTATKOB aIFOPUTMOB YAaNEHHOIo NOUCKA. B cayyae,
ecin 0O6beKTbl CETM M3HAYA/NbHO HE UMET agpecHon MHGopmauuu Apyr O Apyre, UCNONb3YHTCA
pa3niMyHble NPOTOKO/Ibl yaaneHHoro nouncka (Hanpmumep, SAP B cetax Novell NetWare; ARP, DNS, WINS B
CeTaX co CTeKom npoTokonos TCP/IP), 3akntouatolmeca B nepeaaye no CeTU cnewmasbHbIX 3anpocos U
NoJly4eHUM Ha HUX OTBETOB C MCKOMOM MHopmaumeit. MNpur aTom cylwecTByeT BO3MOXKHOCTb NepexsaTa
HapywuMTeneMm NOMCKOBOro 3amnpoca W BblAayM Ha HEro NOXHOro OTBETa, MCMOJIb30BAaHWE KOTOPOro
npueeseT K Tpebyemomy M3MEHEHWIO MApLUPYTHO-afpecHbIX AaHHbIX. B pganbHenwem Becb NOTOK
MHGOPMALMM, aCCOLUMMPOBAHHbIN C 0ObEKTOM-KEPTBON, BYAET NPOXOAUTb Yepes IOXKHbIA 0O6bEKT ceTu

(pncyHkM 10 - 13).
1. ®aza oxupnanus ARP-3anpoca %
I

ATtakyolui npociylideaeT Mapripytrsatop

KaHaI, 0XKHAaA nepeaaqy
ARP-zanpoca

2. ®a3a peann3alHi yrpo3sl

Xoct nepejaet Iepexsarus ARP-3anpoc, MapLipyTH3aTop
ARP-3anpoc aTaKyoWHH nepeiaeT NOKHbIH
ARP-otBer

Hurepner

XocT HapyWMTENs

3. dasa npuema, aHaaK3a, BO3JEHCTBHA ¥ Nepe/lady nepexBaucHHol nndopmanny Ha
Jnoxaom ARP-cepsepe

MapuupytHiarop

Cesasb xocTa l ¢
MapIIpyTH33TOPOM NPOHCXOAHT
yepes noxHelil ARP-cepsep

Hnrepuer

Jloxupii
ARP-cepsep

PucyHok 10. Cxema peanunsaumm yrpossl "BHeapeHne noxHOro
ARP-cepBepa"

PucyHok 11. Cxema peanunsaumm yrpossl "BHeapeHue
noxHoro DNS-cepBepa" nytem nepexsata DNS-3anpoca

PucyHok 12. Cxema peannsaumm yrposbl "BHeApPEHNE NOXKHOIo



DNS-cepBepa" nytem wtopma DNS-0TBETOB Ha KOMMbIOTEP CETU

PucyHok 13. Cxema peanusaumm yrposbl "BHeapeHune
noxkHoro DNS-cepsepa" nytem wropma DNS-oteBeToB Ha DNS-cepsep

7. OTKa3 B 06CNYKNBAHUU.

9T yrpo3bl OCHOBAHbI HA HeZOCTaTKax CETEBOrO MPOrpPaMMHOro obecneyeHus, ero ysa3aBUMOCTAX,
MO3BONAOWMX HaPyLIUTEN0 CO34aBaTb YCNOBMA, KOrAa OnepauMOHHaA CUCTEMA OKa3blBAeTCA He B
COCTOsIHUM 0b6pabaTbiBaTb NOCTyNatoLWMeE NAKETbHI.

MoryT 6bITb BblAeNEHbI HECKONBKO PAa3HOBUAHOCTEN TaKUX Yrpos3:

a) CKpbITbI OTKa3 B 0OC/AYKMBaAHUM, BbI3BaHHbIN MpuBAeYeHUeM YacTu pecypcos UCMAOH Ha
06paboTKy MaKeToB, MepenaBaemblX 3/10YMbILUAEHHUKOM CO CHUMEHWEM MPONYCKHOM Cnocob6HOCTU
KaHa/NoB CBA3M, MPOM3BOAUTENBHOCTU CETEBbLIX YCTPOMCTB, HapyleHWem TpeboBaHMIN KO BpeMeHM
06paboTKM 3anpocos. Mpumepammn peannsaumm yrpos Nogo6HOro poaa MOryT CAYXKUTb: HanpaBAeHHbIN’
WTOpM 3x0-3anpocoB no npotokony ICMP (Ping flooding), wTtopm 3anpocoB Ha ycTtaHoBneHue TCP-
coeamHeHui (SYN-flooding), wTtopm 3anpocos K FTP-cepBepy;

6) ABHbIN OTKa3 B 0OCNYXMBaAHMM, BbI3BaHHbIN McuyepnaHuem pecypcoB MCMAH npu obpaboTke
MakeToB, NepesaBaeMblX 3/10YMbILUNEHHUKOM (3aHATME BCEW NOMOCHI MPOMYCKAHWA KaHA/MoB CBA3M,
nepenosiHeHNe oyepesen 3anpocoB Ha 0OCAYKMBaAHWUE), NMPU KOTOPOM JerasibHble 3anpocbl He MOryT
6biTb NepefaHbl 4Yepe3 CeTb M3-33 HeZOCTYMHOCTM cpeapl nepefayvn aAnbO NoNyyaroT OTKas B
obcnykmMBaHMM BBMAY NEPENOSIHEHMA o4vepeaelt 3anpocoB, AUCKOBOrO NPOCTPAHCTBA MaMATU M T.A.
Mpumepamun yrpo3s AaHHOroO TMNA MOTYT CAYXWUTb WTOPM WKMpokosewaTtenbHbix ICMP-3xo0-3anpocos
(Smurf), HanpasneHHbIl WTopm (SYN-flooding), wTopm coobleHunii noutoBomy cepsepy (Spam);

B) fAIBHbIA OTKa3 B OOCAYXMBAHWW, BbI3BAaHHbIN HapyWeEHWEM OTMYECKOW CBA3HOCTUM MeXay
TeXHu4eckmmm cpeactsamm UCMNOH npu nepegaye HapywmTenem ynpasastowmx cCoOobLeHNA OT UMeHU
CeTeBbIX YCTPOWCTB, MPUBOAALMX K M3MEHEHMIO MapLIPYTHO-aZPEecHbIX AaHHbIX (Hanpumep, ICMP
Redirect Host, DNS-flooding) nnu naeHtmeuKaumoHHom n ayTeHTUGUKaLMOHHOM MHPOPpMaLUW;

r) ABHbIA OTKa3z B 06CAYXMBAHWW, BbI3BAHHbIN MNepesayYyeirt 3/10YMbILNEHHUKOM MaKeToB C
HecTaHAapTHbIMK aTpubyTamu (yrpossl Tuna "Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb") nau
MUMEIOLWUNX AJIMHY, NPEBbILIAILLYI0 MaKCUMAIbHO AOMNYCTUMbIN pasmep (yrposa tuna "Ping Death"), uto
MOMEeT npuBecTn K cboo ceTeBbiX YCTPOMCTB, ydyacTByloWmMx B 0b6paboTke 3anpocos, Npu YCA0BUU
HannuMA oWMBOK B NPOrpammax, PeannsyroLLmMx NPOTOKO/Ibl cCeTeBOro obmeHa.

PesynbTaTtom peanusauMuM [aHHOW Yrpo3bl MOMKET CTaTb HapyweHue paboTocnocobHoCTH
COOTBETCTBYIOLLEN CNYKObl NpefocTaBAeHNA yaaneHHoro goctyna K NAH 8 UCMNAH, nepegaya ¢ ogHoro
afipeca TAaKOro Ko/AMYecTBa 3anpoCOB Ha MOAKAOYEHME K TEXHMYECKOMY cpeacTBy B cocTase MCMAH,
KaKoe MaKCMManbHO MOXKeT "BmecTuTb" TpaduK (HanpaBneHHbI "WTOpm 3anpocos"), YTo BAeyeT 3a
coboi nepenosHeHMe ovyepesn 3anpPOCOB M OTKA3 OLHOM M3 CETEBbIX CAYXKO WM NOSHYIO OCTAHOBKY
KOMNblOTEPa 13-3a HEBO3MOMXKHOCTM CUCTEMbI 3aHMMATbCA HUYEM APYTMM, Kpome 06paboTKKM 3anpocos.

8. YaaneHHbl 3anyCcK NPUAOKEHUINA.

Yrpo3a 3aknto4yaeTcs B CTPeM/IEHMM 3anycTuTb Ha xocte UCMAH pas3nnyHble npeasapuTenbHO
BHEAPEHHblIE BPEAOHOCHbIE MPOrpPamMMmbl:  MPOrpaMmmbl-3aKaaZKM, BUPYCbl, 'ceTeBble LWNWMOHBLI",
OCHOBHAA LieNb KOTOPbIX - HApyLeHUe KOHOUAEHUMANbHOCTH, LLeNIOCTHOCTU, AOCTYNHOCTU MHOopMaL MM
M NONHbIA KOHTPO/Ib 33 paboToit xocTa. Kpome TOro, BO3MOXEH HECAHKLMOHMPOBAHHbLIA 3anyck
NPUWKAAAHbIX NPOrpPaMm MOMb30BaTeNeil ANA HEeCaHKUMOHMPOBAHHOIO MNOJIYY4EHUA HeobXoANUMbIX
HapyLwuTeNto AaHHbIX, ANA 3anycKa ynpaBaseMblX NPUKAAAHON NPOrpamMmmMon NpoLLeccos 1 ap.

BblaenatoT Tpy NogKnacca AaHHbIX Yrpos:

1) pacnpoctpaHeHune ¢ainos, cogepKalinx HeCAHKLLMOHNPOBAHHbIN UCMOAHAEMbIN Koa;

2) yaaneHHbll 3anycK NPUIOKEHUA NyTem nepenosiHeHns 6ydepa NpuaoKeHUin-cepsepos;

3) yAaneHHbI 3anyck MPUNOXKEHUA MYTEM WCNOb30BAaHUA BO3MOMKHOCTEN YAaNEeHHOro
ynpaBAeHUa CUCTEMOMN, NPeAOCTaBASEMbIX CKPbITbIMM MPOrPamMMHbIMKW M anmnapaTHbIMKW 3aKnagKamu
Mb0o NUCNoNb3yeMbIMU LITAaTHbIMM CPEeACTBAMM.

TunoBble Yyrposbl MNEepBOr0 W3 YyKasaHHbIX MOAK/IACCOB OCHOBBLIBAIOTCS HA aKTUBM3aLMM
pacnpocTpaHaeMblx ¢aliioB Npu cayvyaliHoOM obpaweHun K Hum. Mpumepamn Takux ¢dannos moryt
CNYXuTb: dainbl, coaeprKallmMe UCMOHAEMbI KoA B BUAE MaKpoKomaHa (aokymeHTbl Microsoft Word,



Excel u T1.n.); html-goKymeHTbl, coaeprKallne UCNONHAEeMbIA Koa B BUAe 3anemeHToB ActiveX, Java-
annneToB, MHTEPNPETUPYEMbIX CKPUMTOB (Hanpumep, TeKcTbl Ha JavaScript);, ¢ainbl, cogeprkawme
NCnosiHAeMble Koabl nporpamm. [ns pacnpocTpaHeHuAa ¢aiinoB MOryT WMCMNO/Ib30BATbCA CAYKObI
3/IEKTPOHHOM NoyThl, Nnepegaym ¢aiios, ceteBoin GanoBON CUCTEMbI.

Mpwn yrpo3ax BTOPOro NoAKAacca UCMO/b3yHTCA HEAOCTAaTKM MPOrpaMm, PeanmusyroLLmnx ceTesble
cepBucbl (B 4aCTHOCTM, OTCYTCTBME KOHTPOJIA nepenosiHeHuAa 6ydepa). HacTpoikol cucTeMHbIX
PEerncTpoB MHOTAA YAAETCA NEPEKAOYUTL NPOLLECCOP NOC/AE NPepbIBAHNA, BbI3BAaHHOIO NepenoiIHEHMEM
bydepa, Ha uUcnosHEeHUE Koda, coaepKalleroca 3a rpaHuuen bydepa. MNpumepom peannsaumnm Takomn
YIPO3bl MOXKET CNYKMUTb BHEAPEHME LWMPOKO M3BECTHOTO "BUpYCca Moppuca".

Mpwn yrposax TpeTbero MOAKAACCA HapywuTenb WCNONAb3YeT BO3MOMKHOCTU  YyAaNEHHOTO
yrnpaBfeHUa CUCTEMOWN, MpeaoCTaBAseMble CKPbITbIMM KOMMOHEHTaMKn (Hanpumep, "TpoAHCKUMKU'
nporpammamum Tuna Back Orifice, Net Bus) nvMbo wWTaTHbIMM CcpeacTBAaMW  yMNpaBieHUA MU
aAMUHUCTPUPOBAHUA KoMnbloTepHbix ceTei (Landesk Management Suite, Managewise, Back Orifice u
T.MN.). B pe3ynbTaTe X UCNONb30BaHWUA yaaeTca J06MTbCA YAaNEeHHOrO KOHTPOA Haj, CTaHLMEN B CETU.

CXemaTUYyHO OCHOBHbIe 3Tanbl PaboTbl ITUX NPOrPAaMM BbIFNAAAT CAeAYOWUM 06pasom:

WMHCTaNNALMA B NAMATY;

OXWAaHWe 3anpoca C yAaNeHHOro XoCTa, Ha KOTOPOM 3anylueHa KAMEHT-Nporpamma, U obmeH ¢
Hel CoobLWEHNAMM O FOTOBHOCTY;

nepegaya nepexsayeHHo MHOOPMaALMU KAMEHTY WAM NpefocCTaBleHUMEe emy KOHTPOSA Hajg,
aTaKyeMbIM KOMMNbIOTEPOM.

Bo3MoKHble NocneacTBMA OT peannsaLmm yrpo3 pasinyHbiX KNaccoB npmueeseHbl B Tabaumue 3.

Tabnvua 3
Bo3moXHble NOCAeACTBUA peanmsaumm yrpo3 pasanyHbIX K1accos
N Tun aTaxku BosMOXHBEIE TIOCIIEnNCTBUA
n/mo
1 AHaJIM3 CeTeBOTIo Tpaduka VlccrienoBaHMe XapaKTEePUCTUK CEeTeBOIO
Tpadrka, rnepexepar repenaBaeMbx

OaHHEIX, B TOM dYMCJIe MIEHTUOMKATOPOB U
IapoJieM MOJIb30BaTeJeM

2 CKaHMpPOBaHME CeTu OnpenejeHue IIPOTOKOJIOB, IOOCTYIIHEIX
IOPTOB CeTeBHIX cnyx0, 3aKOHOB
bopMUPOBAHMUA MNIOEeHTUPMKATOPOB
COeIMHEHUM, AKTUBHBIX CeTeBHX
CEepBUCOB, MISHTUOMKATOPOB U IapoJeln
IoJIb30BAaTesIen

3 "[laponpHaa" aTaka BrimosiHeHMe JIOOOT O OEeCTPYKTUBHOT'O
OelCTBUSA, CBA3aHHOTO C NIOJIydeHMEM

HECaHKUVMOHMPOBaAHHOT'O IOOCTYyIIa

4 [looMeHa IOOBEPEHHOTO OOBEKTAa smeHeHUe TPacCH [IPOXOXIOEHUA
ceTu cooBueHM, HECAaHKIUVOHVPOBAHHOE
M3MEHEeHMEe MapUpPYyTHO-aOPEeCHEIX IaHHBIX.
HeCaHKUMOHMPOBAHHEIM IOOCTYIl K CETEBEIM

pecypcay, HaBA3EBAaHUE JIOXHOM
nHOOPMaLMM

5 HaBa3EBaHME JIOXKHOT'O MaplpyTa HecaHKUMOHMPOBAHHOE M3MEeHEeHMe
MapupyTHO—-aOPECHEIX IOAaHHEIX, aHaJin3 )Z8
MOHM@MKaHMH rnepernaBaeMBIX IJAaHHEIX,

HaBSIBBIBAHME JIOXHBIX COOOIEHWUM

6 BrHenpeHnne JioxHOTO OOBekTa ceTm |[llepexBar " IPOCMOTP Tpadmuka.
HeCcaHKUMOHMPOBAHHEM IOOCTYIl K CeTeBBM
pecypcam, HaBA3EIBaHUE JIOXHOM




nHbOpMaLUM
7 OTkas B YJacTuUUyHOE MCUEeplaHue CHUXeHMte IPOIIYyCKHOM CIIOCOOHOCTHU
obcyyXxn— |pecypcos KaHaJIOB CcBA3MU, IPOU3BONUTEJIEHOCTH
BaHUU CEeTeBHX YCTPOMCTB. CHMXeHHue
IPOU3BOOUTEJIEHOCTH CEPBEPHEX
IPUIIOXE HUM
[TosiHOE ncuepliaiye |HeBO3MOXHOCTE IIepellauy COODWEHUM U3—
pecypcos 3a OTCYTCTBUS nocTyra K cpene
nepenauu, oTkKas B YCTaHOBJIEHUNU
coenuHeHusa. OTKasz B [IpPemOCTaBJIEHUMU
cepBUCa (PJIEKTPOHHOM IOYTH, ®amjIoBOTO
u T.o.)
HapyumeHue Joruyeckoy |HeBO3MOXHOCTHL Iepenmauy, COOOUWEeHUM U3-—
CBSA3HOCTHU MEXIY |3a OTCYyTCTBMSA KOPPEKTHEIX MapUpyTHO-
arpmbyTaMy, IOaHHBIMM, |aZpeCHBIX IDAaHHEIX . HeBO3MOXHOCTH
obbeKTaMu [IOJIy4YeHusa YCIyT BBUIOY
HEeCAaHKIMOHMPOBAHHOM MOoIOMbUKaLMM
NIeHTUQMKATOPOB, Hapojiey U T.II.
VcnonpzoraHue oumbok [Hapymenme paboToOCHOCOOHOCTM CETEBEX
B IIpoTrpaMMax YCTPOMCTB
8 YnajneHn- IyTem paccenky |HapymeHue KOHQUIOESHLMAJIEHOCTH,
HBIV banmos, comepXallMxX [LeJIOCTHOCTM, HOOCTYIHOCTHU MHOOPMAaLUM
3alyCcK OeCTPYKTUBHEIN
IIPpnJIoXEe — MCIIOJIH SeMBIV Kono,
HUM BMPYCHOE 3apaxeHue
IyTem IIepenoJIHeHU
bybepa CEPBEPHOTO
IIPMIJIOXEHU A
IIyTem MCNoJIb30BaHUAa [CKpEITOE yNpaBJIeHME CUCTEMOM
BOBMOXHOCTEMN
YIAJIEHHOTO YIHIpPaBJIEHUS
cucTeMou,
IpeIoCTaBJISEeMEIX
CKPBITEIMM [IPOT'PaMMHEIMMU
" arnapaTHEMU
3aKJiagKaMm hpsZiele]
MCIIOJIb 3y EMBIMI
WTATHEIMM CPEeNCTBaMU

Mpouecc peannsaumm yrposbl B 06LEM C/ly4ae COCTOUT U3 YeTbipex 3Tarnos:
cbopa MHpopmaLmu;
BTOPXeHUA (NPOHMKHOBEHMA B ONEepPaLMOHHYyLo cpeay);
OCYLEeCTBNEHUA HECAHKLMOHNPOBAHHOrO A0CTYNa;

NMKBMAAUMN CNef0B HEeCaHKLMOHMPOBAHHOMO A0CTYNa.

Ha atane cbopa nHpopmaumnmn HapyLIMTena MoryT MHTepecoBaTb pas3/indHble ceeaeHns o6 UCIMOH,

B TOM 4Uucne:

a) O TOMoJIOrMM CeTU, B KOTOPOW ¢YHKLMOHMpPYET cucTema. [pu 3TOM MOXKET MCCienoBaTbCs
061aCcTb BOKPYr CETU (Hanpumep, HapywuUTens MOryT MHTepPecoBaTb afpeca AOBEPEHHbIX, HO MeHee
3alMLLEHHbIX XOcToB). [na onpeaeneHva AOCTYMHOCTM XOCTa MOTYT MCMOJ/b30BaATbCA MpocTenne
KOMaHAbl (Hanpumep, KomaHaa ping ana nocbinkm ICMP-3anpocos ECHO _REQUEST ¢ oxunagaHuem Ha
napasnienbHoe
onpeaeneHne LOCTYNMHOCTM XOCTOB (Takue Kak fping), KoTopble cnocobHbl NPOCKaHMPOBATL 6O/bLYIO
061acTb aApecHOro MPOCTPAHCTBA Ha npeaMeT AOCTYMHOCTM XOCTOB 3a KOPOTKUI MPOMENKYTOK
BpemeHn. TONoNOrnA CeTU YacTo ONpeaenseTcs Ha OCHOBAHWMM "cueTumKka y3nos" (AUCTaHLMU mexay

HUX

ICMP-oTBETOB

ECHO_REPLY).

CywecTsytoT

YTUAnNThbI, ocyuwecreadaroume

xoctamu). Mpu 3TOM MOTYT MPUMEHATLCA TaKMe MeToabl, Kak "moaynaumm TTL" 1 3anucn mapupyTa.




Metopa, "moaynauum TTL" peannsosaH nporpammoii traceroute (ans Windows NT - tracert.exe) u
3akntoyaetca B moaynaumm nona TTL IP-nakeTos. Ana 3anucm maplipyTta moryT ucnonbsosatbca ICMP-
naKeTbl, CO34,3aBaeMble KOMaHAOM ping.

C60p nHpopmaumm MoXKeT ObiTb TaKXKE OCHOBAH Ha 3anpocax:

K DNS-cepBepy 0 crnvcKe 3aperncTpupoBaHHbIX (M, BEPOSATHO, aKTUBHbIX) XOCTOB;

K MapLlipyTM3aTopy Ha OcHoBe npoTokona RIP 06 u3BecTHbIXx MaplipyTax (MHopmauus o
TOMOJIOTUM CETH);

K HEKOPPEKTHO CKOHOUIYPUPOBAHHBIM YCTPOMCTBaM, MOAAEPKMBAOWMM npoTokon SNMP
(vHdopMmaLma o TonosorMm ceTun).

Echv UCNAOH HaxoauTca 3a MexKceTeBbiMm 3KpaHom (M3), Bo3moxkeH cbop MHPopmauun o
KOHUrypauum M3 u o tononornm UCNAH 3a M3, B TOM YMc/ie NyTem NOCbIJIKM MNAaKETOB Ha BCe MOPThI
BCEX NpeAno/iaraeMblX XOCTOB BHYTPEHHEN (3alLmLaemoit) ceTu;

6) o Tne onepauynoHHoM cuctembl (OC) B UCMNOH. Camblii U3BECTHBIM cnocob onpeaeneHua Tuna
OC xOCTa OCHOBaH Ha TOM, YTO pas/nyHble TUMNbl OC No-pasHOMy peanusytoT TpeboBaHMA CTaHAAPTOB
RFC K cTeky TCP/IP. 9To no3Bo/iAeT HapywuTento yaaneHHo naeHtuéeuumposatb Tmn OC, ycTaHOBAEHHOM
Ha xocte UCMOH nyTem MOCbIIKM crneumanbHbiM 06pasom cPopMMpPOBAHHbBIX 3aMpocoB M aHau3a
NoJly4eHHbIX OTBETOB.

CywecTByloT cneumanbHble CpeacTBa, peasv3ylolwme AaHHble MeToApl, B 4YacTHoctM, Nmap u
QueSO. MoKHO OTMETUTb TaKXKe Takon meTtopg onpegenenna Tmna OC, KaK NpoOCTenWwunii 3anpoc Ha
YCTaHOB/IEHWE COeAMHEHMA NO MPOTOKONY yaaneHHoro goctyna telnet (telnet-coeanHenus), B
pesynbTate KoToporo no "BHewHemy Buay" oTBeTa MOXHO onpegenutb tmn OC xocta. Hanmuume
onpeaeneHHbIX CEPBMUCOB TaKXKe MOXKET CAYKUTb AOMOJHUTE/IbHbIM NPU3HAKOM ANA onpeaeneHma TMna
OC xocTa;

B) 0 PYHKLUMOHUPYIOLWMX HA XOCTax cepsucax. OnpegeneHme cepBmMCcoB, UCMOJIHAEMbIX HA XOCTe,
OCHOBaHO Ha MeToZe BblABNEHMA "OTKPbITbIX MOPTOB", HanpasieHHOM Ha cbop WHbopmauum o
JOCTYyNHOCTU XocTa. Hanpumep, ana onpegenenunsa pgoctynHoctm UDP-nopTa Heobxogumo MonyyYuTb
OTK/IMK B OTBET Ha nocblnky UDP-nakeTa cooTBETCTBYIOLWEMY MNOPTY:

ecnn B oTBeT npuwao coobuweHne ICMP PORT UNREACHEBLE, TO COOTBETCTBYIOLWMIN CEpPBUC
HeZOoCTyneH;

ecnn AaHHoe coobuLeHMe He NOCTynnAo, To NopT "oTKpbIT".

Bo3MOHbl BeCbMa pa3HOObpasHble BapuaLMmM UCNOAb30BAHMA 3TOTO METoAa B 3aBUCMMOCTM OT
MCNONb3yeMOoro NpoToKo/1a B CTeKe NpoTokonos TCP/IP.

Ona asTomaTtusauum cbopa nHpopmaunm o6 UCMAH pa3paboTaHO MHOMKECTBO MPOrpPamMMHbIX
cpencTB. B KayecTBe npumepa MOXKHO OTMETUTb CAeAyOLIME U3 HUX:

1) Strobe, Portscanner - onTMMM3MPOBaHHbIE CPeACTBa OnpesesieHna AOCTYNHbIX CEPBMUCOB Ha
ocHose onpoca TCP-nopToB;

2) Nmap - cpeAcTBO CKaHMPOBAHMA AOCTYMHbIX CEPBMUCOB, NpeaHasHadeHHoe ana OC Linux,
FreeBSD, Open BSD, Solaris, Windows NT. flBnsetcA cambiM MOMNy/AAPHbIM B HacTosllee Bpems
CpPencTBOM CKaHMpPOBaHMA CETEBbIX CEPBUCOB;

3) Queso - BbICOKOTOYHOE cpeacTBo onpegeneHns OC XocTa CeTM Ha OCHOBE MOCbIIKM Lenu
KOPPEKTHbIX U HeKOoppeKTHbix TCP-nakeToB, aHa/nM3a OTKAMKA M CPaBHEHWA €ero C MHOXKeCTBOM
M3BECTHbIX OTKAMKOB pa3nnyHbix OC. [laHHOe cpeAcTBO TaKXkKe ABNAETCA MNONYAAPHbIM HA CEroOAHAHWUA
OeHb CpeCTBOM CKAHUPOBAHUA;

4) Cheops - ckaHep TOMOAOMMW CETU MO3BONAET NOJYYUTb TOMONOFUIO CETU, BKAOYAA KapTUHY
AomeHa, obnactu IP-agpecos u T.4. Mpu atom onpepenaetca OC xOCTa, a TaKKe BO3MOKHble CeTeBble
YCTPOMCTBA (MPUHTEPDBI, MAPLLPYTM3aTOPbI U T.4.);

5) Firewalk - ckaHep, ucnonb3yloWwnin meToabl Nporpammbl traceroute B MHTepecax aHanAuMsa
OTK/IMKa Ha |IP-nakeTbl Ans onpeaeneHna KOHGUrypauum mexKceTeBoro sKkpaHa U NOCTPOEHUA TONON0MMM
ceTu.

Ha aTane BTop)KeHMA mnccnenyercAa HaAnuMe TUNOBbIX YA3SBMMOCTEN B CUCTEMHbIX CEPBUCAX UK
OWwnBOK B aAMMHUCTPUPOBAHUN CUCTEMBI. YCMNELWHbIM pPe3yabTaTOM MCMOb30BaHWUA YA3BMMOCTEMN
06bIYHO ABNAETCA MOJIyYeHUE MPOLLECCOM HAPYWUTENA MPUBUNETMPOBAHHOIO PEKMMA BbINOJHEHUA
(moctyna K nNpuvBMAErMPOBaHHOMY PEXKMMY BbIMOJHEHMA KOMaHAHOroO mnpoueccopa), BHeceHue B
CUCTEMY YYETHOM 3anMUCUM HE3aKOHHOFO Mo0J/1b30BaTeNA, MoNAyyYeHWe danna naposner UAUM HapylleHue



paboTocnocobHOCTM aTaKyemoro xocTa.

3ToT 3Tan pasBWUTUA Yrposbl, Kak npasBwuao, sBaseTcA mHorodasHoim. K dasam npouecca
peannsaumm yrposbl MOryT OTHOCUTLCA, HaNpUmep:

YCTaHOB/IEHWE CBS3M C XOCTOM, OTHOCUTE/IbHO KOTOPOro peasiv3yeTcs yrposa;

BbISIB/IEHNE YA3BUMOCTU;

BHeApEeHWe BpegoHOCHOW NPOrpaMmbl B UHTEpecax pacliMpeHns npas v ap.

Yrposbl, peanmMsyemble Ha 3Tane BTOP)KEHWUS, NOAPA3LENAOTCA MO YPOBHAM CTEKa MPOTOKO/I0B
TCP/IP, nockonbKy GOpMUPYIOTCA Ha CETEBOM, TPAHCMOPTHOM MW MPUKAALHOM YPOBHE B 3aBUCMMOCTH
OT UCMOJIb3YEMOro MexaHM3Ma BTOPYKEHMA.

K TMNOBbIM yrpo3am, peannsyembimM Ha CETEBOM M TPAHCMOPTHOM YPOBHSAX, OTHOCATCA TaKMe Kak:

a) yrpo3a, HanpaB/ieHHasA Ha NOAMEHY LOBEPEHHOTO 06bEKTA;

6) yrposa, HanpasBaeHHaA Ha CO34aHMNE B CETU JIOXKHOMO MapLIPYTa;

B) Yrpo3bl, HanpaB/ieHHble HA CO34aHWEe NOXHOrOo OObeKTa C MCMO/b30BaHWMEM HeAOCTATKOB
aNropuUTMOB YA3NEHHOTO NMOUCKa;

r) yrposbl Tuna "oTkaz B o06CAyXMBaHMM", OCHOBaHHble Ha |IP-gedparmeHTauMmM, Ha
dopmmpoBaHUM HekoppeKTHbIXx ICMP-3anpocoB (Hanpumep, ataka "Ping of Death" u "Smurf"), Ha
dopmunpoBaHNUM HeKoppeKTHbIx TCP-3anpocoB (aTtaka "lLand"), Ha co3gaHum "wTopma" naKkeToB C
3anpocamu Ha coeanHeHue (atakm "SYN Flood") n ap.

K TMnoBbIM yrpo3am, peannsyemblM Ha NPUKAALHOM YPOBHE, OTHOCATCA Yrpo3bl, HanpaBaeHHble
Ha HECAHKLMOHMPOBAHHbIM 3aMyCK NPUIONKEHUM, YTPO3bl, PEaNM3aLmaA KOTOPbIX CBA3aHA C BHeAPEHNEM
NPOrpPamMmMHbIX 3aKNafoK (TUna "TPOSHCKUIA KOHbL"), C BbiBAEHMEM Mnaponein AocTyna B CeTb MAM K
onpeaeneHHoMy XOCTy U T.4,

Echn peanusauma yrposbl He MPMHECNA HapyWWTeN0 HauBbICWKMX MpaB AOCTyNa B cUCTEMe,
BO3MOXHbl MOMbITKM PacLIMPEHNA 3TUX NPaB 40 MaKCMMaibHO BO3MOMKHOTMO ypoBHA. [na 3Toro moryt
MCMO/Ib30BaTbCA YA3BMMOCTM HE TOJIbKO CETEBbIX CEPBMCOB, HO W YA3BUMOCTM CUCTEMHOIO
nporpammHoro obecneyenusa xoctos NCMaH.

Ha aTane peanvs3aumMyM HECAHKLMOHMPOBAHHOTO [OCTyNa OCYLLECTBASAETCA COOCTBEHHO
AOCTUXKEHME LeNIM peannsaLmm yrposbil:

HapylweHue KoHpuaeHLMaNbHOCTN (KONMPOBaHME, HENPaBOMEPHOE PacnpoCcTpaHeHue);

HapyLleHWe LEeNOCTHOCTU (YHUYTOXKEHUE, USMEHEHWE);

HapylLeHMe AoCTYNHOCTU (BNoKnpoBaHue).

Ha aTom :Ke 3Tane, nocne yKasaHHbIX AEWCTBUI, KaK Npasuao, GopmMMpyeTcs Tak Ha3blBAaeMblit
"YepHbIi Bxoad"' B BMAE OAHOrO M3 CEpBUCOB (AEeMOHOB), OOCNYKMBAIOLWMX HEKOTOPbLIA MNOPT W
BbINOJIHAOWMX KOMaHAbl HapywuTens. "YepHbl Bxoh' OCTaBnseTcs B CUCTEMe B MHTepecax
obecneveHusn:

BO3MOHOCTM NOAYUYNTb AOCTYN K XOCTY, AaXKe eC/M aAMUHUCTPATOP YCTPAHUT MUCMOb30BaHHYIO
ONA ycnewHon peannsaLmm yrposbl ya3BUMOCTb;

BO3MOHOCTM MOYYNTb JOCTYN K XOCTY KaK MOXKHO D6oJiee CKPbITHO;

BO3MOHOCTM MOAYYUTb AOCTYN K XOCTy ObICTpo (He NOBTOPASA 3aHOBO NPOLLECC peasnm3aumu
yrposbi).

"YepHbln BxOA"' MNO3BONSET HapywWUTeNo BHeApUTb B CETb WAWM Ha oOnNpeaeneHHbld XocT
BPEAOHOCHYIO Nporpammy, Hanpumep, "aHanumsatop naponen” (password sniffer) - nporpammy,
BbIAENAIOWYO MNO/Mb30BaTe/IbCKME UAEHTUPUKATOPbI M NApoOAM U3 ceTeBOro TpaduKa npu pabote
NPOTOKO/MI0B BbIiCOKOro yposHa (ftp, telnet, rlogin u T.4.). O6beKkTamu BHeapeHUs BpPELOHOCHbIX
nporpamm Moryt ObiTb Nporpammbl ayTeHTUUKALMM U UAEeHTUOMKALUKM, CeTeBble CEPBUCHI, AAPO
onepaLmoHHOM cuctemsl, paiiioBaa cuctema, 6ubAMOTERM U T.4,.

HakoHeu, Ha 3Tane /MKBMAAUMM CNef0B peanusalmu Yrposbl OCYLLECTBAAETCA MOMbITKa
YHUUTOXKEHNA CNefoB AeWCTBUIN HapylwmTens. Mpu 3TOM yAanatoTca COOTBETCTBYOLLME 3aMMUCK U3 BCEX
BO3MOMHbIX }XYPHaNoB ayauTa, B TOM Ynce 3anucm o pakte cbopa nHbopmaumu.

5.5. O6wwan xapakTepmnCcTnKa yrpos
NporpaMmmMHO-MaTeEMaTUYECKUX BO3AENCTBUMN

MporpammHo-maTemaTnyeckoe BO3LI,el7|CTBl/Ie - 3TO BO3A€V1CTBM€‘ C nomoupbo BpPeaOoHOCHbIX



nporpamm. lNporpammoii ¢ NoTeHUNaAbHO ONACHbIMM NOCNEACTBUAMU NN BPEAOHOCHON NPOrpammoit
Ha3blBalOT HEKOTOPYH CaMOCTOATE/IbHYIO nporpammy (Habop MHCTPYKUMA), KoTopas crnocobHa
BbIMOJIHATL Nt060e HenycToe NOAMHOXKECTBO CeAyoWnX GyHKUMNA:

CKpbIBaTb MPM3HaKM CBOEr0 NPUCYTCTBMA B MPOrPaMMHON Cpese KOMMbLOTePa;

obnapatb CNOCOOHOCTbIO K camoAybAMpoOBaHMIO, aCCOUMMpPOBAHMIO ceba Cc  Agpyrumu
nporpammamu u (Unm) nepeHocy cBomx GparMeHTOB B WUHble 06NaCTU OMEpPaTUBHOW WAW BHeLLHen
namsaTy;

paspyLuaTh (MCKaXKaTb NPOM3BOJIbHBIM 06pa3oM) Kog, MporpamMmm B onepaTUBHOM NaMATH;

BbINOJIHATbL 6€3 MHULMMPOBAHUA CO CTOPOHbI MOJIb30BaTeNsA (No/b30BaTe/IbCKOM MPOrpammbl B
WTAaTHOM pEeXMMEe €ee BbINOJIHEHUA) [eCTPYKTUBHbIE (YHKLUMM (KOMMPOBAHWE, YHUUTOXKEHWE,
610KMpoBaHUE U T.M.);

COXpaHATb dparmeHTbl MHOPMALUKN U3 ONEPATUBHOM MaMATU B HEKOTOPbIX 06/1acTAX BHELHEM
NamsaTU NPAMOro A0CTyNa (NOKaNbHbIX MW YAANEHHbIX);

MCKaXKaTb NPOM3BOJIbHbIM 06pa3om, 610KMpoBaTh M (MNM) NOAMEHATb BbIBOANUMBINA BO BHELLHIOW
NnamsTb UAN B KaHa/ CBA3M MaccuB MHbOpMaumMKn, obpasoBaBLINNCA B pe3yabTaTe paboTbl NPUKNAAHbIX
NPOrpamm, Uan yxe HaxogALWMeca BO BHELWHEN NaMATM MACCUBbI AaHHbIX.

BpegoHocHble nporpammbl MOryT ObiTb BHeceHbl (BHeApeHbl) Kak MpeAHaMepeHHo, TaK W
Cny4yailHoO B nporpammHoe obecneyeHue, ucnonbsyemoe B WCMNAH, B npouecce ero paspaboTky,
CONpPOBOXKAEHUSA, MOAMDUKALMM U HACTPOMKKU. Kpome 3TOro, BpeAoHOCHbIE NMPOrpammbl MOryT BbiTb
BHeceHbl B npouecce akcnayaTaunn UCMOH ¢ BHEWHUX HocuTenen uHGopmauum uam nocpencrtsom
CeTeBOro B3aMmoAencTema Kak B pesyabtate HCA, Tak u ciyyaiiHo nonb3zosatenamu UCMNAH.

CoBpemMeHHble BpeAOHOCHble MPOrPaMMbl  OCHOBaHbl Ha WMCMO/Ab30BAaHUM  YA3BMMOCTEMN
pa3/IMYHOro poAa NporpamMmmMmHoro obecnedyeHmn (CMCTeMHOro, obLLero, NPUKAagHOTo) U pa3HOOHBpPa3HbIX
CeTeBbIX TEXHOJIOTMKA, 061a4aloT  LIMPOKMM  CMEKTPOM  AEeCTPYKTUBHbIX  BO3MOXHOCTeh  (oT
HECaHKLMOHMPOBAHHOIO nccaegosaHusa napametpos NCMOH 6e3 BmelwaTeibCTBa B PYHKLUMOHUPOBAHME
NCNAH, Ao yHuuToxKeHua MOH n nporpammHoro obecneveHuns UCMAH) u moryT aericTBoBaTb BO BCEX
BMAAX MNpoOrpammHoro obecrneyeHUs (CMCTEMHOro, NPWKAAgHOro, B ApaliBepax annapaTHoro
obecnevyeHuns u T.4.).

Hannune 8 NCNAH BpeLOHOCHbIX MPOrpaMmM MOMKET cnocobcTBOBaTb BOSHUKHOBEHWUIO CKPbITbIX, B
TOM 4YMC/IEe HETPALMLMOHHbBIX KaHaNoB AOCTyNa K MHPOpMaLMM, NO3BOAAIOLLIMX BCKPbIBaTb, 06X0AUTb
nnn 610KMPOBaTh 3alMTHbIE MEXaHW3Mbl, MPeayCMOTPEHHbIE B CUCTEME, B TOM YMCAE NAPOJIbHYIO U
Kpuntorpadpuyeckyto 3aLLmTy.

OCHOBHbIMUW BUAAMWN BPeAOHOCHbIX MPOrpamm ABAAIOTCA:

NporpammHble 3aKNaaKK;

K/laccMyeckune nporpammHble (KOMNbIOTEPHbIE) BUPYChI;

BPeZOHOCHbIE NPOrpamMmmbl, PacnpoCTpaHAIOLWMECH NO CETU (ceTeBble YepBu);

Apyrne BpeAoHOCHbIE NPOrpammbl, NpeaHa3HadyeHHble ans ocywecteneHna HCA.

K nporpammHbiM 3aKfagKkam OTHOCATCA MpoOrpammbl, ¢parmeHTbl KOAad, WHCTPYKUMM,
dopmupyolMe HeaeKNapupoBaHHble BO3MOXHOCTM MporpaMmMHOro obecneyeHus. BpeaoHOCHble
NpoOrpamMmmbl MOTYT NEPEXOAUTb M3 OAHOrO BMAA B APYron, HAaNpUMmep, NPOrpaMMHan 3aKknagKka MoOXKeT
CreHepupoBaTb MPOrpPamMMHbIA BUPYC, KOTOPbIA, B CBOKO o4vepedb, NMOMNaB B YC/0BUA CETU, MOXKET
cbopmupoBaTb CETEBOrO YepBA WAM APYryl0 BPEAOHOCHYIO Nporpammy, npegHasHavyeHHy Aanas
ocywectsneHuna HCA.

Knaccudumkauma nporpaMmHbIX BUPYCOB WM CETEBbIX YepBer npeacTaBfeHa Ha pUCYHKe 14.
KpaTKaa xapaKTepuCTMKa OCHOBHbIX BPEAOHOCHbIX NPOrpamMmm CBOAUTCA K cneaytouiemy. 3arpy3ovHble
BMpPYCbl 3anucbiBaloT ceba nnbo B 3arpy3ouHbll cektop aucka (boot-cekTop), nMbo B ceKTop,
cogeprKaluii CUCTEMHbIA 3arpy3umKk BuHYecTepa (Master Boot Record), nMbo MeHsAIOT yKasaTenb Ha
aKTMBHbIN boot-cekTop. OHK BHeApAOTCA B NMamsATb KOMMNblOTEPa NpU 3arpyske ¢ MHOULMPOBAHHOTO
AuncKa. MNpu 3TOM CUCTEMHbIN 3arpy3ymK CYMTLIBAET COAEPKMMOE NEepBOro CeKTopa AWUCKa, C KOTOPOro
npou3BoAUTCA 3arpy3ka, NoMellaeT CYMTaHHY MHPopMaLMIio B NamaTb U nepedaeT Ha Hee (T.e. Ha
BMpYC) ynpasneHue. [locne 3TOro HaYMHaKT BbINOAHATLCA UHCTPYKLUUKU BUpPYCaA, KOTOPbINA, Kak NpasBuio,
yMeHbLlaeT 06bem cBO6OAHOM NamATK, KONMPYeT B 0CBOOOAMBLLEECA MECTO CBOM KOA MU CYMTbIBAET C
AUCKa CBOe NpoAo/KeHWe (ecnn OHO ecTb), nepexsaTbiBaeT HeEobXoAMMble BEKTOpa npepbiBaHMIA
(06biuHO - INT 13H), cunTbiBaeT B NamsaTb OPUTUHANbHbIN boot-ceKTop M NnepesaeT Ha Hero ynpas/ieHue.



B panbHeiwem 3arpy3oydHblit BUpyc BedeT ceba TaK e, KaK ¢alioBblii: nepexBaTbiBaeT
0b6palleHMA OMepaLMoOHHOM CUCTEMbI K OUCKAM WU UHPUUMPYET UX, B 3aBUCMMOCTU OT HEKOTOPbIX
YC/NIOBUIA COBEPLUIAET AECTPYKTUBHbIE AEMNCTBUA, BbI3bIBAET 3BYKOBbIE 3PPeKTbI nan suaeosdpdeKTbl.



OCHOBHbIMW AeCTPYKTUBHBIMU A,EWCTBUAMM, BbINOJHAEMbIMU STUMUN BUPYCAMM, ABNSAIOTCS:
YHUUTOXKEHME MHPOPMALMM B CEKTOPAX AUCKET U BUHYECTEpPa;

WCKNtOYEHME BO3MOXKHOCTM 3arpy3Ku onepaLmoHHON cucTtembl (KomnbtoTep "3aBucaet");
NCKaKeHMe Koaa 3arpy3ymKa;

dbopmaTnpoBaHME ANUCKET UK IOTUYECKMX ANCKOB BUHYECTEPa;

3akpbiTne goctyna kK COM- mn LPT-nopTam;

3ameHa CMMBOJIOB NPW NeYaTn TEKCTOB;

noaeprMBaHus aKpaHa;

N3MEHEeHWEe METKU AMCKA MU ONCKETbI;

co3aaHune nceBagocboMHbIX KN1acTepos;

CO34aHue 3BYKOBbIX U(1AK) BU3yanbHbIX 3PPeKToB (Hanpumep, nageHne 6yKB Ha sKpaHe);
nopya ¢aiiNoB AaHHbIX;

nepesarpyska KOMMboTepa;

BbIBOZ, HA 3KpaH pa3HO06pasHbIX COOBLLEHN;

OTKAIOUYEeHMe nepudepuiiHbIX YCTPOMCTB (Hanpumep, KNaBmaTtypsbl);

N3MeHeHWe NannTPbl 3KpaHa;

3ano/IHeHWe 3KpaHa NOCTOPOHHUMM CUMBOIAMMU MU N306paAKEHNAMMU;

noraweHue 3KkpaHa 1 NepPeBOL B PEXKMUM OXNAAHUA BBOAA C KAaBMaTYpbl;

WNPPOBaHME CEKTOPOB BUHYECTEP];

BbIBOPOYHOE YHMUTOKEHWNE CUMBOJIOB, BbIBOAMMbIX HA 3KpaH Npu Habope ¢ KnaBuaTypbl;
ymeHblleHne o6bema onepaTUBHOW NaMATH;

BbI30B MeYaTV COAEPKMMOro 3KpaHa;

6/10KMpOBaHMeE 3aNUCK Ha ANCK;

YHUYTOXKEHWe Tabamubl pasbuenus (Disk Partition Table), nocne aToro KomnbloTep MOXKHO 3arpy3uTb TOAbKO ¢ GNONMU-AUCKa;
610KMpPOBaHKME 3aMyCcKa UCNOHSEeMbIX $ainios;

6/10KMpOBaHMe J0CTYNa K BUHYECTepY.

IIo cpene obuTaHuA IIo 3apaxaeMeM I[Io OCODEeHHOCTAM ajil'opuTMa IIo meCTPpYyKTMBHEM IIo MCHnoJIb30BaHUI IIo cnocoby
OnepaulrOHHEM PaboTE M B 3aBMCUMOCTMU OT BO3MOXHOCTAM /IHTEPHET - TeXHOJIOTUA IPOHUKHOBEHUA
cucreMam CJIOXHOCTM KOIa B CUCTeMy

damnoBHE AKTHUBMPYRIMECA IPU BesBpenHre TpoAHCKME KOHU PacnpocTpaHdaemMmere

[oEVZR{e)=1S148 3arpys3Ke CUCTEMH Jepes OoTdyxXIaeMble
BUPYC, HOCUTEJN
JicnnosHAaeMBle 3apaxamimi T ] MaJsioonacHele HTML-BUpPYCEH T
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PucyHok 14. KnaccudpuKaumsa nporpammHbIX BUPYCOB
N ceTeBbIX YepBel

BONbLWMHCTBO 3arpy304HbIX BUPYCOB Nepe3anncbiBatoT ceba Ha paonnn-gucku.

dainnosble BUPYCbl NPU CBOEM PAa3sMHOMXEHUN TEM WAWN MHBbIM CNOCOBOM MCMOAL3YIOT (palinosyro
CUCTEMY KaKOM-IMBO onepauMoHHON cuctembl. Mo cnocoby 3apaxkeHus ¢aitnoB BUPYCbl AeNATCA Ha
3amewatowme ("overwriting"), napasutmdeckme ("parasitic"), KomnaHboH-BMpycol ("companion"), "link"-
BMPYCbl, BUPYCbI-4EPBU M BUPYCbI, 3apakatoLime ob6bekTHblie moaynu (OBJ), 6UBANMOTEKM KOMMUNATOPOB
(LIB)  ncxoaHble TEKCTbI NPOrpPamMm.

MeTog, 3aparkeHua "overwriting" sBnsetca Hambonee NPOCTbIM: BMPYC 3aNUCbIBAeT CBOW KoA
BMECTO KoAa 3apaxkaemoro ¢daina, YHUUTOXKaA ero cofepxumoe. EctectBeHHO, Yto npu 3Tom ¢ain
nepecrtaet paboTaTb M He BOCCTaHaBAMBaeTCA. Takne BUPYCbl 04eHb BbICTPO OBHapyKmMBatoT cebs, Tak
KaK OnepaumoHHasn CUCTEMA U MPUNOXKEHMA A0BOAbHO BbICTPO NepecTtatoT paboTaTb.

K napasutuyeckum oTHocaTcs Bce ¢alinoBble BMPYCbl, KOTOPbIe NPW PACNPOCTPAHEHUM CBOMUX
KONWUi 06s3aTeNbHO U3MEHSAIOT coaepXumoe $anioB, ocTaBanaa camm ¢Ganabl NPy 3TOM NOJHOCTBIO UK
YacTMYHO  pPaboToCcnocobHbIMM.  OCHOBHBLIMM  TUMAMM  TAKUX  BUPYCOB  ABAAKOTCA  BUMPYCHI,
3aMMCbIBAOWMECA B HaA4yano, cepeauHy uam KoHel, ¢annos. OTAeNbHO crenyeT OTMETUTb L0BOJIbHO
HEe3HAUYUTE/IbHYIO TPYMNMNY NapasuUTUYECKMX BUPYCOB, He MMetoWwmx "Toukn Bxoaa" (EPO-supyckl - Entry
Point Obscuring viruses). K HUM OTHOCATCA BUPYCbI, HE 3aNUCbIBalOLWLMe KOMaHAY Nepeaayn ynpasaeHms
B 3arosioBok COM-daiinos (JMP) U He usmeHAwlUIMe afapec TOYKM CTapTa B 3aronoBke EXE-¢ainos.
TaKkue BMPYCbl 3aNMCbIBAlOT KOMaHAY Nepexoaa Ha CBOM KoJ B Kakoe-imbo mecTo B cepeanHy dainna u
Mo/sly4aloT ynpasBiAeHWEe He HEeNnoCpencTBEHHO MPW 3anycKe 3apakeHHoro ¢anna, a npu Bbi30BE
npoueaypbl, cogep:Kalen Kog nepenayn ynpasiaeHus Ha Teno Bupyca. lMpuyem BbINOAHATLCA 3Ta
npoueaypa MOKeT KpaliHe pegKo (Hanpumep, Npu BbiBOoAE COOOLWEHNA O KaKoM-1nMbo cneumduyeckoi
owmnbKe). B pesynbtate BUPYC MOXKET AoArne roapl "cnate" BHYTpU dalina n npossutb ceba ToNbKo Npu
HEKOTOPbIX OFPAaHUYEHHbIX YCIOBUSIX.

K KaTeropuun "KoMnaHbOH" OTHOCATCA BUPYCbI, HE U3MEHALME 3aparxKaemble dansbl. AnroputTm
paboTbl 3TUX BUPYCOB COCTOMT B TOM, YTO A/1A 3apaxkaemoro daina cosgaetca daiin-a4BoNHUK, Npuyem
npu 3anycke 3apa*keHHoro d¢aina ynpasaeHWe Mojsy4yaeT MMEHHO 3STOT ABOMHWK, TO eCTb BMpPYC.
Hanbonee pacnpocTpaHeHbl KOMMAHbOH-BUPYCbI, UCMoAb3ylowme ocobeHHocTb DOS nepsbim
BbINOJIHATL $alinbl ¢ pacwmpeHnem .COM, ecnm B 0gHOM KaTanore NpuCcyTCTBYIOT ABa dalina ¢ ogHUM U
TEM YK€ MMEHEM, HO PA3NMUYHbIMKU paclmnpeHunamm nmenn - .COM un .EXE. Takne Bmpycbl cosaatoT gna
EXE-¢ainnoB daiinbl-CNyTHUKM, UMEIOLWME TO Ke camoe UMsA, HO ¢ pacunpeHnem .COM, Hanpumep, ana
daiina XCOPY.EXE cospgaetca ¢ainin XCOPY.COM. Bupyc 3anucbiBaetca B COM-dain M HUKAK He
nsmeHnet EXE-daiin. Mpu 3anycke Takoro daiina DOS nepsbiM 06HaPYXKUT U BbinoaHUT COM-daiin, To
€CTb BMPYC, KOTOpPbIN 3aTeM 3anyctut u EXE-dain. Bropyro rpynny coctaBastoT BUPYCbl, KOTOpble MNpu
3aparkeHMM NepemmMeHOBbIBaOT $aii B Kakoe-1Mbo Apyroe Mmsa, 3aNOMMUHALOT ero (414 nocaeayowero
3anycka @alina-xo3anHa) M 3anucbiBaloT CBOM Ko, Ha AMCK Nog MMeHem 3aparkaemoro dalina.
Hanpumep, dainn XCOPY.EXE nepenmeHosbiBaeTca B XCOPY.EXD, a BupyC 3anucbiBaeTca Nog MMeHem
XCOPY.EXE. MNpw 3anycke ynpaBaeHne nojay4yaeT Kog BUPYCa, KOTOPbIN 3aTeM 3anyCKaeT OPUrMHA/bHbIM
XCOPY, xpaHawminca nog nmeHem XCOPY.EXD. NHTepeceH TOT $aKT, YTo AaHHbIM meTog paboTaerT, no-
BMAMMOMY, BO BCEX OMEPALMOHHbIX cucTemax. B TpeTblo rpynny BXOAAT TaK HasbiBaemble "Path-
companion" Bupycbl. OHM nNMBO 3aNMUCbIBAOT CBOM KO NoA, UMeHeM 3aparkaemoro ¢aina, Ho "Bbiwe"”
Ha OAWMH ypoBeHb B nponucbiBaembix nyTax (DOS, Takum o06pasom, nepBbiM OOHAPYKUT U 3aMNyCTUT
dann-supyc), nmMbo nepeHocAT Ppan-KepTBy Ha OAUH NOAKATaNOr Bbile U T.4.

BO3MOMXHO cyllecTBOBaHME W [APYrMX TUMNOB KOMMAHbOH-BUPYCOB, WCMONb3YIOWNX WHble
OPUTUHANbHbIE UAEN MM OCOBEHHOCTU APYIUX ONEepPaLMOHHbIX CUCTEM.

dalinosble yepBu (worms) ABAAIOTCA, B HEKOTOPOM CMbIC/E, PA3HOBUAHOCTbIO KOMMAHbOH-
BMPYCOB, HO NPU 3TOM HUKOMM 06pa3om He CBA3bIBAIOT CBOE MPUCYTCTBME C KAKUM-IMOO BbINOJHAEMbIM
danom. Mpu PasmMHONKEHMM OHM BCErO /MWL KOMUPYIOT CBOM KOZ B KaKkue-Mbo KaTasorM AUcKoB B
HaZexAge, 4To 3TU HoBble Konuu byayT Korga-nmbo 3anylweHbl nosb3oBaTesnem. MHoraa stm BUpYCHI
[al0T CBOMM Konuam "cneumanbHble" nMeHa, YTobbl NOATOIKHYTb N0/1Ib30BaTE/A HA 3aMyCK CBOEN Konum
- Hanpumep, INSTALL.EXE nan WINSTART.BAT. CyLLecTBylOT BUPYCbI-4EPBM, UCMONb3YIOLWMNE A0BOJIBHO



HeobblUHble NpUembl, Hanpumep, 3anucbisatouwlMe cBou Konuu B apxuebl (ARJ, ZIP n npoune).
HeKkoTopble BMpYyCbl 3aMMCbIBAlOT KOMaHAy 3anycka 3apaxkeHHoro ¢aiina B BAT-dpainbl. He cneayet
nyTatb ¢annosble BUPYCbl-4EPBM C CETEBbIMM 4YepBAMMU. [lepBble MCNONb3YIOT TOAbKO d¢alinosble
YHKUMM KaKo-nMbo onepaumMoHHON CUCTEMbI, BTOPbIE e MPU CBOEM Pa3MHOMKEHWU MOJIb3yHTCA
CeTeBbIMMU MPOTOKONAMM.

Link-BMpycbl, Kak M KOMNAHbOH-BUPYCbl, HE W3MEHAIT (GU3MYECKOTO COAEepPKMMOro ¢ainnos,
O[HAKO MNpu 3anycke 3aparkeHHoro ¢anna "3actasnsatot" OC BbINONHUTL CBOM KOA. ITOM LENU OHU
pocturatoT moguduKaumen Heobxoanumbix nosen GanaoBon CUCTEMbI.

Bupychbl, 3aparkatowme BUOBANMOTEKM KOMMUAATOPOB, OOBEKTHbIE MOAY/U U UCXOAHblE TEKCTbl
nporpamm, 4OCTAaTOYHO 3K30TUYHbI U NPAKTUYECKU He pacnpocTpaHeHbl. Bupychol, 3apaxatowme OBJ- n
LIB-daiinbl, 3anucbiBaloT B HUX CBOM Kog B dopmaTe OOBEKTHOro moayna uamM 6ubnmoTteku.
3apakeHHbll $aitn, Takum 06pa3om, He ABAAETCA BbINOJHAEMbIM M He cCnocobeH Ha panbHellwee
pacnpocTpaHeHWe BMPYCa B CBOEM TEKyLLEM COCTOSIHMU. Hocutenem ke "uBoro" Bupyca CTaHOBUTCA
COM- unu EXE-dain.

Monyuns ynpasnexue, Gpaitnosbii BUPYC COBEPLUAET Caeaytowme obLme gencTema:

nposepsaeT ONepaTMBHYI0 NAaMATb Ha HAa/IMYME CBOEN KOMUKU U MHOUUMPYET NamMATb KOMMbOTEpPa,
€C/IM KonuAa BUpYCa He HalAeHa (B cayyae, eCnu BUPYC ABAAETCA PE3UAEHTHLIM), ULLET He3apaXKeHHble
dannbl B TeKywem M (MNM) KOPHEBOM KaTasore NyTemM CKaHMPOBAHMA AepeBa KaTasloroB NOTMMYECKUX
OMCKOB, a 3aTeM 3apaxkaeT obHapyKeHHble ¢palinbl;

BbINOJIHAET AOMNONHUTENbHbIE (€CNIM OHM eCTb) GYHKUMU: AECTPYKTUBHbIE AeNCTBUA, rpadudeckmne
WA 3BYKOBble 3GGEKTbl U T.4. (AONONHUTENbHbIEe QYHKUMN Pe3UAEHTHOrO BMpPYCa MOTYT Bbi3blBaTbCA
CNyCcTA HEKOTOpOoe BpemsA NOCNAe aKTMBM3ALMM B 3aBUCMMOCTU OT TEKYLLEro BpeMeHW, KOHpUrypaumum
CUCTEMbBI, BHYTPEHHUX CYETYMKOB BMPYCa UAWN APYIUX YCIOBUI, B 3TOM Cay4ae BUPYC NPU aKTMBU3ALUM
obpabaTbiBaeT COCTOAHUE CUCTEMHbIX YAaCOB, YCTaHAaBAMBAET CBOU CYETUMKU U T.A4.);

BO3BpalLaeT ynpas/eHne OCHOBHOM nporpamme (ecan oHa ecTb). Mapasutuyeckue BUPYCbl Npwu
aTom nMbo neyat Gpainn, BbIMOJHAIOT €ro, a 3aTeM CHOBA 3apaXkatoT, IMOO BOCCTaHaABAMBAIOT NPOrpammy
(Ho He daitn) B ucxogHom Buae (Hanpumep, y COM-nporpammbl BOCCTaHaB/IMBAETCA HECKO/IbKO NEPBbIX
6ainT, y EXE-nporpammsbl BblYMCAAETCA UCTUHHDLIA CTapTOBbIN afpec, Y ApalBepa BOCCTaHaB/IMBAOTCA
3HaYeHWA agpPecoB NPoOrpamMmm CTpaTernmn U NpepbiBaHMA).

HeobxogmMmo oOTMeTUTb, 4YTO 4Yem ObicTpee pacnpocTpaHseTca BMPYC, Tem BepoATHee
BO3HWMKHOBEHME 3NUAEMUM STOTO BUPYCA, YEM MEAJIEHHEE PACMPOCTPAHAETCA BUPYC, TEM C/IOXKHEe ero
OOHApYKUTb (€CAN, KOHEYHO e, 3TOT BUPYC HeusBecTeH). HepesnaeHTHble BUPYCbl YacTO ABAAIOTCA
"mMeaneHHbIMK" - BONBLIMHCTBO M3 HUX NPU 3aMycKe 3aparkaeT oauH UAKn ABa-TpK dalina n He ycnesaet
3aM0/IOHUTb KOMMNbIOTEP A0 3anycKa aHTUBMPYCHOM nNporpamMmbl (MW MNOABAEHMA HOBOW BeEPCUM
aHTMBMPYCA, HAaCTPOEHHOM Ha AaHHbIn BUpyc). CyecTBYOT, KOHEYHO Ke, Hepe3naeHTHble "BbicTpble”
BMPYCbl, KOTOPble MPW 3anyCcKe MLLYT U 3aparkatoT BCe BbINOAHAeMble $aiifibl, O4HAKO TaKMe BUPYChI
OYeHb 3aMeTHbl: MpPM 3arycke Ka)KAOro 3apaxKeHHoro d¢alina KomnbloTep HeKkoTopoe (MHoraa
OOCTAaTOYHO [0Nroe) BpemMs aKTMBHO paboTaeT C BMHYECTEPOM, YTO AemackupyeT Bupyc. CKopocTb
pacnpocTpaHeHnn (MHOULMPOBAHUSA) Y PE3UAEHTHbBIX BUPYCOB OObIYHO BbIlE, YEM Y HEPE3UAEHTHbIX -
OHM 3apakaloT dainbl NpU Kakux-1Mbo obpalieHuax K HUM. B pesynbTaTe Ha AWMCKE OKasblBalOTCH
3apa*KeHHbIMM BCE MM MOYTU BCe ¢alinbl, KOTOpble NOCTOAHHO MCNO/b3ylTCA B paboTe. CKOpOCTb
pacnpocTpaHeHus (MHPUUMPOBAHWA) pe3naeHTHbIX GaioBbIX BMPYCOB, 3aparkatowmx ¢aliibl TObKO
npu UX 3anycKe Ha BbINONAHEHWE, ByAeT HUXKeE, YEM Y BUPYCOB, 3apakatoLumx Gbansibl U NPU UX OTKPbITUWK,
nepeMmeHoBaHWK, U3MeHeHUN aTpnbyTos daiina u T.4.

Takum o06pasom, OCHOBHble AECTPYKTUBHblE AEWCTBUA, BbIMNOAHAEMble GaliioBbIMU BUPYCaMK,
CBA3aHbl C NnopaxkeHrnem $aiinoB (Yalle UCnosHAEMbIX Uan GanaoB AaHHbIX), HECAHKLUMOHMPOBAHHbIM
3aMyCKOM Pas/INyHbIX KOMaHA, (B TOM YMcae, KOMmaHa GopMaTUPOBAHMA, YHUUTOXKEHWUA, KONUPOBAHMA U
T.MN.), U3MeHeHnemM Tab1Lbl BEKTOPOB NpepbiBaHUi U Ap. BmecTe ¢ Tem, MOryT BbINOAHATLCA U MHOTME
OEeCTPYKTUBHbIE AeNCTBUA, CXOAHbIE C TEMU, KOTOPbIE YKa3blBa/NCb A4 3arPy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) ABAAOTCA NPOrPaMmmMamm Ha A3bIKax (MaKpOA3bIKax), BCTPOEHHbIX B
HeKoTopble cucTembl 06PaboTKM AaHHbIX (TEKCTOBblE PenaKTOPbl, 3NEKTPOHHbIe Tabavubl U T.4.). Onn
CBOEro PasMHOXEHUA TaKMe BUPYCbl UCMOJb3YIOT BO3MOXHOCTM MaKpPOS3bIKOB U MPW MX MOMOLLM
nepeHocAT ceba n3 oaHoro 3apaskeHHoro daina (goKymeHTa unam Tabauupl) B apyrne. Hanbonbliee
pacnpocTpaHeHue NoyYnv MakpoBMPYCbl AN NaKeTa NpuMKnagHbix nporpamm Microsoft Office.



Ona cywectBOBaHUS BUPYCOB B KOHKPETHOM cucTeme (peaakTope) Heobxoaumo Hanuuue
BCTPOEHHOrO B CUCTEMY MAKPOA3bIKA C BOSMOXKHOCTAMM:

1) NpMBA3KKM NPOrpamMmmbl Ha MaKpPOA3bIKE K KOHKpeTHoMY daiiny;

2) KoNMpoBaHMA MaKponporpamm 13 ogHoro daiiia B Apyrou;

3) nonyyeHua  ynpaBAeHWA  Makponporpammon  6e3  BMelwaTenbcTBA  MOMAb30BaATENA
(aBTOMaTUUYECKME MW CTAHAAPTHbIE MAKPOCh!).

[aHHbIM yCN0BUAM YA0BAETBOPAIOT NPUKAaAHbIe nporpammbl Microsoft Word, Excel n Microsoft
Access. OHU cogeprkaT B cebe makpoasblikn: Word Basic, Visual Basic for Applications. Mpu atom:

1) makponporpammbl NPMBA3aHbl K KOHKPETHOMY daiiy UM HaxoaaTcsa BHYTpU ¢ainna;

2) MaKpoA3bIK MO3BONSET KONMPOBaTb Gal/ibl AN NepemMeLLaTb MaKpomnporpamMmmbl B Cy»KebHble
bannbl cucTemMbl 1 pegakTUpyemble dainbl;

3) npu paboTe ¢ paiinom Npu onpeaeneHHbIX yCAOBUAX (OTKPLITUE, 3aKPbITUE U T.4,.) Bbi3biBatOTCA
MaKponporpaMmmbl (ecnn TakoBble ecTb), KOTOpble onpeaeneHbl cneuuanbHbiM 06pasom uan nmeroT
CTaHAAPTHbIE MMEHA.

[JaHHana ocobeHHOCTb MaKpOs3bIKOB NpesHa3HavyeHa 418 aBTOMaTUYECKON 06paboTKM AaHHbIX B
60/blUMX OpraHM3aumMax uanM B rnobasbHbIX CETAX M NO3BOAAET OPraHM30BaTb TaK Ha3blBAaeMblit
"aBTOMATU3NPOBAHHbIN AOKYMeHTO060poT". C ApYyroi CTOPOHbI, BO3MOMKHOCTM MAKpPOA3bIKOB TaKMX
CUCTEM MO3BOJIAIOT BUPYCY NEPEHOCUTb CBOM KOA B Apyrue daisibl U TaKMM 06pa3om 3aparkaTb UX.

BONbWMHCTBO MaKpOBMPYCOB aKTUBHbI HE TOJIbKO B MOMEHT OTKPbITUA (3aKpbITuA) dalina, Ho 4o
TEX Nop, NOKA aKTUBEH cam pefakTop. OHM coaeprKaT Bce cBOU GYHKUUKN B BUAE CTaHAAPTHLIX MaKpPOCOB
Word/Excel/Office. CywiecTsyioT, o4HaKo, BMPYCbl, UCMOJb3YIOWME MPUEMbI CKPbITUA CBOEro Koda u
XpaHALWme CBOM Kog B BMAE He MAKpocoB. M3BeCTHO Tpu NogobHbIX Npuema, BCE OHM WUCMOJb3YIOT
BO3MOXHOCTb MaKpOCOB CO34aBaTb, PeAAKTUPOBATb M MCNONHATL APYyrMe MaKpocbl. Kak npasuno,
noaobHble BUPYCbl MeOT HebonbLoN (MHOrAa - NoAMMOPGHbIA) MaKpOC-3arpy3ymk BMpPYCca, KOTOPbIM
BbI3bIBAET BCTPOEHHbLIM pefakTop MaKpoCcoB, CO34aeT HOBbI MaKpOC, 3aM0/IHAET ero OCHOBHbLIM KOA0M
BMpPYCA, BbIMNONHAET U 3aTeM, KaK MPaBuI0, YHUUTOXKAET (YTOObI CKPbITb C/iedbl NPUCYTCTBUA BUpyca).
OCHOBHOWM Kog, Taknx BMPYCOB NPUCYTCTBYET MO0 B CAMOM MaKpoCce BUPYCa B BUAE TEKCTOBbLIX CTPOK
(vHoraa - 3awndpoBaHHbIX), NM60O XpaHUTCA B 061aCTN NEPEMEHHbIX LOKYMEHTA.

K ceTeBbIM OTHOCATCA BUPYCbl, KOTOpble A/A CBOEro PacnpoCTPaHEeHUA aKTUBHO WCMO/b3YHOT
NPOTOKO/1bl U1 BO3MOXKHOCTU JIOKA/bHbIX 1 rNo6anbHbIx ceTeit. OCHOBHbIM MNPUHLMNOM paboTbl CETEBOrO
BMpPYCa ABNAETCA BO3MOXHOCTb CAaMOCTOATE/IbHO NepeaaTb CBOM KoA HA YOANEHHbIA cepBep Mau
pabouyto ctaHuuMio. "MonHoueHHble" ceTeBble BUPYCbl NPU 3TOM 061a4aloT ewe M BO3MOMKHOCTbIO
3anNyCcTUTb HA BbINMOJIHEHWME CBOW KOA Ha YAa/NeHHOM KOMMbIOTEpPEe WKW, MO KpaWHel mepe,
"noAToNKHYTL" NoNb30BaTeNs K 3anNyCcKy 3apaxkeHHoro daiina.

BpefoHOCHbIMM Nporpammamu, obecneymsatommm ocywectsneHme HCA, moryT 6biTb:

nporpammbl Nogbopa u BCKPbITUA Naponen;

NporpaMmbl, peannsytowme yrposbi;

nporpaMmmbl,  AEMOHCTPUPYIOLIME  UCMOJIb30BaHME  HeAEeKNapUPOBAHHbLIX  BO3MOXKHOCTEW
NPOrpamMmMHOro 1 NporpammHo-annapaTHoro obecnevyenuns MCNAH;

NporpamMmbl-reHepPaTopbl KOMMNbIOTEPHbIX BUPYCOB;

NpPorpamMmbl, 4EMOHCTPUPYHOLLME YA3BUMOCTU CPeACTB 3aLlnTbl MHGOPMaL MK U Ap.

B cBA3M C yCNOXKHEHMEeM WM BO3pacTaHMeMm pa3HoObpasus MporpammHoro obecrnevyeHus 4YMCio
BPEAOHOCHbIX nporpamm 6bicTpo Bo3pactaeT. CerogHA u3BecTHO 6Gosnee 120 TbicAY cUrHaTyp
KOMMNbIOTEPHbIX BUPYCOB. BMecTe ¢ Tem, JaneKo He BCe M3 HUX MPeACTaBAAOT peasibHyl yrposy. Bo
MHOTUX CNYy4aax YCTPaHeHMe yA3BUMOCTEN B CUCTEMHOM MU NPUKAALHOM NporpammHom obecneyeHmm
npuBeno K TOMY, 4YTO pAf BPEAOHOCHbIX MPOrpamMm yxe He crnocobeH BHeapuTbCA B HWX. YacTo
OCHOBHYO OMACHOCTb NPeACTaBAAOT HOBblE BPEAOHOCHbIE NPOrPaMmbl.

5.6. O6LLan xapaKTepUCTUKA HETPAANLMOHHbIX
MHGOPMALMOHHbIX KaHanoB

HeTpaanuMoHHbIA MHPOPMALMOHHDBIN KaHan - 3TO KaHa/a CKPbITHOM nepepayn uHpopmauum c
MCMO/Ib30BaHNEM TPASULMOHHbIX KaHANoB CBA3M WM CheumanbHbiXx npeobpasoBaHuii nepesaBaemoi
MHbOPMALMK, HE OTHOCALLMXCA K KpunTorpadpuyeckum.



Ons bopmupoBaHMA HETPAANLMOHHbIX KAHA/I0B MOTYT MCMONb30BaTbCA METOAbI:

KOMMbIOTEPHOM cTeraHorpadpum;

OCHOBaHHble Ha MaHUNYANAUUK pa3andHbIX Xxapaktepuctuk UCMOH, KoTopble MOXHO MNoAyyaTb
CaHKUMOHUPOBAHHO (Hanpumep, BpemeHM 06PabOTKM pPas3/IMUYHbLIX 3anpocoB, 06bEMOB AOCTYMHOM
NamMATU UK AOCTYNHbIX 418 YTeHUA UAEHTUPUKATOPOB GainIoB MM NPOLLECCOB U T.1.).

MeToabpl KOMMbIOTEPHOW CcTeraHorpapum npeaHasHavyeHbl A8 CKpbITMA $akTa nepenauu
cooblleHns nyTem BCTPaMBaHUA CKpbiBaemoir MHbOpmauuMn BO BHelwHe 6e306uaHble AaHHble
(TekcToBble, rpaduueckue, ayamo- vau Bugeodaiinbl) U BKAKOYAOT B cebs ABe rpynnbl MeTohos,
OCHOBaHHbIX:

Ha WMCNO/Ib30BaHMM ChELMaNbHbIX CBONCTB KOMMbIOTEPHLIX (GOPMATOB XPaHEHUA U nepenayu
OaHHbIX;

Ha M3ObITOYHOCTM ayauo-, BU3yaNbHOWM WAW  TEKCTOBOM  WMHbOpMAUMM C  MO3MUUK
ncnxodur3nonormyecknx ocobeHHocTen BOCNpUATUS YeloBEeKa.

Knaccudumkauma meTtoaoB KOMMbHOTEPHOW cTeraHorpadum npuBedeHa Ha pucyHke 15. Ux
CpaBHUTE/IbHAA XapaKTepucTMKa npuseaeHa B Tabanue 4.

Hanbonbluee pa3ButMe U NPUMEHEHWE B HACTOALLEE BPEMSA HAXOAAT METOoAbl COKpPbITUA
nHbopmauum B rpadUUecKUX CTErOKOHTeMHepax. 3To 00yC/NIOBNEHO CPaBHUTENbHO 60/bWIMM 06beMOM
MHOOPMALUMKM, KOTOPbIA MOMHO pPasmMecTUTb B TaKMX KOHTelHepax 6e3 3amMeTHOro WCKaXKeHus
M306parkeHna, HaAMYMEM anpuUoOpPHbIX CBEAEHUM O pasMepax KOHTelHepa, CyLlecTBOBaHMEM B
6ONbLWNHCTBE peasnbHbIX W300parKeHU TEKCTYPHbIX 06nacTei, MMERLWMX LYMOBYI CTPYKTYpY WU
XOpPOLWO noAxo4AWwmMx Aas BCTpanmBaHWsa MHPopmauMn, nNpopaboTaHHOCTbIO MeToAoB UndpoBoOi
06paboTkn n3obpaxkeHnn n undpoBbiIx GopmaToB NpeacTaBaeHUA N30bpaKeHuin. B HacToswee Bpems
CYLLECTBYET UMbl pAg KaK KOMMEpPYECKUX, Tak M BecnnaTHbIX NPOrpaMMHbIX MPOAYKTOB, AOCTYMHbIX
06blYHOMY NONbL30BATENIO, pPeanusyloWwmx W3BECTHble CTeraHorpaduyeckme MmeToabl COKPbLITUA
nHbopmauum. MNpur 3ToM NPEUMYLLECTBEHHO UCNONbL3YIOTCA rpaduyecKkme 1 ayamoKoHTENHepbI.



[Io Tuny KOHTeMHepa

MeTronwur CIIU

MeTonHl,

VCIIOJIb 3YOIMeE
ayOVMOKOHTENHEPH

I[Io crocoby

COKPEITMSA

MeTonHl,
VICIIOJIb 3yoMe
TEKCTOBEE KOHTEMHEDEH

[Io NpeBeHTMBHOCTMA

bopMmpoOBaHMS KOHTEMHepa

[Io cnocoB®y COKPHETUSA

MeTonHl,
rpadnueckue
KOHTEMVHEDPE!

MCIIOJIb 3yKme

MeToner
COKPBITMS B
HaMMEHbIMX

duTax

MeToner
COKPBITUS
Ha OCHOBeEe
MyMOTIIOIOo0—
HBEIX
CUTHAJIOB

MeTonel
COKPBITMS

B ®azoByO
nocjyienoBa-—
TEJILHOCTH

Ilo cniocoBy co

KPBITU S

MeTonsl COKPEITUSA

Ha OCHOBe

pacnpenesenns

10 CIEeKTPY

ABTOMaTHUUECKUE
METOIbEl COKPBITUA

[TonyaBTOMaTUUYECKME

MEeTOIOEl COKPBEITUSA

[Io cnocoBy COKPHITUSA

TexHUUEeCKHue
MeTOIEL
COKPBITMA

JIMHTBUCTUUECKUE
MEeTOIOEl COKPBEITUSA

MeTOonObsl COKPEITUA

Ha OCHOBE
npobeJios

MeTOonObsl COKPEITUA

MeTomel COKPBITUA
Ha OCHOBe
MCIIOJIb30BaHMAa
3XO0—-CHUTr'HaJla

Ha OCHOBe

CUMHTAKCUUECKMUX

ocoBeHHOCTEN
TeKCcTa

MeTonsl COKPEITUA

Ha OCHOBe
CMHOHVIMOB

—% MeTo s coxmems-—{ MeTons
Ha OCHOBE COKPBITMSA Ha
MCIIOJIb30BaHUS OCHOBEe
ocobeHHOCTEN VCIIOJIb30BAaHMUSA
mpudTa XAPTOHHOTO
— Kozma
MeTOonOel COKPHTUA [—
Ha OCHOBE
MCIIOJIb30BaHUS MeTomet
KOooa IOOKYMEHTOB COKPBITMSA Ha
u damnyos OCHOBE
— JCIIOJIb30BaHUA
reoMeTpudec—

KOV CUCTEMEI

MeTonet MeTone! MeTonsl
COKPBITUS B COKPBITUS VCIIOJIb30BaHUSI
IIPOCTPAHCTBEHHO— Ha OCHOBE MaTpuL]
BPEMEHHOMU pacnpene- IPOMEXY TOUHBIX
obnacTu JIEHUSA 110 BBEIUMCJIE HUM
CIIEKTPY npolecca
cxaTusa
rpabuu. mHO.
[lo Tuny |Momyasaumm
[Io npueMy COKPBITUSI [Io mMeTOmy CXaTUs
MeTo sl MeTonel - MeTo sl —
COKPBITUS B COKPEITUS C COKPBITHSA,
HaVMeHbIMX MCIIOJIbE30Ba— OCHOBAHHHIE
3Havalmx HUEM Ha BeMBJIET—
BuTax HeJIMHEMHON npeobpaso-
MOIYJISLUN BAaHUU
BCTpauBae-— rpadmyueckon
MOT'O nHboOPMaLIUN
MeTonmsl coobueHmsa
COKPBITUS Ha
OCHOBE
Mo OubMKaLM




MeTonsl COKPBEITUA

Ha OCHOBe OmMOOK

MeTonsl COKPBITMA Ha OCHOBE
T'eHepaluMM KBa3MTEKCTa

MHOEKCHOTO J
MeTonsl H dbopmaTa MeTonsl
COKPBITMSA Ha npelcTaBJIeHUS COKPBITHSA C
OCHOBE MCIIOJIb30Ba—
JMICIIOJIb30BAaHMUSA HUEM
yepenoBaHUs MeTomp! 3HaAKOBOM
OJIMHEL CJIOB COKPBITMSA Ha MOIyJIALUU
OCHOBEe BCTpauBae-—
VICIIOJIb 30BaHNA MOT'O
aBTOKOppea- coobumeHns
MeTomer H | LUMOHHOMU
COKPBITMSA Ha byHKUMM
OCHOBE
JMICIIOJIb30BaHUSA
IepPBHX OYKB
TeKCcTa

PucyHok 15. Knaccudmkauma metoaos cTeraHorpaduyeckoro
npeobpasoBaHua nHbopmaumn (CMN)

CpaBHUTEIbHAA XapaKTePUCTUKA CTeraHorpaduyecknux MeToa08
npeobpasoBaHMA MHPOPMaLLUK

MeTomnsr
COKPHITHSA,
OCHOBAHHEIE
Ha KOCHMHYC-—
HOM Npeob-—
pasoBaHmn
rpaduyueckon
nHboOpMaLUM

Tabnuua 4



Creranorpadu-— KpaTkasa HemocraTku [IpeumMmymecTBa
YeCKMUM MEeTOI XapaKkTepucTuKa
MeToIna
MeTonbl COKPBITUS MHOOPMaALUMM B ayIMOKOHTEMHepax

MeTon COKPEITUA OcHOBaH Ha S3anmucu HerricOkasa JJocTaToO4dHO
B HaMMEHBIIUX coofbmeHns B CKPEITHOCTEL IlepelauM |BEICOKAas E€MKOCTb
3Havammux omrTax HaVMeHblIMe 3Haudalue coobueHus. Huskas KOHTeMHepa (Oo

OUTE UCXOIHOTO YCTOMUUBOCTL K 25%)

curHajljla. B kauecTBe VICKAXEHMU M .

KOHTeVHepa JIcrioJib3yeTcsa TOJIbKO

UCIOJIb3YyeTCs, Kak IOJ1a OIpeleJIeHHEIX

NpaBUJIO, HeCXaThN dopmMaToOB

aynouoCuUI'HaJ aynnodaniion
MeTon COKPEITMUS OcHOBaH Ha reHepauunu |Husxum xozdduimeHT CpaBHUTEJILHO
Ha OCHOBe ICeBOOCIIYyYalHOT'O VCIIOJIb30BaHUSA BEICOKAS
pacnpeneyieHusa mwyma, SABJISKRIETOCSH KOHTeMHepa. CKPBEITHOCTB
10 CIEeKTPpY byHKLMEN BHeIpSeMOIT'O 3HaAUMTEJIbHEE coofmeHms

coobumeHusa, u BHUMCJIINTEJIbHEIE

nonoMemnBaHUM 3aTpaThH

MMOJIYUEHHOTO IIyMa K

OCHOBHOMY CUI'HaJIy-—

KOHTeMHepy B KauecTBe

aOIMTUBHOM

cocTaBJIAIEN .

KomupopaHMe MNOTOKOB

nHOOpMaLUMM IIyTeM

paccedaHusa

KOIMPOBAHHBIX HOAaHHBIX

10 CHEeKTPpY 4YacToT
MeTOon COKpPHBITHUSA OcHOBaH Ha Huskumt xo3ddmumeHT CpaBHUTEJIEHO
Ha OCHOBE VCIIOJIb30BaHUU B VCIIOJIb30BaHMSA BEICOKAHA
VCIIOJIb30BaHMA KayuecTBe KOHTeMHepa. CKPEITHOCTB
DXO0—-CHUTHajJa WyMONIOJZOOHOTO CUTHajNa |3HaduTeJsibHBE coobueHnsa

caMoTo aymuocurHalna, BEIUMCJINTEJIbHEIE

3aIepPXaHHOTO Ha 3aTpaTH

Pas3JMUYHEE [NepPUOOH

BPEMEHM B 3aBUCHMOCTHU

OT BHeIpsSAeMOTI'O

coofumeHmsa

("mosBoHOUHOTO 5Bxa")
MeTon COKPBITUSA OcHOBaH Ha oakTe MaJeli Ko3hdULMeHT ObnanmaeT
B baze curHaa HEUYBCTBUTEJILHOCTHU MCIIOJIb30BaHMS 3HAUUTEIJIEHO

yxXa deJjioBeKa K KOHTeMHepa foJiee BHICOKOMU

abCOJIIOTHOMY 3HAYEHUIO CKPEITHOCTLIO,

basel TapMOHUK. yeM MeTOIEBL

AynrocurHali cokpelTa B H3B

paszbuBaeTCcsa Ha

IoCJIeIOBaTEJIbHOCTD

CEeTrMEHTOB, COOOUeHMe

BCTpaMBaeTCsa IyTeM

MoIMOUKALMM (Qasbl

IepBOTO CeIMeHTa

MeTonbsl COKPHITUSA MHOOPMaLMM B TEKCTOBHBX KOHTEMHepax

MeTon COKpPHTHUA OcHOBaH Ha BCTaBKe MeTone JocTaToOuHO
Ha OCHOBE npobeJioB B KOHILE UYBCTBUTEJILHE K 6oJbuasg
npobesion CTpOUYEeK, IIOCJIe BHAKOB |[IepeHOoCy TekCcTa IPOIyCKHAasA

NpenrHaHusa, Mexny u3 onmHOoro dopmMara CIIOCOBOHOCTH




CJIOBaAMM IIpU
BEIPABHMBAHUM IJIVMHEL

B IpyTOMn.
BosmMmoxHa norepda

CTPOK coobueHMs .
HerricOokasa
CKPEITHOCTB
MeTOon COKpPHBITHUSA OcHOBaH Ha TOM, UYTO OueHb HM3KaALg CymecTByeT
Ha OCHOBe npaBuiia NyHKTyalUuu IPONyCKHAaA NOTeHUMaJIbHAa g
CUMHTaKCUUECKUX OOIyCKaklT CIIOCOBOHOCTSE . BO3MOXHOCTb
ocobeHHOCTEN HEOOHO3HAYHOCTMY IIpU CJIOXHOCTb nonmobpatThb
TEeKCTa paccTaHOBKE 3HAaKOB OEeTEKTUPOBAHUA TakKoM MeToI,
NpPEeNVHaHUA coobumeHnsa Opu KOTOPOM
norpedbynTrcsa
BeCbMa CJIOXHEIE
Opouenyps OJd
PaCKpPEITUSA
coobueHns
MeTon COKPEITUA OcHOBaH Ha BCTaBkKe CrtoxeH Omuu u3
Ha OCHOBE nHpopMaLMM B TEKCT IPUMEHUTEJIBHO K HauboJee
CMHOHVMOB opM IIOMOUM PYCCKOMY S3EIKY B [IEePCIEeKTUBHEX
JyepenoBaHMsa CJIOB U3 CBA3M C OOJIbUNVM METOIOB.
KaKoOM-JIMOO I'PYIIIIE pazHoobpasmueM ObnamaeT
CVHOHVMOB OTTEHKOB B Pa3HBIX CPaBHUTEJIBHO
CHMHOHVMAaX BBICOKOM
CKPEITHOCTEIO
coobueHns
MeTon COKPEITUA OcHOBaH Ha HeBricokasa Becema mpocT B
Ha OCHOBE MaCKUPOBKE IPONYyCKHAaA [IPUMEHEHUM .
MCIIOJIb30BaHMA MHQOPMALMOHHEIX OUTOB CIIOCOBOHOCTSE . Bricokasa
ourboK 105 €CTEeCTBEHHEHE BelICTpO BCKpEBAETCHA CKPEITHOCTBE IIpU

ommOKM, OIeYaTKM,

IIprM CTaTUCTUUYECKOM

aHalmnse

HapylWeHnsa NIpaBuil aHanmse JeJIOBEKOM

HaNMCaHMsa CodeTaHuM

TJIACHEIX UM COTIVJIACHEIX,

3aMeHe KUPWJIIJIMLBEL Ha

aHaJIOTUYHBEIE IIO

BHEIWHEMY BUIY

JIATUHCKME OYKBHL M IOpP.
Meron coxpeltusa |OCHOBaH Ha TeHepauumu |HeBeICOkas CKPBITHOCTH
Ha OCHOBEe TEKCTOBOT'O KOHTEMNHepa |NIPpOoNyCKHasa onpemesyseTcsa
reHepauumn C MCIOJIb30BaHMEM CIHOCOOHOCTD . MeTOOaMMu
KBa3UTEKCTa Habopa MNpaBuil BeccMEICIIEHHOCTD undporaHmAa U,

[IOCTPOEHUA
NPEenJIOXEHUM .
Vlcnnonp3yeTcd
CUMMETPUMUHAaA
Kpunrorpapmsa

CO3IOaHHOT'O TeKCTa

Kak I[paBuMIIo,
BechbMa BHICOKA

MeTOn COKPHTHUA
Ha OCHOBE
JMICIIOJIE 30BAHUSA
ocoBeHHOCTEeN
wpudpTa

OCHOBaH Ha BCTaBKe
nHPOpMaLUMM 3a CUeT
VMSBMEHEHUMA THUIla
mwpndTa M pasMmepa
OYyKB, a TaKxe Ha
BOBMOXHOCTHU
BCTparMBaHMAa
nHbopMaLMM B OJIOKM C
HEeM3BECTHLMM IIJIS
bpayszepa
MoeHTndMKaTOpaMm

JleTKO BHABJIAETCSH
npu npeobpasz30BaHUMU
Macmraba IOKyMeHTa,
Opu CTaTUCTUUIECKOM
cTeroaHaamse

BricOkMI
KOo2bOULMEHT
VICTIOJIb 30BAHUS
KOHTeNMHepa

MeTon COKPEITUA
Ha OCHOBe

OcHOBaH Ha pasMelleHUN
nHpoOpMaLUU B

Huskasa CKPBITHOCTB
IIprn M3BECTHOM

[lpocT B
IPVIMEHEHUN




VICIIOJIE30BaHUSA
KOIa IOOKYyMEHTa
n dbanna

3apes3epPBUPOBAHHEIX U
HEMCIOJIb3YyEMEIX I[10JIAX
[IEPEMEHHOM IJIMHEL

bopmaTe dania

MeTon COKpPHTHUA OCHOBaAH Ha WM3MEHEHUU Huskasa nNponyckKHada [lpocT B

Ha OCHOBE 3HAYEHUNM CJIOB CIIOCOOHOCTE . Y3KO NIPVMEHEHUNU

VCIIOJIb30BaHMA CleuMalIn3UPOBaH.

XaproHa Hu3skas CKPBITHOCTH

MeTOon COKpPHEITHUSA OcHoBaH Ha reHepauunu |[CIOXHOCTH JocTaTouHO

Ha OCHOBE TekCTa - KOHTeMHepa bopmMmpOBaHMA BEICOKAS

VCIIOJIb30BaHMA c bopMMPOBaHMEM CJIOB KOHTeMHepa U CKPBEITHOCTE IIPU

JyepenoBaHMUA OnpeneJIeHHOW HIOJIMHE coobueHmsa aHalmsze

OJIVMHEL CJIOB 10 M3BECTHOMY YyeJIOBEKOM
OpaBuUily KOOMPOBAaHUS

MeTOon COKpPBITHUSA OcHOBaH Ha BHezmpeHuM |[CIIOXHOCTB JaeT Boypuyio

Ha OCHOBE coofueHMs B IIepPBHE CcOoCTaBJIEHUS ceobonmy BeOOPa

VCIIOJIb30BaHUA OyKBBE CJIOB TeKCTa C coobueHMrsa. Hm3zkasa onepaTopy,

IepBbIX OYKB nonbopoM CJIOB CKPEITHOCTB NPUOYMBIBaOILEMY

coobumeHnsa coobueHre
MeTomel COKPEITMA MHPOpMaumMM B IpadrueCKMX KOHTEMHepax

MeTon COKpPHITHUSA OcCHOBaAH Ha 3anucu HeBricOKasa JJocTaTouHO

B HaMMEHBIINX coofmeHMsa B CKPEITHOCTE IlepeladM |BEICOKAs E€MKOCTb

3Hadvammx OmTax HaVMeHbUIMEe 3Hadamue coobumeHusa. Huzskasa KOHTeMHepa (0o
OUTE UCXOIOHOTO YCTOMUYUBOCTL K 25%)
n3006paxeHmns VCKaXeHUAM

MeTon COKPEITUSA OCHOBaH Ha penyKUumu [IpuMeHsAeTCHa CpaBHUTEJIBHO

Ha OCHOBE (3aMeHe) LBETOBOM NpeMMylleCTBEHHO K BEICOKASd E€MKOCTbHb

MOOIMbUKALUM aJuTPEl U CXa ThIM KOHTeMHepa

VHIEKCHOTO YIIOPAOOUMBAHUM LIBETOBR |M300paxXeHUAM.

dbopmaTa B IMKCeJIIX C HeBricOkasa

npencraBJIeHUsSa COCEeIHMMM HOMepaMu CKPEITHOCTE Iepeladu

coobmeHms

MeTon COKPHTUSA

OcCHOBAaH Ha IOUCKe C

CJIOXHOCTBE pacueTOB

YCTOMUMBOCTE K

Ha OCHOBEe [IPYMEeHEHMEM OOJIBIIMHCTBY

VCIIOJIb30BaHUA ABTOKOPPENSLUMOHHON HeJIMHEMHBIX

aBTOKOpPpPEeIALm— byukuMMm objlacTen, npeobpas30BaHUM

OHHOM OGyHKUUMU comepXalux CxXOIHEE KOHTeMHepa
IOaHHBIE

MeTon COKPBEITUSA OcHOBaH Ha Momynaumm |[(Hmsxkasg TOUHOCTH JocTaTodHO

Ha OCHOBEe ICEeBIOOCJIYyYaHOT'O OIeTeKTUPOBAaHMSA . BEICOKA A

MCIIOJIb30BAHMA CHIT'HaJla CHUI'HaJIOM, VickaxeHusda CKPBEITHOCTB

HeJIMHEMHOMN comepxXallM CKPEBaeMy coobueHmns

MOLYJIALUN HQOPMaLIMIO

BCTpPamBaeMoIo

coobumeHms

MeTon COKPEITUA OCHOBAH Ha MOOYJIALMU Huskasa TouyHOCTB JlocTaTouHO

Ha OCHOBe [ICEeBIOCIIYyYaMHOT'O OIeTeKTUPOBaHMA . BEICOKA A

VCIIOJIb30BaHUA CuTHajla OUIIOJIAPHEM VckaxeHUsa CKPEITHOCTB

3HAKOBOM CUTHAJIOM, COoIepXallM coobueHmns

MOIOYJIALN CKPEIBaAEMYIO MH@)OpMaLH/HO

BCTpamBaeMoIo

coobueHmsa

MeTOn COKPHTHUA OcHOBaH Ha CJIOXHOCTBE pacueTOB Bricokasa

Ha OCHOBeEe OCODEHHOCTAX CKPEITHOCTB

BEeMBJIET— BEMVBJIET—

npeobpas30BaHUA npeobpas3oBaHUN

MeTOn COKpPBITHUSA OcHOBaH Ha CJIOXHOCTBb pacdYeToB Bricokasa




Ha OCHOBe OCODEHHOCTAX CKPEITHOCTB
VCIIOJIBE30BaHMAa OVCKPETHOT'O

OVUCKPETHOTO KOCHHYCHOTO
KOCHUHYCHOTO npeobpas3oBaHus
npeobpas3oBaHmUAa

B HeTpaaMUMOHHbIX WMHPOPMALMOHHbBIX KaHasaX, OCHOBAHHbIX Ha MaHUNyAALMM PA3AUYHBIX
XapakTepuctuk pecypcos UCMAH, vMcnonb3yloTca Agns nepefayn [aHHbIX HEKOTOpble pasgensemble
pecypcbl. Mpyv 3TOM B KaHanax, WCMNO/b3YHOWMX BPEMEHHbIE XapPaKTEPUCTMKM, OCYLLEeCTBAAETCA
MOAYNALMA NO BPEMEHWU 3aHATOCTM PA3LENAEMOro pecypca (Hanpumep, MOoAyAUPYs BPeMA 3aHATOCTM
npoLeccopa, NPUIOKEHUA MOryT 0OMeHMBATLCA AaHHbIMM).

B KaHanax namaTy pecypc MCMONb3YeTCA KaK NPOMEKYTOUYHbIN Bydep (Hanpumep, NPUNOKEHUS
MOTyT OBMEHMBATBLCA JAHHBIMM NYTEM NOMELLLEHMA UX B UMEHA Co34aBaemMblx ¢alinoB U gupexkTopuit). B
KaHanax 6a3 [aHHbIX U 3HAHWI MCMOb3YIOT 3aBUCMMOCTU MeXAY [AaHHbIMKM, BO3HWMKAOWMMK B
pensunMoHHbIX 6a3ax AaHHbIX U 3HAHWIA.

HeTpaguuMoHHble WMHPOPMALMOHHbIE KaHanbl MOTyT ObiTb CPOPMMPOBAHbI HA PA3AMYHbIX
YPOBHAX PpyHKUMOHUpoBaHua NCMOH:

Ha annapaTHOM YPOBHE;

Ha YPOBHE MMUKPOKOZO0B M ApaiBEpPOB YCTPONCTB;

Ha YPOBHE onepaLnoHHON CUCTEMDbI;

Ha YpOBHE NPUKAALHOIO NporpaMmHoro obecneyeHus;

Ha ypoBHe PYHKLMOHUPOBAHMA KaHaN0B Nepesaaym 4aHHbIX U IMHWUIA CBA3M.

9TW KaHaibl MOTYT UCMNOJIb30BATLCA KaK A5 CKPbITON nepefaym CKONUMpPOBaHHOW MHOpMaLmy,
TaK M ONAa CKPbITHOM nepefayM KOMaHZ Ha BbIMNONHEHWE [EeCTPYKTUBHbIX AEWUCTBUIM, 3anycKa
NPUAOXKEHWUI M T.N.

[Ona peanusaumm KaHanos, KaK MNpaBuao, HeobxoAMMO BHeAPUTb B ABTOMATU3MPOBAHHYHO
CUCTEMY NPOrPaMMHYID MAM MPOrpaMMHO-annapaTHyt0 3aKknaaKy, obecneuymBatolyto popmmpoBaHue
HeTpPaAMLMOHHOro KaHana.

HeTpaaMUuMOHHbIN MHGOPMALMOHHDLIM KaHa/l MOMKET CyLW,ecTBOBaTb B CUCTEME HEMpPEepbIBHO WM
aKTMBM3MPOBATbCA OAHOPA30BO WM NO 33ZaHHLIM YCNOBUAM. MNPU 3TOM BO3MOXKHO CyLLECTBOBAHME
obpaTtHoW cBA3K c cybbekTom HCA.

5.7. O6was xapaKTep1CcTUKa pesyibTaToB HECAHKLMOHUPOBAHHOMO
WAW CayYaiHoro focTtyna

Peanunsauma yrpos HC, K uHboOpmMaumm MOXKeET NPUBOANTL K CneayowmMm BUAAM HapyLLeHUs ee
6e3onacHoOCTM:

HapyLWeHMIO KOHOUAEHUMANBHOCTM (KONMMPOBaHMeE, HEMPABOMEPHOE PAacnpPoCTpPaHeHue);

HapYLWEHUIO LENOCTHOCTU (YHUUTOXKEHME, USMEHEHUE);

HapyLeHWIo AOCTYNHOCTU (BIOKMpOBaHKe).

HapyleHne KoHOMAEHLMANBHOCTN MOXKET ObITb OCYLLLECTBIEHO B C/Iy4ae yTeYKM MHPopmaLmnn:

KONWPOBAHMA ee Ha OTUYKAAEeMble HOCUTENM MHPOPMALLUWK;

nepegayun ee No KaHanam nepefayvv AaHHbIX;

npu MPOCMOTPE WAW KOMMPOBAHUM €e B XOAE PEMOHTA, MOoAUOUKAUMM U YyTUAM3AUUK
NPOrpaMmHO-annapaTHbIX CPeACTB;

npu "cbopke mycopa" HapywmntTenem B npouecce akcnayataunu NWCMQH.

HapyLlueHune LenocTHoOCTU MHPOPMALLIMM OCYLLLECTBAAETCA 33 CYET BO3AencTBMA (Moandukaumm) Ha
nporpammbl M JaHHble TMO/Ab30BATeNs, @ TaKKe TEXHONOTMYECKYo (CUCTEMHYIO) MHbOpMaLMLO,
BK/THOYAIOLLYHO:

MWKPOMPOrpammbl, SaHHbIE U ApaiiBepa YCTPOMCTB BbIMUCAUTENBHON CUCTEMDI;

nporpammbl, fAaHHble W ApaiiBepa YCTPOMCTB, obecneumBalowmMx 3arpysKy onepaunmoHHow
CUCTEMDI;

nporpaMmmbl U AaHHble (LAECKPUNTOpPbI, ONUCATeNN, CTPYKTYpbl, Tabanubl M T.4.) onepaumoHHowM
CUCTEMDI;



Nporpammbl U AaHHble NPUKAALHOIro NPorpamMmmHoro obecneyeHus;

Nporpammbl U AaHHble CeLnabHOro NPorpammHoOro obecnedyeHus;

NPOMEKYTOYHble (OnepaTMBHbIE) 3HAYEHUSA MPOrPaMM W [AaHHbIX B npolecce ux 06paboTku
(uteHua/3anmcK, npuema/nepeaayun) cpeacTsamm 1 yCTPOMCTBAMU BbIUMCNTENbHON TEXHUKMN.

HapyweHue uenoctHoctn nHbopmaummn B UCMAH MoKeT Tak:Ke ObiTb BbI3BAHO BHEAPEHNEM B Hee
BPEeAOHOCHOM Nporpammbl NPOrpammHO-annapaTHOM 3aknagKkn unm Bo3a4encTBMemM Ha CUCTEMY 3aLUUTbI
MHpopMaLUUM NN ee INEMEHTDI.

Kpome storo, B UCIMNH BO3MOXKHO BO3AENCTBME Ha TEXHONOMMYECKYIO CeTeBylo MHbOpMaLUIo,
KoTopas moxkeT obecrneunBatb GYHKLUMOHUPOBAHNE PA3/IMYHbIX CPEACTB YNPaBAEHUA BblMUCIUTENbHOM
CeTblo:

KOHUrypaumemn cetu;

agpecamu U mapLupyTU3aLmen nepenayun AaHHbIX B CETH;

OYHKUMOHANbHBIM KOHTPONEM CETY;

6e30nacHOCTbI0 MHbOPMALUK B CETH.

HapyweHune goctynHocTn nHbopmauum obecneunsaetcs nytem dbopmupoBaHua (moanduraumm)
NCXOAHbIX AAHHbIX, KOTOpble NpM 06paboTKe BbI3bIBAOT HenpaBUAbHOE GYHKLUUMOHUPOBAHWE, OTKas3bl
annapaTtypbl UAK 3axBaT (3arpysKy) BblUMCAUTE/bHbIX PECYPCOB CUCTEMbI, KOTOpble HEObXoAMMbI ANs
BbINOJHEHWNS NPOrpamm 1 paboTbl annapaTypsbi.

YKasaHHble AEeWUCTBMA MOTyT MNPUBECTU K HAPYWEHUI0 WAM  OTKasy ¢QYHKLMOHMPOBAHMA
NPaKTUYECKN NtobbIX TeXHUYecKux cpeacts UCMNOH:

cpeacts 06paboTku MHPopmaumm;

CpeAcTB BBOAA/BbIBOAA MHbOPMaLMK;

CPeACcTB XpaHeHUsa MHbopmaumu;

annapaTypbl U KAHANOB Nepeaayn;

CpeacTB 3alWnTbl MHPOPMaLMK.

6. Tunosble moaenu yrpos 6es3onacHocTu
NnepcoHanbHbIX AaHHbIX, 06pabaTbiBaeMbix B UHGOPMALMOHHbIX
cucTeMax NepcoHasibHbIX AaHHbIX

B 3aBMcMMoOCTM OT uenen U coaeprkaHua obpaboTku MNH onepaTtop MOMKET OCyLWecTBAATb
06paboTky MAH B UCMAH pa3nnyHbIX TUMNOB.

Mo cTpyKType MHPOPMALMOHHbIE CUCTEMbI MNOAPA3AENAOTCA HAa aBTOMATU3MpPOBaHHble pabouune
MEeCTa, JIoKanbHble NHOOPMaLIMOHHbIE CUCTEMbI U pacnpeaeneHHble MHGOPMaALMOHHbIE CUCTEMBI.

Mo HaNMUMIO NOAKAIOUYEHUI K CeTAM CBA3U 0BLLLEr0 NONL30BAHMA U (UNIK) CETAM MeXAYHapPOAHOro
MHbOopMaUMoHHOro obmeHa WMHGOOPMAUMOHHbIE CUCTEMbI MOAPA3AENAOTCA Ha CUCTEMbI, MMeloWme
NOAKNOYEHMA, N CUCTEMBI, HE UMELOLLME NOAKNOYEHUN.

Mo pexumy 06paboTKM NepcoHanbHbIX AaHHbIX B MHGOPMaLMOHHON cucTeme MHPOPMALMOHHbIEe
CUCTEMbI NOAPA3AENAKOTCA HAa O4HOMNO/Ib30BATE/IbCKME M MHOIOMO/1b30BaTENbCKME.

Mo pasrpaHWYeHUIO NpaB AOCTyna Nosb3oBaTesien MHGOPMALMOHHbIE CUCTEMbI NOAPA3AENAOTCA
Ha cucTembl 6€3 pasrpaHMyYeHns NpaB 4OCTYMa U CUCTEMbI C pa3rpaHNYeHMemM npas 4OCTyna.

NHbOopMaAUMOHHbIE CUCTEMbI B 3aBUCMMOCTM OT MECTOHAXOXAEHMA MX TEXHUYECKUX CPeacTs
noapasaenatoTca Ha CUCTEMbI, BCE TEXHUYECKME CPeaCcTBa KOTOPbIX HAaxoaAaTca B npeaenax Poccuiickon
depepaunmn, U CUCTEMDI, TEXHUYECKUE CPEACTBA KOTOPbIX YaCTUYHO WM LEJIMKOM HaxogATcA 3a
npegenamun Poccuiickon deaepauum.

B 3aBMCMMOCTUN OT TEXHOJ/IOMMNI, COCTaBa M XapaKTepPUCTUK TexHUYecKux cpeacts UCMAH, a Takxke
onacHoctu peanusaumn YBINAH 1 HacTynneHnsa nocneacTBUi B pesyibTaTe HeCaHKLMOHUPOBAHHOIO MK
C/ly4aiHOro 4OCTyMna MOXKHO Bblaenut cieaytowme tunbl MCMAH:

aBTOMaTM3MpPOBaAHHbIE paboume mecTa, He UMetowMe MNOAK/IOYEeHME K CeTAM CBA3M obuiero
Nnosb30BaHuUA U (MNK) ceTam mexayHapoaHOro MHPopmMaLMOHHOro 0bmeHa;

aBTOMATM3MPOBaHHbIE pabouMe MmecTa, UMeluMe MNOAK/YEeHME K CeTam CBA3M obuero
Nnoab30BaHUA U (MK) ceTam mexayHapoaHOro MHPopmMaLMOHHOIo 0bmeHa;

nokanbHble VNCMNAH, He Mmetlowmne NOAKAKOYEHME K CETAM CBA3U 06LLEero nonb3oBaHUsa U (1au)
ceTaAM MeXKAyHapoaHOro MHpopmMaLMOHHOro 0bMeHa;



NokanbHble UCMAOH, MmetoLLMe NOAKNOYEHNE K CETAM CBA3KM 06L1ero nonbL3oBaHMa 1 (MaKn) cetam
MeXayHapoaHoro MHPopPMaLNMOHHOIro 0OMeHa;

pacnpeaeneHHble UCMNOH, He MmelowmMe NOAK/IIOYEHME K CETAM CBA3WM OOLEero nosib30BaHUA U
(nnu) ceTam mexkayHapogHoro MHGOPMaLMOHHOTO 06MEH3;

pacnpeaeneHHble UCNAH, uMmetoLLMe NOAKAOUYEHNE K CETAM CBA3M 06LLEero noib3osaHnsa n (nanm)
CETAM MeKAYHAPOAHOIro MHGOPMALMOHHOIO obMeHa.

MpuMeHUTENBHO K OCHOBHbLIM TMNam UCMOH cocTaBaaoTcA TMNOBbIE MOAENN YIPO3 6e30MacHOCTH
MOH, XapaKTepusylouime  HaCTyNJIEHMEe  Pas/IMYHbIX  BWAOB  MOCNEACTBMA B pesynbraTte
HECaHKLMOHMPOBAHHOIO UM CAy4YaliHOro AoCTyna u peanansaumm YbMNH.

YacTHble moaenu yrpos besonacHoctu MNAH npumeHUTEeNbHO K KOHKpeTHbiM NCIMAH cocTaBastoTca
onepaTopamu, 3aKasumMKamu u paspabotumkamum NCMAH Ha aTanax ux co3gaHua u (unm) akcnayatauum.

6.1. Tunosas mogenb yrpos 6esonacHoCcTH
NepCoOHaNbHbIX AaHHbIX, 06pabaTbiBaeMbIx B aBTOMATU3NPOBAHHbIX
paboymx mecTax, He MMeLLMX NOAKIIOYEHNA K CETAM CBA3K 06LLEro

NOJIb30BaHWUA U (MN) CETAM MEXAYHAPOLHOrO
MHPOPMALMOHHOrO 0bMeHa

Mpn obpaboTke MAH Ha aBTOMATU3NPOBAHHOM paboyem MecTe, He MMEOLEM MOAKAOYEHUA K
CcetTAM cBfA3M O6LLero Nosb3oBaHMA WU (MNIK) cCETAM MEXKAYHAapOAHOro MHGOPMALMOHHOTO OOMEHa],
BO3MOXKHa peannsauma cnegyowmx YbNAH:

Yrpo3 yTeykn MHGOPMALMM MO TEXHNYECKMM KaHanam;

yrpo3 HCA k MNAH, obpabaTbiBaembiM B aBTOMATM3MPOBAaHHOM paboyem mecTe.

Yrposbl yTeuykn MHPopMaLMm MO TEXHUYECKMM KaHa/lamM BK/KOYatoT B cebs:

YrpOo3bl YTEYKM aKyCcTUYECKoW (peyeBoii) MHOpMaLuuy;

Yrpo3bl YTEYKM BUAOBON MHbOPMaLINK;

Yrpo3bl yTeYKN MHbOpMaLLMK No KaHaay MIMUH.

BO3HWKHOBEHME Yrpo3 YTEYKM aKycTUYecKoW (peyeBoi) WHbOpMauuu, coaepkallieincs
HenocpeaACcTBEHHO B MNPOM3HOCMMOM pedn nonb3osaTtens UCMAH, BO3MOXKHO Npu Hanmunem QyHKLUN
ronocosoro Beoga MAH B NCNAH nam dyHKuMIA BOocnpomsBeneHusa MOH akKyCTUYECKMMUM CpeacTBamum
ncnan.

Peannsauma yrposbl yTe4kn BUA0BOM MHPOPMALMM BO3MOXKHA 33 CHET NPOCMOTPA MHOOPMALLUK C
MOMOLLBbIO OMNTMYECKMX (OMTUKOINEKTPOHHbIX) CPEACTB C 3KPAHOB AMCNJEeB W APYIrUX CPeacTs
OTOOpParkeHUs CpeacTB BbIYMCAUTENBHON TEXHUKM, MHPOPMALMOHHO-BbIYUCANTENBbHBIX KOMMIEKCOB,
TEXHUYECKMX CpeacTBa 00paboTKM rpaduyeckon, BuAeo- WU  OyKBeHHO-LMbpPOBOK MHbOPMaLMK,
BxoaAawmx B coctas NCMAH.

Yrpo3bl yTeukn nHbopmaummn no KaHany NIMUH BO3MOMKHbBI M3-32 HA/IMUUA SNEKTPOMATrHUTHbBIX
W3/ly4eHUA, B OCHOBHOM, MOHWUTOPA W CUCTEMHOro 6Jsi0Ka KomnbtoTepa. OCHOBHYIO OMAaCHOCTb
NpeacTaBAAOT Yyrpo3bl yTEUYKM U3-32 HAZIMYMA SNEKTPOMArHUTHbIX U3/TYYEHUI MOHUTOPA.

Yrpo3bl HCLl B8 aBTOHOMHOM APM cBA3aHbl C AEACTBUAMW HapyllMTenen, MMeloWwmx AoCTyn K
NCNAHx, Bratovas nonb3osateneit UCMAH, peanusytowmx yrposbl HenocpencrseHHo B MCMOH. Kpome
3TOro, WcTtoyHmkamum yrpos HCL K wuHbopmaumm B APM moryT ObiTb annapaTHble 3aKNagku u
OTUyXKAaemble HOCUTEIN BPEAOHOCHbIX MPOrpamm.

B MCNAH Ha 6ase aBToHOMHOro APM BO3MOMHbl Bce BuAbl ysassumocten WCMNAH, 3a
UCK/OYEHNEM YA3BMMOCTEW, CBA3AHHbLIX C peanu3aumnert NPOTOKO/IOB CETEBOro B3aMMOAENCTBUA U
KaHanoB nepegayn gaHHbix. B Takmx NCMOH BO3MOXHbI:

yrpo3bl, peasinsyemole B Xo4e 3arpy3kuM onepauuoHHON CUCTEMbl U HanpaB/ieHHble Ha nepexsaT
naponei uan naeHTuduxkaTopos, moandukaumio 6as3osoi cuctembl BBoaa/BbiBoga (BIOS), nepexsat
ynpaBneHua 3arpy3Koi;

Yyrpo3sbl, peanusyemble MOCAe 3arpy3kM OMNepaLMOHHON CUCTEMbI M HaAMpaB/ieHHble Ha
BbINOJIHEHNE HECAHKUMOHMPOBAHHOIO AOCTYNa C NPUMEHEHMEM CTaHAAPTHbIX GYHKUMI (YHUUTOXKEHME,
KOnupoBaHue, nepemelleHne, GopmatmpoBaHue Hocutenel MHpopmaumm M T.n.) onepauoHHOM
CUCTEMbI WAN KaKoW-IMbo nNpuKAagHOW nporpammbl (Hanpumep, CUCTEMbI ynpasaeHus 6asamu
OaHHbIX), C MPUMMEHEHMEM CMeLMasbHO CO34aHHbIX Aaa BbinoaHeHua HCA nporpamm (nporpamm



npocmoTpa u moanduKaumm peectpa, NoMCKa TEKCTOB B TEKCTOBbIX daiinax u T.n.);
yrpo3bl BHeAPEHUA BPEAOHOCHbIX MPOrpamm.

6.2. TunoBas moae b yrpo3 6e30nacHoCTH
nepcoHasibHbIX AaHHbIX, 06pabaTbiBaeMbiXx B aBTOMATU3UPOBAHHbIX
paboynx mecTax, UMerLWMX NOAK/IOYEHME K CeTAM CBA3M obLLero
Nnoab30BaHUA U (MN) ceTam mexKayHapoaHOro
MHPOPMALMOHHOrO 0bMeHa

Mpu obpaboTtke MNAH Ha aBTOMaTU3MPOBAHHOM paboyem mecTe, MMEeloLWEM NOAKAOYEHMA K CETAM
cBA3M 06LLEero Noib30BaHUA U (MNK) CETAM MEXAYHAPOAHOro MHOPMALMOHHOTO 0O6MeEHa, BO3MOXKHA
peanusauna cnegyrowmx YbrH:

Yrpo3bl yTEYKN MHDOPMALMK MO TEXHUYECKMM KaHanam;

yrposbl HCA Kk NAH, 06pabaTbiBaeMbiM Ha aBTOMATU3MpPOBaHHOM paboyem mecTe.

Yrposbl yTe4KkM MHGOPMaLUKN MO TEXHUYECKMM KaHa/am BK/IKOYALOT B cebs:

YrpOo3bl YTEYKM aKyCTUYECKOW (peyeBoii) MHbOpMaLuu;

Yrpo3bl yTEYKU BMAOBOM MHOPMaLMK;

Yrpo3bl yTeuykn MHPopmauum no KaHany NIMUH.

Bo3HuKHoBeHUe YBIMAH B paccmaTtpmBaembix MCIMAH No TEXHUYECKMM KaHaNaM XapaKTepusyeTca
TEMM XKe yCAoBUAMM U paKTopamMu, 4YTo U 418 aBTOMATU3MPOBAHHOIO paboyero mecTta, He UMEOLLLEro
NOAKNIOYEHUA K ceTAM obwero nosnb3oBaHMA M (MAKM) ceTAM MeXKAyHapogHOro MHOGOPMaLMOHHOIO
obmeHa.

Yrposbl HCO B WUCIMOH cBA3aHbl C AEUCTBMAMW HapywuTtenei, nmetowmux goctyn kK UCMNAH,
BK/toYan nosib3oBaTenen WCIMAH, peanusyowmx yrposbl HenocpeactBeHHo B MCIAH, a Takxke
HapywwuTenein, He metowmx goctyna K UCMNAH, peanmsylowmx yrposbl U3 BHELWHUX CETEN CBA3U obuiero
No/Ib30BaHUA U (UNK) ceTelt mexayHapoAHOro MHPOPMALMOHHOTO 0bMeHa.

Yrposbl HCA B8 UCMAH, cBA3aHHble C AENCTBUAMM Hapywwutenen, nmetrowmx goctyn K NCMNAH,
QHANIOTUYHbI TEM, KOTOpble MMEKT MeCTo AnA oTaenbHoro APM, He MOAKAOYEHHOrO K CeTAM CBA3MU
ob6Lero nonb3oBaHMA. Yrpo3sbl U3 BHELLHUX CETEN BK/IOYAIOT B cebs:

yrposbl "AHanusa ceTeBoro Tpaduka" c nepexsaTom MepenaBaemMol BO BHELWHME CeTU U
NPUHUMAEMOMN N3 BHELLHUX ceTel MHPopmaLmm;

Yrpo3bl CKaHWPOBaHWA, HaMpaB/ieHHble Ha BbiABAEHWE TUMA onepauMoHHOW cuctembl APM,
OTKPbITbIX NOPTOB U CNYXKD, OTKPbITbIX COEANHEHUM U Ap.;

yrpo3bl BbIABAEHWUA Naposen;

yrpo3sbl nonyydeHua HCA nytem nogmeHbl LOBEPEHHOIO 0OBEKTA;

yrpo3sbl TMna "OTKas B 06cnyKuBaHUN";

Yrpo3bl yAa/1eHHOTO 3anycKa NPUA0XKEHW;

Yyrpo3bl BHEAPEHMA MO CETU BPEAOHOCHbIX NPOrpamm.

6.3. TunoBaa moAenb yrpo3 6e3onacHocTu
NepCcoHaNbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B TOKANbHbIX
MHPOPMALMOHHDBIX CUCTEMAX MEPCOHA/NbHbIX AAHHbIX, HE UMELLUX
NOAK/IIOUEHMA K CETAM CBA3M 06LLEro nosib3oBaHua U (Maun) cetam
MeXAyHapoaHoro MHGOPMaLMOHHOro 0bmeHa

Mpun obpabotke MOH B NokanbHbix NCMAH, HE nMetowme NOAKAOYEHMA K CeTAM CBA3M 0buero
NO/b30BaHUA U (MAKM) ceTAM MeXAYyHapoAHOro MHGOPMALMOHHOTO O0BMeHa, BO3MOXKHA peann3auums
cnepyowmx YbMNAH:

Yrpo3bl yTeYKM MHOPMALMM NO TEXHUYECKMM KaHaNaM;

yrpo3bl HCA, k MAH, 06pabaTtbiBaeMbiM Ha aBTOMaTU3MPOBAHHOM paboyem mecTe.

Yrpo3bl yTe4kn MHGOPMALMKM MO TEXHUYECKMM KaHafaM BKAOYALOT B cebA:

Yrpo3bl YTEYKUN aKyCcTUYECKOol (peyeBoit) nHpopmaumm;

Yrpo3bl yTeYKM BUAOBON MHbOPMaLLINK;

Yrpo3bl yTe4Ykn nHpopmauumm no KaHany NIMUH.



Bo3sHukHoBeHue YBIAH B paccmaTpmsaembix UCMAH MO TEXHUYECKMM KaHa/lam XapaKTepusyeTca
TEMU e yCNoBMAMM U GaKTopamu, YTo U Ana NoKanbHbix UCTMOH, He MMeoWMX NOAKNOYEHNA K CETAM
cBA3K 06L1ero nNo/b3oBaHUA U (MK) ceTaM MeXKayHapoaHOro MHGOPMaLMOHHOro 0bmeHa.

Yrpo3sbl HCA B nokanbHbix NCMAH cBA3aHbl C AEACTBMAMWU HapylUTENen, UMeLWMX A0CTyn K
NCMNAH, Brkntodaa nonb3osateneit UCMAH, peannsyowmx yrpo3bl HenocpeactseHHo 8 UCMAH.

Yrposbl HCA 8 UCIMOH, cBA3aHHble C AENCTBUAMM Hapylwutenen, nmetrowmnx goctyn K UCMNAH,
aHaNOMMYHbl TeM, KOTOpble MMET MecTo AnA oTaenbHoro APM, He NOAKAOYEHHOrO K CeTAM CBA3MU
obuwero nonb3zoBaHua. Kpome Toro, B Tako UCMAH MOryT MMeTb MecTo:

yrposbl "AHanusa ceteBoro TpadpuKa'" c nepexsaTom nepeaaBaemon nNo cetn nHdopmaunu;

Yyrpo3bl BblABNEHMA Napoiel;

YrpOo3bl YAaNEHHOro 3aMyCcKa NPUIONKEHWIA;

Yyrpo3bl BHeApeHMA No CeTU BPeAOHOCHbIX NPOrpamm.

6.4. Tunosas mogenb yrpos 6esonacHoCcTH
NepCoHaNbHbIX AaHHbIX 06pabaTbiBaeMbIX B JOKa/bHbIX
MHOOPMALMNOHHBIX CUCTEMAX MEPCOHAJIbHbBIX AAHHbIX, UMEHLLNX
NOAKNIOYEHME K CETAM CBA3KM 0OLLEr0 NO/Ib30BaAHUA U (MN) ceTAM
MeXAyHapoaHOro MHGoOpMaLMOHHOTro obmeHa

Mpu obpaboTtke MAH B nokanbHbix UCMOH, MMeloWwmUx NOAKAOYEHNE K CETAM CBA3WM obuiero
Nnonb3oBaHMA U (MAKN) ceTAM MeXKayHapoaHoro MHGopPMaLMOHHOrO obmeHa, BO3MOXHA peannsaums
cneaytowmx YbNAH:

YrPO3bl YTEYKN MHDOPMALMM MO TEXHUYECKMM KaHaNaMm;

yrpo3bl HCA k MH, obpabaTbiBaembiM Ha aBTOMATM3MPOBaHHOM paboyem mecTe.

Yrposbl yTe4ykn MHPOpMaLMM MO TEXHUYECKMM KaHa/laM BK/OYatoT B cebs:

YrpOo3bl YTEYKM aKyCcTUYECKoW (peyeBoii) MHbOpMaLuuy;

Yrpo3bl YTEYKN BUAOBOM MHOPMALMM;

Yrpo3bl yTeYKN MHbOpMaLLMK No KaHaay MIMUH.

Bo3HukHoBeHue YBIMAH B paccmaTtpmBaembix UCTMNAH No TEXHUYECKMM KaHanam XapaKTepusyeTca
TEMMU e YyCNoBUAMUK U GaKTopamm, 4To 1 AnA npeaplaywmx tunos NCMNAH.

Yrpo3bl HC[, cBA3aHbl C AeNCTBUAMM Hapylwumtenen, umerowmx goctyn K WCMAH, BKAtoyan
nonb3osatenei UCIMNAH, peanunsytowmx yrposbl HenocpeactseHHo B UCMN/H, a TakKe HapywuTenen, He
umetowmx aoctyna K UCMAOH, peanunsyowmx yrposbl U3 BHELHUX CeTei cBA3U 0bLWero nosb3oBaHMA U
(nnu) cetelt mexkayHapoAHOro MHGOPMALMOHHOTO 0HbMeHa.

Yrpo3bl HC/A, cBA3aHHble C AEUCTBUAMU HapywnTenen, umerowmx goctyn Kk UCMAH, BkatovatoT B
ceba yrposbl, aHaNOrMYyHble TeM, KOTopble peanusyloTca B oTAenbHOM APM, He wumetowem
NOAKNOYEHUA K CETAM CBA3W 0OLLEro N0/b30BaHUS.

Yrpo3bl U3 BHELWHWUX CETel BKOYAIOT B cebs:

yrpo3bl "AHanusa ceteBoro TpaduKa' c nepexsBaTom nepenaBaemoli BO BHELUHWE CETU MU
NPMHUMAEMOMN N3 BHELLHUX ceTel MHPopmaLmm;

Yrpo3bl CKaHWPOBAHWA, HaMNpaB/eHHble HA BbIABNIEHWE TUNA onepaumoHHon cuctembl UCMAOH,
ceTeBblX afApecoB pabounx CTaHUMM, OTKPbLITbIX NOPTOB U CNYKO, OTKPbLITbIX COEAUHEHWUIA U Ap.;

Yrpo3bl BbIiIBIEHUA Naposei;

yrpo3sbl nonyyeHua HCA nytem nogmeHbl LOBEPEHHOTO 0ObEKTA;

yrposbl TMna "OTKas B 06cnyKMBaHUN";

YrpOo3bl YAaNEHHOro 3anyCcKa NPUIONKEHWIA;

Yyrpo3bl BHeApeHMA No CeTU BPeAOHOCHbIX NPOrpamm.

6.5. Tunosas mogenb yrpos 6esonacHoCcTu
NepCcoHaNbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B pacnpeseneHHbIX
MHPOPMALMNOHHBIX CUCTEMAX NEPCOHAJbHBIX AAHHbIX, HE UMEOLLMX
NOAKNOYEHMA K CETAM CBA3M 06LLLEro NoNb30BaHMA U (MIK) ceTAM
MeXAYHAPOAHOro MHGOPMALMOHHOIO 06MeHa



Mpu obpaboTke MNAH B pacnpeaeneHHbix NCMAH, nmetowmx NoAKAYEHNE K CETAM CBA3KN obuiero
No/ib30BaHUA U (UAKN) ceTAM MeXAyHapoAHOro MHPOPMALMOHHOTO 0bMeHa, BO3MOMKHA peasnmsaums
cneayowmx YbNAH:

YrpO3bl YTEYKN MHPOPMALMM MO TEXHUYECKMM KaHanam;

yrpo3bl HCA K MH, o6bpabaTbiBaembiM Ha aBTOMATM3MPOBaHHOM paboyem mecTe.

Yrpo3bl yTe4kn MHPOpMaLMM MO TEXHUYECKMM KaHa/laM BKIOYatoT B cebs:

Yrpo3bl YTEYKUN aKyCcTUYECKOol (peueBoit) Hpopmaumm;

Yrpo3bl yTEeYKM BUAOBON MHbOPMaLLINK;

Yrpo3bl yTe4Ykn MHPopmaumm no KaHany MIMUH.

Bo3HukHoBeHUe YBIAH B paccmaTtpmBaembix UCTMNAH No TEXHUYECKMM KaHanam XapaKTepusyeTca
TEMMU e YCNoBUAMM U GaKTopamMu, 4To 1 gasa npeaplaywmx Tunos NCMNOH.

Yrposbl HCJl cBA3aHbl C AENCTBUAMM HapywuTenei, umetowmx goctyn K WUCMNOH, BKAwo4as
nonbsosatenen UCMNAH, peanmsyowmx yrposbl HenocpeacrseHHo B UCMNAH.

Mpu 3TOM MOryT 6bITb Yrpo3bl, aHAaNOIMMYHbIE TEM, KOTOPbIE UMEKOT MECTO B 0TAe/lbHOM APM, He
NOAKNIOYEHHOM K ceTAmM OOWero ro/sib3oBaHMA, a TaKKe Yrposbl, peanusyemble BHYTPU
pacnpeneneHHoON CeT! € UCNO/Ib30BaHMEM NPOTOKOI0B MEXKCETEBOIO B3aMMOLENCTBUA, B TOM YnC/E:

yrpo3sbl "AHanunsa ceteBoro TpadumKa" c nepexsaTom nepesaBaemon No cetu MHGopmaumm;

Yyrpo3bl CKAaHWPOBaHWA, HanpaB/ieHHble Ha BblABJAEHME OTKPbLITbIX MOPTOB M CAYKO, OTKPbITbIX
coeAnHEHNA 1 ap.;

Yrpo3bl BHEAPEHUA IOXKHOTO 06BbEKTa CeTH;

Yrpo3bl HaBA3bIBAaHWA JIOXKHOFO MapwpyTa nyTemM HEeCaHKLMOHUPOBAHHOTO MU3MEHEHUA
MapPLUPYTHO-aZPECHbIX AAHHbIX;

yrpo3bl BbIBJEHWUA Naposien;

yrpo3sbl Tuna "OTKas B obcayxkmpaHun";

Yrpo3bl yAaeHHOTO 3aMyCcKa NPUNOKEHN;

Yrpo3bl BHEAPEHMA NO CETU BPEAOHOCHbIX MPOrpamm.

6.6. Tunosas mogenb yrpos 6esonacHoCcTH
NepCcoHaNbHbIX AaHHbIX, 0bpabaTbiBaembIx B pacnpeseneHHbIX
MHd)OpmaLI,MOHHbIX CUCTeMax NnepCoHabHbIX AaHHbIX, UMELWNX
NOAKNIOYEHMNE K CETAM CBA3M 0OLLEro NO/Ib30BaHUSA U (MN) ceTam
MeXAyHapoaHoro MHGopMauMoHHOro obmeHa

Mpun obpaboTke NAH B pacnpeaeneHHbix UCMNAH, MMeroLWwmnx NOAKAOYEHUE K CETAM CBA3M 0bLlero
No/sb30BaHUA U (UAKN) CETAM MeXAYHApPOAHOro MHPOPMaLMOHHOTO 0bMeHa, BO3MOXKHA peanusaumsa
cnepytowmx YeNAH:

Yrpo3bl YTEYKN MHPOPMALMK MO TEXHUYECKMM KaHanam;

yrpo3bl HCA, k MAH, 06pabaTtbiBaeMbiM Ha aBTOMaTU3MPOBAHHOM paboyem mecTe.

Yrpo3bl yTeuykn nHGopMaummn no TEXHUYECKMM KaHalam BK/HOYAOT B cebs:

Yrpo3bl YTEYKM aKyCcTUYECKOW (peyeBoii) MHbOpMaLuu;

Yrpo3bl yTeYKM BUA0BON MHPOpMaLLUK;

Yrpo3bl yTe4YKN MHbopmaLmm no KaHaay MNIMUH.

Bo3HuKkHoBeHue YBIMAH B paccmaTtpmBaembix MCMOH NO TEXHMYECKMM KaHanam XapakrtepusyeTca
TEMM e YC0BUAMMU U haKTOpaMu, 4To U ana npeaplaywmx Tunos UCNAOH.

Yrposbl HCJl cBA3aHbl C AENCTBUSAMM HapywuTenei, umetowmx goctyn K WUCMNOH, BKAwo4as
nonb3osatenenn UCMNOH, peanmnsyrowmx yrposbl HenocpeacrseHHo B UCMOH, a Takke HapylwuTenen, He
umetowmx aoctyna K UCMAH, peanunsyowmx yrpo3bl U3 BHELHUX CeTel CBA3WU 06LLero noib3oBaHUA U
(nnu) cetelt mexayHapoaHOro MHGOPMaLMOHHOTO 0bMeHa.

Yrposbl HC/], cBA3aHHble ¢ AENCTBUSIMM HapyLlimTenen, nmetowmx goctyn K UCMNAH, aHanornyHsl
TEM, KOTOpble UMEIOT MecTo B pacnpegeneHHbix UCMAH, He uMetoLLel NOAKAOYEHNA K CETAM 06LLero
nonb3oBaHua. Kpome toro, B Takot UCMOH MmeloT MecTo yrpo3bl, peasnsyemble C UCNO/Ib30BaHNEM
NPOTOKO/I0B MEXKCETEBOIO B3aMMOAENCTBUA U3 BHELLHMX CETEN, B TOM YUCAE:

yrposbl "AHanu3a ceteBoro Tpaduka" c nepexsatom nepegasaemoit n3 UCMOH n npuHMMaemon B
MCMNAH 13 BHeWHUX ceTeit tHopmauum;



Yyrpo3bl CKaHMPOBaHMA, HaMNpas/ieHHble Ha BbIABAEHWE TUMNA WAU TUMNOB MCMO/b3YyEeMbIX
onepauMoHHbIX CUCTEM, CETEBbIX aapecoB paboumnx ctaHumit MCIMNAH, TONOAOrMK CETU, OTKPbLITbIX NOPTOB
N CNyX6, OTKPbITbIX COEANHEHUA N Ap.;

Yyrpo3bl BHeAPEeHMA I0XKHOro o6bekTa Kak B UCMN/H, Tak U BO BHELLHWUX CETSAX;

Yrpo3bl NOAMEHbI LLOBEPEHHOTO 06BHEKTA;

Yyrpo3bl HaBA3bIBaHWS JIOXKHOFO Mapwpyta nyTemM HeCaHKUMOHMPOBAHHOTO M3MEHEHUN
MapLLPYTHO-aAPECHbIX AaHHbIX Kak BHYTPU CETU, TaK U BO BHELLHWUX CETSAX;

Yrpo3bl BblABNEHMA Napoiel;

yrpo3sbl Tna "OTKas B obcayxkmnpaHun";

Yrpo3bl yAaneHHOro 3anycka NpuIoKeHWu;

Yrpo3bl BHEAPEHMA NO CETU BPEAOHOCHbIX MPOrpamm.




