3apeructpmnpoBaHo B MuHiocte Poccum 31 mas 2013 r. N 28608

®EAEPA/IbHAA CNYKBA NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPO/JIIO

NPUKA3
ot 11 ¢espansa 2013 r. N 17

OB YTBEPXAEHUU TPEGOBAHUIA
O 3ALMUTE MUHOGOPMALIUU, HE COCTABAAIOLLEN TOCYAAPCTBEHHYIO TAHY,
COAEPXALLENCA B FTOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

B cooTtBeTcTBUM C YacTbio 5 cTaTb 16 PepepanbHOro 3akoHa ot 27 mona 2006 r. N 149-d3 "06
nHbopmaunmM, MHPOPMALMOHHbLIX TEXHoMOrMsaX U o  3awuTe  WHbopmaumn"  (CobpaHue
3aKoHogaTenbcTBa Poccuiickoint ®egepaumn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT.
2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 MonoxkeHnem o GenepanbHOM cnyKbe No TEXHUYECKOMY U
3KCNOPTHOMY KOHTPO/IO, YTBEPXKAEHHbIM YKasom [Mpe3naeHTa Poccuiickonn deaepaunm ot 16 asrycra
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuitickont deaepaunm, 2004, N 34, cr. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), npurKasblBalo:

1. YtBepautb npunaraemble TpeboBaHMs o0 3awmTe WHGOPMALUKM, HE COCTaBAAIOLLEN
rocyAapCTBEHHYIO TalHY, COAEPKaLLencsa B rocyAapCTBEHHbIX MHGOPMALIMOHHbIX CUCTEMAX.

2. YCTaHOBMUTb, YTO YKa3aHHble B NMyHKTe 1 HacToAwero npukasa TpeboBaHWsA NpUMeEHAOTCA ANA
3alWNUTbI MHPOPMALMU B FOCYAaPCTBEHHbIX MHPOPMALMOHHbIX cucTemax ¢ 1 ceHTAbpA 2013 r.

Oupektop

denepanbHO CNy>KObl NO TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOJIIO

B.CEJ/IMH

YTBepKaeHbl
npukasom OCTIK Poccum
ot 11 ¢eBpana 2013 r. N 17

TPEBOBAHMA
O 3ALLUUTE UHGOPMALMU, HE COCTABAAIOLLEA TOCYAAPCTBEHHYIO TAUHY,
COLEPXALLENCA B FOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CACTEMAX

|. Obuwme nonoxKeHus

1. Hactoawue TpeboBaHUA pa3paboTaHbl B cOOTBETCTBUMN ¢ DeaepanbHbiM 3aKOHOM OT 27 utona
2006 r. N 149-#3 "0O6 uHbopmauum, MHPOPMALMOHHbLIX TEXHOMOTMAX M O 3awmuTe MHPopmaumm"
(CobpaHue 3akoHogaTtenbcTBa Poccuiickoit deaepaumm, 2006, N 31, cr. 3448; 2010, N 31, cT. 4196;
2011, N 15, ct. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328), a TaKKe C y4eTOM HaLMOHANbHbIX CTaHAAPTOB
Poccuiickoit Pepepaunn B 061actu 3awmtbl MHGOPMaL MM U B 061aCTU CO34aHNA aBTOMATU3MPOBAHHbIX
cucTem (Janee - HaUMOHabHbIE CTaHAAPTbI).

2. B [OKymeHTe ycTaHaBAMBatoTcA TpeboBaHMs K obecneyeHuto 3awmtbl  MHPoOpmaLmm
OrPaHMYEHHOro AOCTYMa, He coAepXKallel CBeAeHMs, COCTaBAsIOWME rOCYAapPCTBEHHYO TaliHy (ganee -
MHbOPMaUMS), OT YTEYKM NO TEXHUYECKMM KaHanaM, HEeCAaHKUMOHWMPOBAHHOMO AOCTYMNa, CnelmanbHbIX
BO3/[EMCTBMIA Ha TaKylo MHbopmauuio (HocuTenn uHbopmauum) B Lensax ee A06bIBaHNUA, YHUUTOXKEHUS,
WUCKaXXeHUAa UAM BNOKMPOBaHWA AocTyna K Hel (manee - 3awmTta mHPopmauuum) npu obpaboTke
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yKa3aHHOW MHbOPMaUUK B roCyAapCTBEHHbIX MHPOPMALLMOHHBIX CUCTEMAX.

Hactoawme TpeboBaHMA MOryT MNPUMEHSTbCA A0A 3aWuTbl obuweaocTynHor wuHbopmauuu,
cozepKallenca B rocyfapcTBeHHbIX MHOOPMALMOHHBIX CUCTEMAX, ANA LOCTUMKEHUA LLeNel, yKa3aHHbIX B
nyHKTax 1 n 3 yactn 1 ctatbm 16 ®epepanbHOro 3akoHa ot 27 ntona 2006 r. N 149-d3 "06 nHbopmauuu,
MHGOPMAUMNOHHbBIX TEXHONOTUAX U O 3awmTe MHGopmaummn".

B [OKymeHTe He paccmaTpuBatoTca TpeboBaHMA O 3awute WMHPOPMAUMKM, CBA3AHHbIE C
npUMeHeHMemM  KpunTorpadpuyeckmx  MeTogoB  3awmuTbl  UMHOpMAuuM U WKPPOBaANbHbIX
(KpunTOrpaduUecknx) cpeacTs 3aLmTbl UHGOPMALUN.

3. Hactoawme TpeboBaHua sasnatoTca obA3aTenbHbiMM Npu  obpabotke WHOOpmaummn B
rOCyfapCTBEHHbIX MHPOPMALMOHHbBIX cucTeMaX, GYHKLMOHMPYHOWUX Ha Tepputopun Poccuinckoi
depepaumnn, a TaKKe B MYHUUMNANbHbIX UHOGOPMALMOHHBIX CUCTEMAX, ECIM MHOE HEe YCTaHOBAEHO
3aKoHoAaTeNnbCTBOM Poccuinckon Pepepaumm 0 MECTHOM CaMoympaBieHUN.

Hactosawue TpeboBaHUA He PacipPOCTPAHAIOTCA HA roCyAapCTBEHHbIE MHGOPMALMOHHbIE CUCTEMDI
AamuHuctpauum MpesunaeHTa Poccuiickoit Peapepauum, Coseta besonacHoctn Poccuinckoit depepaunn,
depepanbHoro CobpaHus Poccuiickon ®epepaumn, TMpasuTtenbctBa Poccuitickoli  deaepauuuy,
KoHctutyumnoHHoro Cyaa Poccuinckoint deaepaunm, BepxosHoro Cyaa Poccuiickoit ®epepaumm, Boicwero
ApbutparkHoro Cyaa Poccuiickont ®epepaummn n depepanbHon cay»Kbbl 6esonacHocTn Poccuiickoin
depepaunn.

4. Hactoawme TpeboBaHuA npeaHasHayeHbl Ana obnagateneit MHGOPMaLMM, 3aKA3UMKOB,
3aK/IOUYUBLLIMX FOCYAAPCTBEHHbIA KOHTPAKT Ha CO34aHMe rocyaapcTBeHHON MHPOPMALMOHHOM CUCTEMDI
(manee - 3aKa34MKM) M ONEPATOPOB roCyAaPCTBEHHbIX MHPOPMALIMOHHBIX CUCTEM (danee - onepaTopbl).

Jlnuo, obpabaTtbiBatowee WHPOPMALUMIO, ABAAIOLLYIOCA FOCYAAPCTBEHHbIM MHPOPMALMOHHBLIM
pecypcom, Mo nopydyeHuio obnagatens wuHdopmauum (3akasumka) wam  onepatopa U (Man)
npeaocTaBasiollee MM BbIMMCAUTE/NbHbIE pecypcbl (MouwHOCTM) Ans 06paboTkM MHbOpMaLUK Ha
OCHOBAHWM 3aKNIOYEHHOro AoroBopa (ganee - yNo/JIHOMOYEHHOe /Muo), obecneuyvMBaer 3aluUTy
nHpopmauum B COOTBETCTBMW C 3aKoHodaTenbCcTBOM Poccuiickon degepaumm 06 uHdpopmauum,
MHGOPMALMOHHBIX TEXHOOMUAX U O 3awmTe MHPopmaumn. B gorosope fonxkHa 6bITb NpesycmMoTpeHa
06A3aHHOCTb  YNO/JIHOMOYEHHOTO  AMuA  obecneymBaTb  3aWUTy  WUHPOpPMaLUKM,  ABAAOLLENCA
rocyAapcTBeHHbIM MHPOPMALLMOHHBIM PECYPCOM, B COOTBETCTBUM C HAcTOALWMMKN TpeboBaHMAMM.

5. Mpn 06paboTKe B rocyaapcTBeHHOMW MHGOPMALMOHHOM cucteme MHGOPMaLMK, coaeprKallei
NnepcoHanbHble AaHHble, HacToAwMe TpebOBaHUA NMPUMEHAIOTCA Hapady C TPeboBaHMAMM K 3awuTe
NepPCOHANbHbIX AaHHbIX MPU UX 06pPaboTKe B MHOOPMALMOHHBIX CUCTEMAX NEPCOHANbHBLIX AAHHbIX,
YTBEPKAEHHbIX NocTaHoBAeHWeMm lMpaBuTenbctBa Poccuiickot ®egepaumm ot 1 HoAbps 2012 r. N 1119
(CobpaHue 3akoHogaTenbcTBa Poccuiickoit depepauymm, 2012, N 45, cT. 6257).

6. Mo peweHuto obnagatena nHGopmaumn (3akasumka) uam onepaTopa Hactoawme TpebosaHuA
MOTYT  MNPUMEHATbCS  AN1A  3aluMTbl  MHPOpMALMK, coAepiKallelcs B HErocyAapCTBEHHbIX
MHPOPMALMNOHHDIX CUCTEMAX.

7. 3awwmTa MHGOpMaLUK, coaeprKaLleinca B rocyaapcTBeHHOM MHGOPMaLMOHHOM cucTeMe (fanee -
MHPOPMALUMOHHAA cucTema), obecneumsBaeTca MyTEM BbINOAHEHWA obnagatenem UHbOpPMaLUm
(3aKkasumkom) u (Mnun) onepatopom TpPebOBaAHWUI K OpraHU3auMmM 3aWmUTbl MHGOPMaL MK, CoAeprKaLlenca
B MHPOPMaLMOHHON cucTteme, M TpeboBaHUIM K Mepam 3awWmTbl MHPOPMALMK, coAeprKallelics B
MHGOPMALMOHHOM CUCTEME.

Il. TpeboBaHMA K opraHM3aumm 3aWwmTbl UHGOPMaLUK,
cofepKalencs B MHGOPMALMOHHOM cucTeme

8. B MHbOpPMaLMOHHON cucTeMe OO6BbEKTaMM 3amTbl ABAAIOTCA MHPOPMALMA, coaepKaLLanca B
MHPOPMALMOHHON CUCTEME, TEXHUYECKUE CPeaCTBa (B TOM Yncie CpeacTBa BblYUCAUTENBHON TEXHUKM,
MalUMHHblE HOCUTENN WHPOPMALUK, CPEeACTBa M CUCTEMbI CBA3M M Nepefayn AaHHbIX, TEXHUYECKue
cpeactea 06paboTkM  ByKBEHHO-UMPPOBOW, rpaduYeckol, BMAeO- U pedyeBon WHPOpMaLUK),
obliecuctemHoe, MNpPUKAagHOe, crneuManbHoe nporpammHoe obecneyeHue, MHGOOPMaALMOHHbIE
TEXHONIOTUMK, A TaKKe CPeACcTBa 3aLMTbl UHPOPMALUN.

9. [Ons obecneyeHua 3awWuTbl MHOPMaLUKM, coaep)Kawenca B MHPOPMALMOHHOMN CUCTEME,
ONepaTopoM HA3HAYaeTca CTPYKTYpHOe MoApasdeNeHue WM  AO/KHOCTHOoe Anuo  (paboTHMK),


consultantplus://offline/ref=DBB753914FFF3C03988D34097C2B4FE58B598EDC374990FC9AD027DBA132D4038658C3E03756079BY7f2F
consultantplus://offline/ref=DBB753914FFF3C03988D34097C2B4FE58B598EDC374990FC9AD027DBA132D4038658C3E03756079BY7fCF
consultantplus://offline/ref=DBB753914FFF3C03988D34097C2B4FE58B5D81D8374E90FC9AD027DBA132D4038658C3E03756069FY7fDF

OTBETCTBEHHbIE 33 3aLUTy MHPOpMaLUN.

10. Ana nposeaeHua paboT no 3awuTte MHPoOpmauMM B XO4e CO34aHMA W 3IKCnayaTauuu
MHOOPMALMOHHOM cucTeMbl obnagaTenem MHGopMaLMn (3aKa3umMKom) U ONepaTopom B COOTBETCTBUM C
3aKoHozaTenbctBOM Poccuiickon ®Pepepaumm npu HeobXoaMMOCTM NPUBAEKAIOTCA OpraHM3aLuumu,
nmeruwme ANLEH3NIO Ha AeATE/IbHOCTb MO TEXHUYECKOWN 3alumTe KoOHPuAaeHuManbHonm nHdopmaumm B
cooTtBeTcTBMM ¢ PepepanbHbim 3akoHOM OT 4 maa 2011 r. N 99-®3 "O AMUEH3UPOBAHUM OTAENbHbIX
B1AoB aesatenbHocTn" (CobpaHue 3aKkoHoaaTenbcTBa Poccuiickon deaepauuum, 2011, N 19, c1. 2716; N
30, cT. 4590; N 43, cT. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. OAna obecneyeHua 3awmTbl MHPOpMAUMMK, coAeprKalenca B MHPOPMALMOHHOMN CUCTEME,
NPUMEHALOTCA CpeacTBa  3awuMTbl MHPoOpMaLMW, npowegline OLEHKY COOTBeTCTBMA B  dopme
ob6s3atenbHoM cepTudmKaumMm Ha cooTseTcTBMe TpeboBaHMAM Mo 6GesonacHocTM MHbOpMaLMK B
COOTBETCTBUM CO cTaTben 5 PegepanbHOro 3akoHa oT 27 aekabpsa 2002 r. N 184-d3 "O TexHUYecKom
perynnposaHumn" (CobpaHne 3akoHoaaTenbctBa Poccuitckoit deaepauymm, 2002, N 52, ct. 5140; 2007, N
19, ct1. 2293; N 49, c1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, cT. 5711; 2010, N 1, cT. 6;
2011, N 30, cT.4603; N 49, ct. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

12. 3awmTa nHPopmaunm, cogeprawenca B MHOOPMaALMOHHON CUCTEME, ABNAETCA COCTABHOM
YyacTblo PaboT MO CO34aHMIO U 3KCMAyaTauumn MHGOPMALMOHHON cucTeMbl M obecneynBaeTcs Ha Bcex
cTagusax (3Tamax) ee co3gaHMA M B XO4e IKCN/AyaTauuu MyTem MPUHATUMA OPraHM3aLUMOHHbIX U
TEXHUYECKMX Mep 3aWwmTbl MHPOPMAUMKM, HANpaBAEHHbIX Ha GJ0KMpoBaHMe (HeMTpanusauuio) yrpos
6e3onacHOCTM MHPOopMaLMM B MHPOPMALLMOHHOM CUCTEME, B PAMKAX CUCTEMbI (MOACUCTEMDI) 3aLLUTDI
MHbOPMaLUN MHPOPMALMOHHOM CUCTEMBI (Janee - cuctema 3awmTbl MHGoOpMaLMU MHOOPMALMOHHOM
cucTembl).

OpraHn3auMoHHbIE N TEXHUYECKME MepPbI 3aLLMTbl MHPOPMaL MK, peanmsyemble B pamMKax CUCTEMbI
3awWwmTbl MHPopMauMmM MHGOPMALMOHHOM CUCTEMBI, B 3aBUCMMOCTM OT MHOPMALMKM, CoaeprKaLLelica B
MHGOPMAUMOHHOW cucTeme, Leneit co3gaHns MHGOPMALMOHHON CUCTEMbI M 33Za4, PeLlaemblX 3TOM
MHGOPMALNOHHOM CUCTEMOM, AONKHDBI ObITb HaNPaBAEHbI HA UCKOYEHME:

HenpaBOMEpPHbIX AOCTyNa, KONMPOBaHMA, NPeLOCTaBNEeHMA UAM PACNPOCTPAHEHUA MHOPMALUK
(obecneyeHune KOHOUAEHLMANBHOCTU MHOPMALMK);

HEMPaBOMEPHbIX  YHUYTOXEHUs wuan  moauduumpoBaHma  MHPopmaumm  (obecnedveHune
LLeNOCTHOCTM MHbOPMALLMK);

HenpaBoMepHoOro 610KMpoBaHNA MHPopPMaLMK (0becneyeHme AOCTYNHOCTU MHbOPMaLMK).

13. Ana obecneyeHunsa 3awmtbl MHPOPMALMK, copepKallelncs B MHOOPMAUMOHHON cucTeme,
NpoBOAATCA CAeaytowme MeponpuaTus:

dopmupoBaHne TpeboBaHWI K 3almTe WMHbOpPMAUMKM, coaeprkallenca B WMHPOPMALIMOHHOM
cucteme;

pa3paboTKa cMcTeMbl 3aLMTbl UHPOPMALUN MHGOPMALMOHHOMN CUCTEMBI;

BHeApPEHNE CUCTEMDI 3aLLUMTbI MHGOPMaUUKN MHPOPMALLMOHHOM CUCTEMDI;

atrectauma WMHPOPMALMOHHOW CcUCTeMbl MO TpeboBaHMAM 3awuTbl MHPopmaunn (panee -
atTrectauma MHGOPMaALMOHHOM CUCTEMBI) U BBOZ, €€ B AENCTBUE;

obecneyeHne 3aWwmTbl MHGOPMALMM B XOAE IKCMAyaTauuM aTTeCTOBaHHOM WHGPOPMALMOHHON
CUCTEMDI;

obecneveHne 3awmTbl  MHPOPMAUMM MPM  BbIBOAE M3  IKCMAyaTauMuM  aTTeCTOBAHHOW
MHGOPMALMOHHOM CUCTEMBI UM NOC/E NPUHATUA pelleHna 06 OKOHYaHUK 06paboTkM MHbopMaLUH.

dopmumpoBaHMe TpeboBaHMM K 3awmTe MHGOPMaLMK, coaepKallenca
B MHOOPMALMOHHOM cucTeme

14. dopmupoBaHme TpeboBaHMIN K 3alumnTe MHbOPMAUUKM, cogepKalenca B MHGOPMaLMOHHON
cucTemMe, ocyLecTeaseTca obnagatesnem MHpopmaLmm (3akasunKkom).

dopmupoBaHMe TpeboBaHMN K 3awuTe UHbOpMaUUM, coaepskalienca B MHPOPMALIMOHHOM
cucteme, ocyuwecteasetrca ¢ ydetom [OCT P 51583 "3awuta uHbopmaumn. Mopagok cosgaHus
aBTOMaTM3MPOBAHHbIX CUCTEM B 3aLUMLWEHHOM McrnonHeHun. Obwue nonoxenua" (oanee - FOCT P
51583) u FOCT P 51624 "3awmTta MHbOpMauMU. ABTOMATU3UPOBAHHbIE CUCTEMbI B 3alLULLEHHOM
ncnonHeHuun. Obwue TpebosaHus" (aanee - TOCT P 51624) 1 B TOM unc/ie BKIOYAET:
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NPUHATUE  pPeLleHus O  HeobxogumMocTM  3awmTbl  MHPOpMaLMKM, cogeprKalieiica B
MHPOPMALMOHHOM CUCTEME;

KnaccudpuKaumio MHPOPMaLMOHHON cUCTeMbl NO TpeboBaHMAM 3alUnUTbl MHGOpMaUUKU (aanee -
Knaccudukauma MHGOPMaLMOHHOM CUCTEMDI);

onpezeneHne yrpos 6esonacHoct MHGOPMaUMM, peanm3aumsa KOTOPbIX MOXKET MPUBECTM K
HapyLweHuto 6esonacHoCcTM MHPopmaumm B MHPOPMALMOHHON cucTeme, U pa3paboTKy Ha UX OCHoBe
Mmoaenn yrpo3 6e3onacHoCcTn MHbopmaunu;

onpezeneHune TpeboBaHU K cucTeme 3aLmTbl MHPOPMaLMN MHPOPMALIMOHHON CUCTEMDBI.

14.1. MpU NPUHATMM pelleHMa O HeobxoAMMOCTM 3aWuTbl MHPOPMaLUKM, coaep)Kalleinca B
MHGOPMALMOHHOM CUCTEME, OCYLLECTBNAETCA:

aHanu3 uenei co3gaHna MHPOPMALMOHHOM CUCTEMbI M 33434, PELIaeMbIX 3TOM MHGOPMALMOHHON
CUCTEMOW;

onpeaeneHne nHGopmauuu, noanexawen ob6paboTke B MHGOPMaALMOHHON CUCTEME;

aHa/M3  HOPMATMBHbLIX MPaABOBbIX AKTOB, METOAMYECKUX [AOKYMEHTOB W  HALMOHANbHbIX
CTAHAAPTOB, KOTOPbIM A0/1)KHA COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

NPUHATME  peleHMA O HeobXxoAMMOCTM  CO34aHMA  CUCTEMbI  3aWwmTbl  MHopmaumu
MHOOPMALMOHHON CUCTEMDbI, @ TaK¥Ke onpegenieHne Uenen W 3agady 3awmTbl MHGOpMaLMM B
MHGOPMALMOHHON  CUCTEME, OCHOBHbIX 3TanoB CO34aHWA  CUCTEMbI  3aluTbl  MHbOPMaLUK
MHOOPMALMOHHOM cUCTEMBI U PYHKUMIM Mo obecneyeHUio 3almTbl MHPOPMaLMK, codepiKallenca B
MHPOPMaAUMOHHON cucteme, obnagatens uHopmaumm (3aKasumka), onepaTopa U YNOJHOMOYEHHbIX
anu,

14.2. Knaccndmkauma MHPOPMaLMOHHON CUCTEMbI NPOBOAMUTCA B 3aBUCMMOCTM OT 3HAYMMOCTMU
obpabaTtbiBaeMoli B Heill UHPOpPMauMM M MacwTaba WHPOPMAUMOHHON cucTembl (bepepanbHbii,
PernoHasnbHbl, 06HEKTOBbIN).

YCcTaHaB/MBAOTCA YeTbipe Kaacca 3alMLLEHHOCTU MHPOPMALMOHHOM CUCTEMBI, ONpeaensatoLmne
YPOBHM 3aLUMNLLEHHOCTU coaep Kalleiica B Hel uHpopmaumm. Camblii HU3KMI Klacc - YeTBEPTbIN, Cambli
BbICOKMI - NepBblii. Knacc 3awmieHHoCcTM MHGOPMALMOHHOM CUCTEMbI ONPeaenaeTcs B COOTBETCTBUN C
npunoxeHnem N 1 K Hactoawmm TpeboBaHMAM.

Knacc 3awmiieHHocTn onpegensetca aaa WHOOPMAUMOHHOM CUCTEMbI B LLEIOM W, Npwu
HeobxoAMMOCTM, O1A ee OTAeNbHbIX CerMeHTOB (COoCTaBHbIX u4acTeld). TpeboBaHMe K Knaccy
3aLUMLLLEHHOCTM BK/IIOYAETCA B TEXHMYECKOE 3aZaHNe Ha co3aaHne MHPOPMALLMOHHOM cucTembl U (Mam)
TEXHMYECKOEe 3afaHue (4acTHOoe TexHMYecKoe 3afaHWe) Ha co3gaHuMe CUCTeMbl 3alMTbl MHPopMaLUn
MHGOPMALMOHHOM CUCTEMBI, pa3pabaTtbiBaemble ¢ yyeTom FOCT 34.602 "NHbopMaLMOHHAA TEXHONOTUS.
Komnnekc cTaHAapToOB Ha aBTOMATM3MPOBaHHble cUCTEMbl. TexHMYECKOoe 33aJaHuMe Ha Co3jaHue
aBTOMaTM3MpoBaHHOM cuctembl" (ganee - TOCT 34.602), FOCT P 51583 1 FOCT P 51624.

Knacc 3awmiieHHOCTM MHOOPMALMOHHOM CUCTEMbI MOANEXKUT MEPEecMOTPY MNpPU U3MEHeHUU
MaclwTaba MHPOPMALMOHHOM CUCTEMbBI AN 3HAUMMOCTU 0bpabaTbiBaeMol B Hel MHbOPMaL UK.

Pe3ynbTaTtbl KnaccupuKkaumm MHGOPMaLMOHHOM cucTeMbl 0POPMAAIOTCA AKTOM KnacCubuKaumm.

14.3. Yrpo3bl 6e30nacHOCTU MHPOPMALIMM ONPEAENAIOTCA NO pe3y/ibTaTaM OLEeHKN BO3MOXKHOCTEN
(noTeHuMana, OCHAWEHHOCTM M MOTMBALMM) BHELWHMX W BHYTPEHHMX HapylwuTenen, aHaausa
BO3MOXHbIX YA3BMMOCTEM MHPOPMALMOHHON CUCTEMbI, BO3MOXHbIX CNOCOBOB peannsaumm yrpos
6esonacHOCTM WHbOPMAUMM M MOCAEeACTBMIA OT HapylweHua cBokcTB 6e3onacHoctM uH$popmaumm
(KOHOUAEHLMANBHOCTH, LENOCTHOCTM, LOCTYNHOCTH).

Mpn  onpegeneHun  yrpo3  6e3onacHOCTM  UHGOPMALMM  YYUTBIBAOTCA  CTPYKTYpHO-
bYHKUMOHaNbHbIE XapaKTePUCTUKU MHOOPMALMOHHON CUCTEMbI, BK/OYalOLWME CTPYKTYpYy M COCTaB
MHPOPMALMOHHON cUCTEMDbI, GU3NYECKUE, NornMveckne, QYHKUMOHANbHbIE W TeXHOJOrMyeckue
B3aMMOCBA3M MeEXAY CermeHTaMm WHOOPMALMOHHON CUCTEMDBI, C WHBIMK MHGOOPMALMOHHBIMM
cUcTEMamMM M UHGOPMALMOHHO-TENEKOMMYHUKALLMOHHBIMU CETAMM, PEXUMbI 06paboTKN MHbOPMaLMK
B MHOOPMALMOHHOM CUCTEME W B ee OTAEe/bHbIX CEerMeHTax, a TaKXKe WHble XapaKTepPUCTUKK
MHOOPMALMOHHON CUCTEMDBI, NPUMEHSAEeMble UMHPOPMALMOHHbIE TEXHONOTMM U OCOBEHHOCTM ee
dYHKUMOHUPOBAHUA.

Mo pesynbTaTam onpegeneHns yrpo3 6e30MacHOCTM MHbOPMaUUM NpU  HeobxoaMMOoCTU
pa3pabaTbiBalOTCA PEKOMEHAALMU MO KOPPEKTUPOBKE CTPYKTYPHO-OYHKLMOHAMbHbBIX XapaKTepPUCTUK
MHPOPMALMOHHON CUCTEMbI, HanpaB/ieHHble Ha B6NOKMpOBaHWE (HEeMTpasM3auMio) OTAENbHbIX Yrpos
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6e3onacHocTU MHPopMaLMK.

Mopgenb yrpo3 6e3onacHOCTU MHOOPMALUKN AO0NKHA COAEPXKATb ONUCaHWe MHPOPMALMOHHOWM
CUCTEMBI U €€ CTPYKTYPHO-PYHKLUMOHANBHbIX XapaKTEPUCTUK, a TaKKe onucaHune yrpo3 6esonacHoctu
MHbOPMaUMK, BK/OYAlOLWLEE OMWCAHWE BO3MOXKHOCTEM Hapywwuteneir (mogenb Hapywwutens),
BO3MOMHbIX YyA3BMMOCTEN MHPOPMALMOHHOM CUCTEMBI, CNOCOOOB peanmsaummn yrpos 6esonacHocTu
MHbOpPMaUMM U NOCAEACTBMIA OT HapyLLUEHMA CBOMCTB 6e3onacHOCTU MHbOpMaLUN.

Ona onpeageneHns yrpo3 6e3onacHoCcTM MHPopmauum n paspaboTkn moaenn yrpos 6es3onacHocTm
MHPopMaLUM NPUMEHAIOTCA METOAMYECKME OOKYMEHTbl, pa3paboTaHHble M yTBep:KAeHHble PCTIK
Poccun B cootBeTcTBMM € noanyHKTOM 4 nyHKTa 8 [losoxkeHuAa o PepepanbHoit cnyxbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOIO, YTBEPXKAEHHOro YKaszom [lpe3naeHta Poccuiickom
depepaunn ot 16 asrycta 2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuitickot deaepaumm, 2004,
N 34, c1. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K cucTeMe 3aWmUTbl UHGOPMALUN MHPOPMALMOHHON CUCTEMBI ONPEAENAIOTCA B
3aBMCMMOCTM OT Kjacca 3aWMULEHHOCTM MHGOOPMALMOHHOM CUCTEMbI WM yrpo3 6e30MacHOCTM
MHPOPMALMK, BKAIOYEHHDBIX B MOAENb Yrpo3 6€30MacHOCTU MHOPMaLmH.

TpeboBaHMA K cucteme 3awmTbl MHPOPMALMM MHOPOPMALMOHHON CUCTEMBI BKIOYAIOTCA B
TEXHMYECKOe 3aaHue Ha co3gaHne MHGOPMALMOHHON CUCTEMBI U (MAK) TEXHMYECKOe 3aaaHme (YacTHoe
TEXHMYECKOE 3afaHMEe) Ha COo34aHMe CUCTEMbI 3alMTbl MHPOPMALMK MHPOPMALMOHHON CUCTEMDI,
pa3pabaTbiBaemble ¢ yyetom FOCT 34.602, TOCT P 51583 n IOCT P 51624, n A0MKHbI B TOM 4ucne
copepkKatb:

uenb 1 3aga4m obecneyeHmn 3aWmUTbl MHGOPMaLMKU B UHHOPMALMOHHOM CUCTEME;

KN1acC 3aLMLLLEHHOCTN MHPOPMALLMOHHOM CUCTEMBI;

nepeyeHb HOPMATMBHbLIX MPABOBbIX AKTOB, METOAMYECKMX [AOKYMEHTOB M HaLMOHaNbHbIX
CTaHAapPTOB, KOTOPbIM AOJI)KHA COOTBETCTBOBATb MHGOPMALMOHHAA CUCTEMA;

nepeyeHb 0OBHEKTOB 3aLUNTbI MHPOPMALMOHHOM CUCTEMDI;

TpeboBaHMA K Mepam U cpeacTBam 3awmTbl MHGOPMALUKM, NPUMEHSAEMbIM B MHPOPMALMOHHON
cucTeme;

TpeboBaHMA K 3awmte WHbOpPMAUMM Npu MHPOPMALMOHHOM B3aMMOLENCTBUM C  MHbIMU
MHGOPMALNOHHBIMKU CUCTEMAaMMN U MHGOPMALMOHHO-TENEKOMMYHUKALMOHHBIMWU CETAMM, B TOM YnUCAE C
MHOOPMALNOHHBIMU CUCTEMAMM YNOJHOMOYEHHOTO ML, A TaKXKe NPU NPUMEHEHUN BbIYUCNTENbHbIX
pecypcoB (MoLWHOCTEN), NPeaoCcTaBAAEMbIX YNOJHOMOYEHHbIM IMLLOM 417 06paboTKM MHpopmaLmu.

Mpn onpeaeneHMn TpeboOBaHUI K cucTeMe 3aWmTbl UHGOPMAUUN MHOOPMALUMOHHON CUCTEMDI
YUYUTBIBAIOTCA MOIOXKEHUA MNOAUTUK obecneyveHna WHOOPMaLMOHHON OesonacHoCTM ob6nagaTens
MHbopMaumm (3aKkasumka) B caydae ux paspabotkm no FOCT P MCO/M3K 27001 "MHdpopmaumoHHan
TexHonorns. MeTtogbl W cpeactBa obecneyeHus  6esonacHocTU.  CUCTeMbl  MeHeaXMeHTa
MHbOPMaUMOHHON Be3onacHocTn. TpeboBaHuA", a TaKKe MOAUTUMK obecneyeHnsa MHOOPMALMOHHOM
6€30MacHOCTM onepatopa M YMNOJHOMOYEHHOrO /iMUA B 4YacTW, He NPOTMBOPEYaALeN NOAUTUKAM
obnapatena nHbopmaumm (3akasumka).

PaspaboTka cuctemsbl 3aWnTbl MHGOPMaLUM MHPOPMALMOHHOM CUCTEMDbI

15. PaspaboTtka cuctembl 3awmtbl MHGOPMaLMM WHPOPMALMOHHON CUCTEMbI OpPraHuU3yeTca
obnagatenem MHGopMaL MK (3aKa3unMKoMm).

PaspaboTka cucTembl 3awuTbl UHGOPMALUM WMHOOPMALMOHHON CUCTEMbBI OCYLLECTBAAETCA B
COOTBETCTBUM C TEXHUYECKMM 3aZaHMEM Ha CO34aHMe MHPOPMALMOHHOM CUCTEMDI U (MUNKN) TEXHUYECKUM
3afaHnMemM (4aCTHbIM TeXHMYECKMM 33JaHMeM) Ha Cco3fJaHue CcucTeMbl 3aluTbl  MHOopMaLmu
MHOpMaUMOHHOM cuctembl ¢ ydetom [OCT 34.601 "WHdopmaumoHHas TexHonorns. Komnnekc
CTaHAAPTOB Ha aBTOMATU3MPOBaHHble CUCTEMbl. ABTOMaTM3UpOBaHHble cucTembl. CTagum cospaHua”
(nanee - FOCT 34.601), TOCT P 51583 1 TOCT P 51624 1 B TOM YMC/ie BKAOYAET:

NPOEKTUPOBAHME CUCTEMBI 3aLLMUTbI MHPOPMALMKN MHPOPMALMOHHOM CUCTEMDI;

pa3paboTKy  3KCMYyaTaUMOHHOW  AOKYMEHTauMM Ha  cuctemy  3almTtel  MHOpMaLMK
MHPOPMALMOHHOM CUCTEMDI;

MaKeTMpoBaHWEe M TeCTUPOBAHME CUCTEMbI 3aWmUTbl MHGOPMALMU MHDOPMALMOHHON CUCTEMDI
(npn HeobxoanmocTH).
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Cuctema 3awmtbl MHOOpMauMM WHPOPMALMOHHOM CUCTEMbI He [OJIKHA NpPenAaTCcTBOBaTb
OOCTUNKEHMIO Lenielt co3gaHna MHGOPMALMOHHOM cncTembl U ee GYHKLMOHUPOBaHMUIO.

Mpwn paspaboTke cuctembl 3aWmTbl MHOOPMALUMM MHPOPMALLMOHHOM CUCTEMDbI YUMTLIBAETCA ee
MHPOPMALMOHHOE B3aUMOAENCTBME C MHbIMU MHPOPMALMOHHLIMM CUCTEMAMM U MHPOPMALMUOHHO-
TENIEKOMMYHWUKALUNOHHBIMW CETAMM, B TOM Yncae ¢ UHGOPMALNOHHBIMU CUCTEMAMM YNOAHOMOYEHHOTO
MUa, a TaKXe TMNPUMEHEHMEe BbIYUC/IUTE/IbHbIX PEecypcoB (MoOWHOCTEN), NpesoCcTaBAsEMbIX
YNO/IHOMOYEHHbIM IMLLOM /18 06paboTKM MHbOPMaLUW.

15.1. Mpw NPoEeKTUPOBAHNM CUCTEMbI 3aLWLMTbl MHGOPMALUM MHPOPMALMOHHOM CUCTEMBI:

onpeaensaTca TUMbl CybbekToB AoCTyna (No/ib30BaTe N, NPOLLECChl U MHble CyObeKTbl JOCTyNna) U
06BbEeKTOB A0CTyMa, ABAAKLWINXCA ObbeKkTamu 3aumTbl (yCcTponcTBa, 06beKTbl $HalinoBON CUCTEMBI,
3anycKaemble M UCMONHAEMble MOAYAN, OOBEKTbI CUCTEMbI yrnpaBneHWa 6asamu [aHHbIX, 0OBEKTHI,
co3/aBaemble NPUKAALHbIM NPOrPaMMHbIM obecrnevyeHnem, MHble 0OBEKTbI 4OCTYNA);

onpeaenalnTca MeToAbl YNnpaBAeHMA AOCTYNom (OUCKPEUMOHHbIM, MaHAaTHbIA, PONEBON WU
WHble MeToabl), TUMbl AOCTyNa (YTEHWE, 3anuCb, BbINOJIHEHWE WM WHble TUMbI AOCTyNa) M nNpasuaa
pasrpaHMYeHns [O0CTyna CcybObeKkToB A[0CTyna K obbekTam AocTyna (Ha OCHOBE CMWCKOB, METOK
6€30MacHOCTH, POJIei U UHbIX NPaBWA), NogAEKALME peannsaummn B MUHPOPMALMOHHOM CUCTEME;

BblOMpatoTcA Mepbl 3aWuTbl MHPOpMALMK, NoANerKalme peanvs3aumm B CUCTEME 3aLmTbI
nHPopMauUm MHGOPMALMOHHOMN CUCTEMDI;

onpeaensalTca BUAbI M TUMbl CPEACTB 3alMTbl MHPOPMaUuMK, obecrneymBalolme peanmnsaumio
TEXHUYECKMX MeP 3aWuUTbl MHOOPMALMK;

onpeaensieTca CTPYKTypa CUCTEMbI 3aLUTbl MHGOPMaLUK MHGOPMALIMOHHOM CUCTEMbI, BKIOYan
cocTaB (KoInM4ecTBo) N MecTa pasmMellleHUA ee 31eMEHTOB;

OCYLLECTBNIAETCA BbIOOP CPeAcTB 3alMTbl MHPOPMALMKN, CEPTUPULMPOBAHHDBIX HA COOTBETCTBME
TpeboBaHMAM no 6e3onacHOCTM MHPOPMALMKU, C YYETOM WX CTOMMOCTM, COBMECTUMOCTU C
MHOOPMALUMOHHBIMU TEXHONIOTUAMMU N TEXHUYECKMMWU cpeacTBamu, ¢yHKUMIA 6e30MacHOCTM  3TUX
CpencTB n 0cobeHHOCTEN X peannsaumm, a TakKe Knacca 3almeHHOCTU MHPOPMALMOHHON CUCTEMDI;

onpeAenstoTcs napameTpbl HAaCTPOMKM MNPOrpamMMHOro obecneyeHus, BK/OYas NporpaMmHoe
obecneyeHne cpeacTs  3awmTbl  MHopmaumu, obecneuymBalowme peanmsaLmlo  Mep  3aWMUTbl
MHGOPMAUMKM, a TaKXKe YCTpaHeHWe BO3MOMXHbIX YA3BMMOCTEM WHPOPMALMOHHOMW CUCTEMBI,
NPUBOAALLMX K BO3HUKHOBEHMIO yrpo3 6e30nacHoCTM MHGopMauum;

onpeaensalTca Mepbl 3aWmTbl MHGOpMaLMM Npu MHPOPMALMOHHOM B3aMMOLENCTBUN C UHBIMUI
MHPOPMALMNOHHBIMKU cUcTEMaMM N MHGOPMALLMOHHO-TENNEKOMMYHUKALMOHHbBIMU CETAMMU, B TOM YMCIe C
MHPOPMALNOHHBIMMU CUCTEMAMM YNONHOMOYEHHOTO INLA, A TAKXKe NPU NPUMEHEHUWN BbIYUCNTENbHbIX
pecypcoB (MoLWHOCTeN), NPeaoCcTaBAAEMbIX YNOJAHOMOYEHHbIM IMLOM A8 06paboTKM MHPopMaLUN.

Pe3ynbTaTbl NPOEKTUPOBAHMA CUCTEMBI 3alWMTbl MHPOPMAUUN MHPOPMALIMOHHOM CUCTEMDI
OTpaKalTcA B MNPOEKTHOW [AOKYMEHTauuM (3CKM3HOM (TEXHMUYECKOM) MpoeKkTe U (Mnu) B pabouelt
OOKYMeHTauMmn) Ha WMHPOPMALMOHHYIO CUCTEMY (cMCTeMy 3awmTbl MHGOPMALUN WMHPOPMALMOHHON
cucTtembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "MHpopmauMoHHaa TexHonorua. Komnnekc
CTAHAAPTOB Ha aBTOMATM3MPOBAHHbIE CUCTEMbI. Buabl, KOMNIEKTHOCTb U 0BO3HAYEeHUE LOKYMEHTOB
npu co3aaHnm aBTOMaTU3NPOBaHHbIX cuctem" (ganee - FOCT 34.201).

MpoeKTHasA [OKYMEHTauus Ha MHPOPMALMOHHY0 cucTeMy W (Mamn) ee cucTemMy 3awmThbl
MHbOPMaLUMKN NoanexaT COrnacoBaHMIO C ONepaTopom MHPOPMALMOHHOW CUCTEMBI B C/lydae, ec/iv OH
onpefeneH TaKOBbIM B COOTBETCTBMM C 3aKOHOZATENbCTBOM Poccuiickon Pepepauun K MOMEHTY
OKOHYaHUA NPOEKTUPOBAHMA CUCTEMbI 3aWmTbl UHPOPMALUM MHGOOPMALMOHHON CUCTEMBI U He
ABNAETCA 3aKA34YMKOM AAHHOM MHPOPMALMOHHON CUCTEMBI.

Mpyn oOTCYyTCTBUM HEOBXOAUMBIX CPeAcTB 3aWwuTbl UHOOPMaUUK, CEePTUPUUMPOBAHHBIX Ha
cooTBeTcTBME TpeboBaHMAM No 6e3onacHOCTU MHbOPMaUUKM, opraHusyeTca paspaboTka (aopaboTka)
CpeacTB 3aWmnTbl MHPOPMALMK M NX CEPTUPUKALIMA B COOTBETCTBUM C 3aKOHOAATENBCTBOM Poccuiickol
depepauun AN NPOU3BOAMTCA KOPPEKTUPOBKA NPOEKTHbLIX PELleHNn N0 MHGOPMALMOHHON cucTeme U
(unn) ee cucteme 3awmTbl MHOOPMALMM C y4ETOM (PYHKLMOHANBbHBIX BO3MOMKHOCTEN MMEIOLLMXCA
CepTUPUUMPOBAHHBIX CPEACTB 3aLLUTbI MHPOPMALUN.

15.2. Pa3paboTKa 3KCMAyaTauMOHHOM [OKYMEHTALMM Ha CcUCTeMy 3awuTbl MHOpMaLMK
MHPOPMALMOHHON CUCTEMbI OCYLLECTB/IAETCA B COOTBETCTBUM C TEXHUYECKUM 33aJaHMEM Ha co3jgaHue
MHPOPMALMOHHON cUCTEMbI U (MIM) TEXHUYECKMM 3aJaHMEM (YaCTHbIM TEXHUMYECKMM 33daHMeM) Ha
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CO34aHue cucTembl 3awwmTbl MHGOPMaLMM MHGOPMALUMOHHOM CUCTEMDI.

dKcnayaTauMOHHaA AOKYMEHTAUMA HA CUCTEMY 3aLLNTbl MHGOPMALMKN MHPOPMALLMOHHOM CUCTEMDI
paspabaTbiBaetca ¢ ydyetom IOCT 34.601, FOCT 34.201 n IOCT P 51624 wn posXKHa B TOM 4ucie
coAepKaTb onucaHue:

CTPYKTYpPbI CUCTEMBI 3aLWNUTbl UHGOPMALNN MHGOPMALLMOHHOM CUCTEMBI;

COCTaBa, MeCT YCTaHOBKM, MapameTpoB M MOpAAKa HACTPOMKKM cpeacTs 3awwmTbl MHbOPMALUK,
nporpammHoro obecnevyeHmsa n TEXHUYECKUX CPEACTB;

npaBWA 3KCNAyaTaLMmM CUCTEMbI 3aLLMTbI MHPOPMaLMM MHOOPMALMOHHOM CUCTEMBI.

15.3. Mpn MaKeTMpoBaHMN N TECTUPOBAHUMU CUCTEMbI 3aWMTbl MHGOPMALUM UHPOPMALMOHHOM
CUCTEMBI B TOM YNC/IE OCYLLECTBAAIOTCA:

nposepKa paboTocnocobHOCTM U COBMECTMMOCTU BbIOPAHHbIX CPeACTB 3alnTbl MHGOPMaLUKM C
MHOOPMALNOHHBIMU TEXHONOTUAMM U TEXHUYECKUMU CPeacTBamu;

npoBepKa BbINOJHEHMA BbIOPAaHHbIMM CPEACTBAMM 3aLLUTLI MHOOPMaUUKN TPebOoBaHWUI K cucteme
3aWmTbl MHGOPMaL MM MUHGOPMALNOHHOMN CUCTEMDI;

KOPPEKTUPOBKA MPOEKTHbIX PeLeHMM, pa3paboTaHHbIX NPU CO34aHUN MHPOPMALLMOHHOM CUCTEMDI
n (nn) cuctemol 3aLWmMTbl MHGOPMALUN MHOOPMALMOHHOM CUCTEMDI;

KOPPEKTUPOBKA MPOEKTHOM W 3KCNAyaTaUMOHHOMW OOKYMEHTauMM Ha CUCTEMY  3alimThbl
nHPopmMauum MHGOPMALMOHHOMN CUCTEMDI.

MakeTnpoBaHue cuctemol 3aLWnTbl MHGOPMaLMM MHOOPMALLMOHHOM CUCTEMBI U €e TeCTUPOBaHUE
MOXeT MNpoBOAUTBCA B TOM YMCAE C WCMNOMb30BAaHMEM CPeACTB M METOA0B MOAENIMPOBAHUA
MHGOPMALMOHHBIX CUCTEM N TEXHOOTUI BUPTYanU3aLMN.

BHegpeHue cuctemMbl 3aLUnUTbl MHGOPMaLMN MHPOPMALIMOHHOMN CUCTEMDI

16. BHeapeHue cuctembl 3awmTbl UMHGOPMALUKM MHPOPMALIMOHHOW CUCTEMbI OpPraHM3yeTcs
obnagarenem MHGOPMaLMM (3aKa3uMKoM).

BHeapeHue cuctembl 3awmtbl MHGOPMALMU WMHPOPMALIMOHHOM CUCTEMBI OCYLLECTBAAETCA B
COOTBETCTBUM C MPOEKTHOM M IKCMIYaTaLMOHHOW AOKYMEHTaLMel Ha cucTemy 3awutbl MHGOpMaLmm
MHPOPMALNOHHON CUCTEMBI M B TOM YNC/IE BK/IOYAET:

YCTAHOBKY M HACTPOMKY CpeacTB 3almTbl MHPopMaLmm B MHPOPMALMOHHON CUCTEME;

pa3paboTKy AOKYMEHTOB, ONpeaensowmx nNpasuaa U nNpoueaypbl, peannsyemblie onepaTopom
ana obecneyeHnn 3alwmTbl MHGOPMaLMM B MHGOPMALMOHHOMN CUCTEME B XOAE ee IKCMNyaTauum (aanee
- OpraHM3auUMOHHO-pacnopaauTENbHbIE AOKYMEHTbI MO 3aWmuTe MHGoOpMaLmm);

BHeAPEHNE OPraHN3aLMOHHbIX Mep 3aWuTbl MHPOpPMaLMK;

npesBapuTenbHble UCNbITAHUA CUCTEMBI 3aLMTbI MHPOPMALMM MHGOPMALMOHHOM CUCTEMDI;

ONbITHYHO 3KCMNYATaLMIO CUCTEMbI 3aLLUTbI MHGOPMAUUU MHPOPMALLMOHHOM CUCTEMDI;

aHann3 yA3BUMOCTEN MHPOPMALMOHHON CUCTEMBI U MPUHATME MepP 3aWmUTbl MHGOPMALUM MO KX
yCTpaHeHuto;

NPUEMOYHbIE UCMBITAHWUA CUCTEMbI 3aLWMUTbI MHPOPMALMKM MHGOPMALUOHHOMN CUCTEMBI.

K BHeApeHWIo cUCTeMbl 3aWmTbl MHOOPMaUUM MHOOPMALMOHHOM CUCTEMbI MpPUBJIEKAETCA
onepatop WHPOPMALMOHHOW CUCTEMbI B CAy4vae, eCAU OH onpeaesieH TaKOBbIM B COOTBETCTBUM C
3aKoHoAaTenbCTBOM Poccuiickon Pepepaunn K MOMEHTY BHEAPEHUA CUCTeMbl 3almTbl MHPOpmaLmm
MHPOPMALNOHHOMN CUCTEMDI U HE ABNAETCA 3aKa34YMKOM AaHHON MHPOPMALLMOHHOM CUCTEMDI.

16.1. YcTtaHOBKa W HaAcTpoOWKa cpeacTB 3almTbl MHPoOpMauuM B MHOOPMALMOHHON cucTeme
OO/IKHA NPOBOAMTBCA B COOTBETCTBUM C IKCMJYATALMOHHOW OOKYMEHTaLUMeN Ha cucTemy 3aluuThbl
MHPOPMaLUKN MHPOPMALLMOHHOM CUCTEMBI U AOKYMEHTALMEN HA CPEACTBA 3aLUMTbl UHGOPMaLUu.

16.2. PaspabaTbiBaemble  OpraHM3aUMOHHO-pacnopaauTenbHble  AOKYMEHTbl MO 3aluuTe
MHPOPMaLUKN AOMKHBI ONpeaensaTb NpaBuaa v NPoLeaypbl:

ynpasneHua (agMUHUCTPUPOBAHMA) CUCTEMOI 3aLLUTbI MHGOPMALIMM MHPOPMALLMOHHOMN CUCTEMBI;

BbIIBIEHNS UHUMAEHTOB (0O4HOro COObITMA MU TPynnbl COBbITUI), KOTOpble MOTYT MPUBECTU K
c60AM MU HapyleHUo GYHKUMOHUPOBAHUA MHPOPMALLMOHHOW cUCTEMbI U (MAK) K BOSHUKHOBEHWUIO
yrpo3 6esonacHocT! nHpopmaLmm (aanee - UHUMLEHTbI), U PEarMpoBaHUA Ha HUX;

ynpasneHmna KoHourypaumen aTrecToBaHHOM MHPOPMALMOHHOM CUCTEMbI U CUCTEMBI 3aLUNUTHI
nHpopmaunm MHGOPMALMOHHOMN CUCTEMDI;
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KOHTponss  (MOHWUTOPWMHra) 3a obecneyeHMemM YPOBHA  3aLUMLLEHHOCTM  WMHOpMALUK,
coaepKaleiica B MUHPOPMALMOHHOM CUCTEME;

3awmTbl MHGOPMaUMM NpPU BbIBOAE M3 3KCNAyaTaUMM MHOOPMALMOHHOM CUCTEMBI MAM MocCne
NPUHATKA peleHma 06 oKoHYaHUM 06pPaboTKM MHbOPMaLUMK.

16.3. MNMpw BHeAPEHUM OPraHU3aLMOHHbIX Mep 3aLMTbl MHGOPMALMKN OCYLLLECTBAAIOTCA:

peanu3aumsa Npasua pasrpaHUYeHMA AOCTyNa, PernameHTUpYoWMX MpaBa A0cCTyna cybbeKTos
[O0CTyna K obbeKTam A0CTyna, U BBeAEHME OrpaHUYEHWId Ha AeNCTBUA MNo/b30BaTesIel, a TaKKe Ha
M3MEHEHME YCNOBUIN SKCNAyaTaLMKM, COCTaBa M KOHOUIypaLMM TEXHUYECKUX CPEACTB U NMPOrPaMMHOro
obecneyeHus;

npoBepKa MOAHOTbI M  [EeTaZbHOCTUM OMUCAaHUMA B  OPraHU3aLMOHHO-pPacnopAaUTeNbHbIX
OOKYMeHTax no  3awmuTe uHOOpmauuuM  AeWACTBUI  nonb3oBaTeneh W aAMUHUCTPATOPOB
MHPOPMALNOHHOMN CUCTEMbBI MO PEANM3ALNN OPraHM3ALMOHHBIX Mep 3aLWnTbl MHGOPMaLmK;

OTpaboTKa AeNCTBUIA AOMKHOCTHBIX /UL, U NOAPA3AENEHNIN, OTBETCTBEHHbIX 33 peasnsauuto mep
3awWwmTbl MHPOPMaLMK.

16.4. NMpepBapuTenbHble UCNBITAHUA CUCTEMDI 3aLLMTbl MHGOPMALUM MHPOPMALLMOHHOM CUCTEMDI
nposoasatca ¢ ydyetom [OCT 34.603 "WMHdbopmaumoHHas TexHosnormsa. Buabl  UCNbITaHWUM
aBTOMaTM3MpPOBaHHbIX cuctem" (manee - FTOCT 34.603) M BKAOYAKOT NPOBEPKY paboTocnocobHocTU
cucTembl  3aWwnTbl  MHPoOpmMauMm WHOOPMALMOHHOM CUCTEMBI, @ TaKXKe MNPUHATUE pelleHuA o
BO3MOXHOCTM OMNbITHOM 3KCMyaTauum CUCTEMBI 3aWUTbl UHGOPMaALMN MHPOPMALLMOHHOMN CUCTEMDBI.

16.5. OnbiTHaA 3KcnayaTauua cucTembl 3awuTbl MHPopmaumm WHGOPMALMOHHOM CUCTEMBI
nposoautca ¢ ydetom [OCT 34.603 u BKAOYAET NPOBEPKY PYHKUMOHMPOBAHMA CUCTEMbI 3aLUMTI
nHpopmauum MHGOPMALMOHHON CUCTEMbI, B TOM YUC/E PEaSIM30BaHHbIX Mep 3awmTbl MHGOpPMaLUK, a
TaK¥Ke roTOBHOCTb NO/Ib30BaTENEN U AAMUHUCTPATOPOB K KCNAyaTaLMM CUCTEMBI 3aLMTbl MHPOPMaL MK
MHGOPMALNOHHOM CUCTEMBI.

16.6. AHanmM3 yaABUMOCTEN WHPOPMALMOHHOM CUCTEMbI MNPOBOAMTCA B LENAX OLEHKMU
BO3MOXHOCTM NPEoAO0/IeHUA HapyLUUTENEM CUCTEMbI 3aLLUTbI MHPOPMALLMN MHPOPMALLMOHHOM CUCTEMDBI
W NpeaoTBpPaLLEHNA peannsaunmn yrpos 6e3onacHoCcT1 MHGopMaLLMu.

AHanus yasBMmocTer WHOOPMALMOHHOWM CUCTEMbI BKIKOYAET aHa/n3 yA3BMMOCTEN CpeacTs
3aWmUTbl UHGOPMALUMK, TEXHUYECKUX CPeacTB WM nporpammHoro obecneyeHnsa WMHPOPMALMOHHOM
CUCTEMDI.

Mpu aHanuze yaszBUMoOCTEN MHPOPMALIMOHHON CUCTEMbI MPOBEPAETCA OTCYTCTBME M3BECTHbIX
YA3BMMOCTEN CPeacTB 3aWwmnTbl MHOOPMAUUKN, TEXHUYECKUX CPEACTB M NPOrpaMmHoro obecrneyeHus, B
TOM 4ucie C yd4eTom WHOOpPMALMK, UMetoWenca y pPa3paboTUMKOB M MONYYEHHON U3  [PYrux
06LLeA0CTYMHbIX UCTOYHMKOB, NMPaBUIbHOCTb YCTAHOBKM M HACTPOMKWU CPEACTB 3aWwuTbl MHGOPMaLMM,
TEXHUYECKMX CPEACTB M NMPOrpammMHOro obecnedyeHusn, a TakKe KOPPEKTHOCTb PaboTbl CPeacTB 3aWmThbl
MHbOPMALMKN NPU UX B3AUMOLENCTBUN C TEXHUYECKMMM CPeaCTBAaMM U MPOrpamMHbIM obecrnevyeHnem.

B cnyyae BbiABNEHMA yA3BUMOCTEN MHOOPMALMOHHOW CUCTEMbI, NPUBOLALLMX K BO3HUKHOBEHMIO
OOMNOJIHUTENbHBIX yrpo3  6e3onacHocTM MHPoOpMauMW, NPOBOAUTCA YTOYHEHME MOAEAN Yrpo3
6e30nacHOCTM MHPOPMALMM U NPU HEOBXOAMMOCTU MPUHUMAIOTCA AOMOJIHUTE/IbHbIE MEpPbl 3aLLMTbI
MHGOPMAUMKM, HaNpaBieHHble HA YCTPAHEHWE BbIABAEHHbIX YA3BMMOCTEM WAW  UCKAOYatoWme
BO3MOHOCTb UCMOJIb30BAHWUA HapyLUUTENEM BbIABAEHHbIX YA3BUMOCTEN.

16.7. MpuemMoyHble WCMbITaHWUA CUCTEMbl 3alUMTbl MHOPMaLMU MHOOPMALMOHHON CUCTEMDI
nposoasTca ¢ yyetom FOCT 34.603 1 BKAOYAIOT NPOBEPKY BbINOAHEHUA TPEOOBAHUM K CUCTEME 3aLUUTbI
MHbOPMALUN MHPOPMALLMOHHOW CUCTEMbI B COOTBETCTBMU C TEXHUYECKMM 33JaHMEM Ha Co3jaHue
MHPOPMALMOHHOM CUCTEMbI U (MNN) TEXHUYECKMM 3aZaHMeMm (YacTHbIM TeXHUYECKMM 33agaHuem) Ha
co3faHue cucTeMbl 3aWnTbl MHGOPMALIMKM MHGOPMALMOHHOMN CUCTEMBI.

ATTecTaums MHGOPMaLMOHHOW CUCTEMbBI M BBOS, €€ B AeiNCTBME

17. Attectaums MHOOPMALMOHHON cCUCTeMbl oOpraHusyeTcs obnagatenem wHdopmaumm
(3aKa3umMKom) UM onepaTopom M BK/KOYAET NpoBeaeHMEe KOMIMIEKCa OPraHU3aLMOHHbIX U TEXHUYECKNX
MeponpuATUIA (aTTeCTaUMOHHbIX UCMbITaHUI), B pe3ynbTaTe KOTOPbIX NOATBEP)KAAEeTCA COOTBETCTBUE
cucTembl 3aLmTbl MHGOPMaLLMM MHPOPMALMOHHOM cUCTEMbI HacToAWMM TpeboBaHNAM.

17.1. B Ka4yecTBe UCXOAHbIX AaHHbIX, HEOBX0AUMBIX ANA aTTecTaunmn MHGOPMaLMOHHON CUCTEMDI,
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MCNONb3YOTCA MOAEeNb yrpo3 6e3onacHOCTU MHPOPMaUMK, aKT Knaccupukauum MHPOPMaLMOHHOM
CUCTEMbI, TEXHMYECKOE 33JaHuMe Ha co3gaHuMe WHOOPMAUMOHHON cucTeMbl M (MAK) TexHUYeckoe
3ajaHue (4acTHOe TexHMYyecKoe 3afaHue) Ha Co3gaHuMe CUCTeMbl  3awuTbl  MHOpMaLMK
MHOOPMAUMOHHOM CUCTEMBI, MPOEKTHAA WM 3KCMNyaTAUMOHHAA LOKYMEHTAUMA Ha CUCTEMY 3aLUMTbI
nHbopmauum UHGOPMALMOHHOM CUCTEMBI, OPraHM3aLMOHHO-pacnopaanTe/bHble AOKYMEHTbl MO
3awmnTe nHbopmaumm, pesyabTaTbl aHanMsa yA3BUMOCTEN MHPOPMALMOHHOM CUCTEMbI, MaTepuanbl
npeaBapuUTesibHbIX M MPUEMOYHbIX WUCMbITAaHUI cucTeMbl 3aWuTbl MHPopmMauum WHGOPMALMOHHOM
CUCTEMbBI, @ TaKKe MWHble [OKyMeHTbl, pa3pabaTbiBaemble B COOTBETCTBMM C HACTOAWMMM
TpeboBaHMAMM.

17.2. Attectauma UMHGOPMALMOHHOM CUCTEMbI MPOBOAUTCA B COOTBETCTBUMM C NPOrpammoit u
METOAMKAMM aTTECTALMOHHbIX UCNbITaHMIA A0 Ha4Yana 06paboTkn MHPOPMaLMK, NoaNexKallLel 3alumTe B
MHPOPMALMOHHON cucteme. Jnsa npoBeAeHUs aTTecTaunmnm MHGOPMALMOHHON CUCTEMbI NPUMEHADTCA
HaLMOHa/NbHbIE CTaHOAPTbI, @ TaKXe MeToAMYecKMe AOKYMEHTbl, pa3paboTaHHble U YTBEPXKAEHHbIe
®CT3K Poccum B COOTBETCTBUM C MoanyHKTOM 4 nyHKTa 8 lMonoxeHus o PepepanbHon cay:kbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOIO, YTBEp)KAEHHOro Ykasom [lpe3maeHta Poccuiickom
depepaunn ot 16 asrycta 2004 r. N 1085.

Mo pe3ynbTaTam aTTeCTAUMOHHBIX MWCMbITaHUIA OPOPMIAIOTCA MNPOTOKO/bI  aTTECTALMOHHbIX
UCMbITAHUIN, 3aKNOYEHME O COOTBETCTBUM WMHPOPMALMOHHON cucTembl TpeboBaHMAM O 3awmTe
nHbOpMauMmM M aTTectaT COOTBETCTBMA B C/Ayvyae MOJIOKUTE/bHbIX pPe3ynbTaToB aTTecTauyMOHHbIX
NCNbITaHWU.

17.3. [onycKaetca aTrectauya MHPOPMALMOHHON CUCTEMbI HA OCHOBE pPe3y/bTaToB
aTTeCTAUMOHHbIX UCMbITAHUMA  BblAeNeHHOro Habopa CcermeHToB MHGPOPMALMOHHOM CUCTEMBI,
peanusyowmx NosHy TeEXHONOMMO 06paboTkn nHPopmaumm.

B aTOom cniyyae pacnpocTpaHeHuMe aTTectaTta COOTBETCTBMA Ha Apyrne cermeHTbl MHPOPMaLMOHHON
CUCTEMbI OCYLLECTBASAETCA MPU YCNOBUM WX COOTBETCTBMA CEerMeHTamM WMHPOPMALMOHHOM CUCTEMBI,
npoLweaLwnm aTTecTalMOHHbIE UCMbITaHUA.

CermeHT cuyMTaeTcA COOTBETCTBYIOLWMM CEerMmeHTy WHGOPMALMOHHOM CUCTEMbI, B OTHOLLUEHUM
KOTOporo 6binM NpoBeAeHbl aTTECTALMOHHbIE UCMbITAHWUA, EC/IU A1A YKA3aHHbIX CErMEHTOB YCTaHOB/IEHbI
OLMHAKOBbIE KNACChbl 3aLLMLLEHHOCTH, Yrpo3bl 6e30nacHOCTU MHPOPMALLMKN, Pean30BaHbl O4MHAKOBbIE
NPOEKTHbIE peLleHma No MHOOPMALMOHHOM CUCTEME U ee cUCTeMe 3aLMTbl MHGOPMaLUK.

CooTBeTcTBME CErmMeHTa, Ha KOTOPbIM pPacnpoCTpaHAeTCA aTTecTaT COOTBETCTBUA, CErMeHTY
MHPOPMALMOHHON CUCTEMbI, B OTHOLIEHUN KOTOPOro Oblin NpoBeseHbl aTTeCTaLMOHHbIE UCMbITaHKS,
NoATBEPKOAETCA B XO4E MNPUEMOYHbBIX MWCMbITAaHUA WHOOPMALMOHHOM CUCTEMBI WU CErMEHTOB
MHPOPMALMOHHOM CUCTEMBI.

B cermeHTax MHPOPMALMOHHOM CUCTEMBI, HA KOTOPbIE PACNPOCTPAHAETCA aTTecTaT COOTBETCTBUA,
onepatopom obecneumBaeTca CobAtOAEHME IKCMIYATALMOHHOM AOKYMEHTALMM HA CUCTEMY 3aLLMTbI
nHbopmauum MHGOPMALMOHHON CUCTEMBI U OPraHM3aLMOHHO-PACNOPAANTENbHBIX LOKYMEHTOB NO
3awmTe MHGopmaLmu.

OcobeHHOCTN aTTecTaumMm MHPOPMALMOHHOM CUCTEMbI Ha OCHOBE Pe3y/IbTaTOB aTTeCTaALMOHHbIX
MCMNbITAaHUI BblaeNEeHHOT0 Habopa ee CEermeHTOB, a TaKXKe YC/NOBMA U MOPAAOK PacnpocTpaHeHun
aTTecTaTa COOTBETCTBMA HA ApPYrne cermeHTbl UHPOPMALMOHHOW CUCTEMbI ONPeaenATCA B Nporpamme
N METOAMKax aTTeCTaLMOHHbIX UCMbITaHUI, 3aKNHOYEHUN U aTTecTaTe COOTBETCTBUA.

17.4. MNosTopHaA atrectauma MHGOPMALMOHHON CUCTEMbI OCYLLECTBAAETCA B C/y4ae OKOHYaHUA
CPOKa AeNcTBMA aTTecTaTa COOTBETCTBMA MAWM MOBbIWEHUA Knacca 3alMLLEHHOCTU MHGOPMALMOHHOM
cuctembl. Mpu yBeanyeHUn coctaBa yrpos 6€30nMacHOCTM MHPOPMALUKM UAN U3SMEHEHUA MPOEKTHbIX
pelleHuni, peanns3oBaHHbIX NPU CO34aHUN CUCTEMbI 3aLLUTbl MHPOPMALUN MHPOPMALMOHHON CUCTEMDI,
NPoBOAATCA [AOMONHUTE/IbHbIE aTTeCTAUMOHHbIE WCMbITAaHWA B pPaMKax [encTBytolero artrectaTa
COOTBETCTBUA.

17.5. Beog B peicteue WMHPOPMALMOHHOW CUCTEMBI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHoAaTenbCTBoM Poccuiickoit depepaumm 06 MHGOpMaLmM, MHOOPMALMOHHDBIX TEXHOIOMMUAX U O
3awmTe nHpopmaumm n ¢ yuetom NOCT 34.601 1 npmn HaANYMK aTTecTaTa COOTBETCTBUA.

ObecneyeHune 3aWUTbl MHOOPMALMM B XO4€ SKCMIyaTaLUm
aTTeCTOBAaHHOM MHPOPMALMOHHOM CUCTEMDI
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18. ObecneveHune 3aWnTbl UHGOPMALUM B XO4€ IKCNAyaTaLMN aTTeCTOBAHHOM MHPOpPMALMOHHOM
CUCTEMbI OCYLLECTBAAETCA OMEPATOPOM B COOTBETCTBMM C 3KCMNYaTaUMOHHOW [OKYMeEHTauMel Ha
cucTemy 3awuTbl MHPOPMaLMKM M OpraHM3aLMOHHO-PACNOPAANTENbHBIMU AOKYMEHTAMM MO 3aluTe
MHPOPMALMKN U B TOM UYNUC/IE BKIKOYAET:

ynpasneHve (agMUHUCTPUPOBAHUE) CUCTEMOWN  3awmTbl  MHPOpmauMM  MHOOPMALMOHHOM
CUCTEMDI;

BblfIBNEHNE MHUMAEHTOB U PearnpoBaHMe Ha HUX;

ynpasieHne KoHUrypaumen aTtecToBaHHON MHGOPMALMOHHOM CUCTEMBI U €€ CUCTEMbI 3aLMUTbI
nHbopmauuu;

KOHTPO/b (MOHUTOPMHT) 33 0b6ecneyeHnem ypOoBHSA 3alLMLLEHHOCTU MHOOPMALLMK, coaeprKaLLenca
B UHPOPMALLMOHHOW cucTeme.

18.1. B xope ynpasneHus (agMWUHUCTPUPOBAHMA) CUCTEMOM  3awmTbl  MHOpPMaLMK
MHPOPMALNOHHOMN CUCTEMbI OCYLLLECTBAAIOTCA:

3aBefleHMe W y[aNeHue Yy4yeTHbIX 3anuceilt MnoJsib3oBaTesield, ynpaBAeHWE MOSHOMOYUAMM
nosb3oBatesiell MHPOPMALMOHHOM CUCTEMBI U NOAAEPKAHWE MPABUA pasrpPaHUMYEeHMA [0CTyna B
MHPOPMALNOHHOM CUCTEME;

yrnpasaeHue cpeacTBamu 3aWwuTbl UHGOPMaAUMKM B MHPOPMAUMOHHOW CUCTEME, B TOM YMUC/e
napameTpamm HACTPOMKM NPOrpaMMHOro obecneyeHus, BKAOYasA NporpammHoe obecneyeHne cpeacTs
3aWmTbl  MHOOPMaALMK, YMNpPaBAEHUE YYETHbIMM  3aNUCAMM  NOJb30BATENEN, BOCCTAHOB/EHME
paboTocnocobHOCTM cpeacTs 3alnTbl MHPOPMALUM, FTeHepaL Mo, CMEHY U BOCCTaHOB/IEHME Napoien;

YCTaHOBKa OOHOB/IEHWMIM MporpammHoro obecrneyeHus, BK/AKOYaa MNporpammHoe obecneyeHue
CPeACTB 3alnTbl MHPOPMALLMK, BbIMyCKaeMbIX paspaboTunmkamm (NpomsBoauTeNnaMn) CPeacTs 3aLunThbl
MHGOPMALMM UK MO UX NOPYYEHWIO;

LeHTpaNn30BaHHOE ynpaB/ieHWe CUCTEMOW 3almTbl MHPopMaLMU MHPOPMALMOHHON CUCTEMDI
(npu HeobxogMmocTH);

perncTpaumsa Wu aHaamM3 cobbituit B MHPOPMALMOHHON CUCTEME, CBA3AHHbIX C 3aLMTOM
nHbopmauuu (ganee - cobbiTna 6esonacHocTH);

nHbopmmpoBaHue nonb3oBaTenen o6 yrposax 6e3onacHOCTM MHPoOpMaLMKM, O NpaBUAAX
3KcnyaTauMmM CUCTeMbl 3awWwmTbl MHPopmMaLmm MHPOPMALMOHHON CUCTEMbI U OTAENbHbLIX CPeacTs
3aWmTbl MHPOPMALMK, @ TAKKE UX 0DyYeHUe;

conpoBoXaeHue OGYHKUMOHMPOBAHUSA CUCTEMbl  3aWMTbl  MHOOPMALUUKM  UHPOPMALNOHHOM
CUCTEMbI B XOZe €€ 3KCMN/yaTaumn, BKIOYAA KOPPEKTUPOBKY 3KCMIYaTaUMOHHOW AOKYMEHTALMM Ha Hee
M OpPraHM3aLMOHHO-PACNOPAAUTENbHBIX AOKYMEHTOB NO 3aWwuTe MHGopmaLmu;

18.2. B xoae BbIABNEHNA NHUNAEHTOB W PEarMpoBaHUs Ha HUX OCYLLLECTBNAOTCA:

onpeaeneHune AnL, OTBETCTBEHHbIX 3@ BblfiBJEHME MHLMAEHTOB U pearnpoBaHmne Ha HUX;

ObHapyKeHne U MAeHTUPUKALMA UHUMOEHTOB, B TOM 4YMciae OTKa3oB B 06Cay:KmBaHMW, cboes
(nepesarpy3ok) B paboTe TexHUYECKMX CPencTB, MPOrpamMMHOro obecneyeHWa WM CPeacT8 3aLumTbl
MHbOPMALMKM, HAPYLEHMIM NPaBMA Pa3rpaHMYeHUa A0CTyNa, HENpaBOMEPHbIX AEWUCTBUI Mo cbopy
MHbOPMaUMKN, BHEOPEHUA BPEAOHOCHbIX KOMMbIOTEPHbLIX MPOrpamm (BMPYCOB) M MHbIX COObITUIA,
NPUBOAALLNX K BO3HUKHOBEHUIO MHLMAEHTOB;

cBOEBpeMeHHoe WHPOPMUPOBAHUE /UL, OTBETCTBEHHbLIX 33 BbIABNEHWE WHLMAEHTOB MU
pearnpoBaHue Ha HWUX, O BOSHUKHOBEHUN MHUMAEHTOB B UHPOPMALMOHHOM CUCTEME MO/Ib30BATENAMM U
aAMUHUCTPaTOpamMu;

aHa/ M3 MHUWAOEHTOB, B TOM 4uCae onpeaeneHne MUCTOYHUKOB M MNPUYMH BO3HUKHOBEHWA
WHUMAEHTOB, a TaK}Ke OLLeHKa UX NOCNeACTBUN;

NAaHUPOBAHME U MPUHATUE MEP MO YCTPAHEHUIO MHUNAEHTOB, B TOM YMC/e MO BOCCTAHOB/EHUIO
MHPOPMALMOHHON CUCTEMbI U ee CEerMEeHTOB B C/lyvyae OTKasza B obcnyxuBaHum man nocne cboes,
YCTPaHEHMIO NOCNeACTBUN HAaPYLLEHMA NPaBUA PasrpaHUyYeHma A0CTyNa, HeNPaBOMEpPHbIX AEACTBUI No
cbopy MHbOPMaUUK, BHeAPEHUS BPEAOHOCHbIX KOMMbIOTEPHBIX NPOrPaMm (BMPYCOB) U UHbIX CODObITUIA,
NPUBOAALLMX K BOSHUKHOBEHUIO MHLMAEHTOB;

NAaHUPOBAHME U MPUHATUE MEp MO NPeLOTBPALLEHMIO MOBTOPHOIO BO3HUKHOBEHWUA NHUNAEHTOB.

18.3. B xoae ynpaBneHua KoHoburypaumen atrecToBaHHOM WHPOPMALMOHHOM CUCTEMbI U ee
CUCTEMbI 3aLLNUTbI MHGOPMALMM OCYLLECTBAAIOTCA:



nogaep:kaHne KoHurypauym MHGOPMaLMOHHON CUCTEMDBI U ee CUCTEMbI 3alMTbl MHGOopMaLMK
(CcTpyKTypbI cucTembl 3aWwmTbl MHGOPMALMM MHPOPMALMOHHON CUCTEMBI, COCTaBa, MECT YCTAaHOBKMK U
napamMeTpoOB HACTPOMKM CPeACTB 3alMTbl MHPOPMALMK, NPOrPaMMHOro obecnevyeHmUa N TEXHUYECKUX
CpeAcTB) B COOTBETCTBMM C 3KCMNYyaTaLMOHHOM AOKYMEHTauMel Ha cuctemy 3almTbl MHbOpMaLmMK
(noppoepkaHve 6as3oBoit  KOHOUrypaumm WMHGOPMALMOHHOM CUCTEMbI U €€ CUCTEMbl 3alLMThI
MHbopMmaunn);

onpeneneHne auL, KOTOPbIM paspelleHbl AEeUCTBUA MO BHECEHWIO W3MeHeHMNn B 6as3oBylo
KOHUrypauunto MHGOPMaLMOHHOM CUCTEMbI U €€ CUCTEMBbI 3aLUNTbI MHPOPMALMK;

ynpaBieHne UamMeHeHMAMMU 6a30BoN KOHOUIrypaumMm MHGOPMALUMOHHOM CUCTEMBI U €e CUCTEMDI
3alWnTbl  MHPOPMaUMK, B TOM YMC/e OMNpeaesieHne TUMOB BO3MOMHbIX M3MeHeHU 6as3oBow
KOHOUrypaumm MHGOPMALLMOHHOM CUCTEMBI U ee cUCTEMbI 3alnTbl MHPOPMALMK, CAHKLMOHUPOBaHME
BHECEHMA U3MEHeHUIM B 6a30BY0 KOHOUIYpaLmio MHPOPMALLMOHHOM CUCTEMBI U €e CUCTEMbI 3aLMUTbI
MHbOPMaLUKN, OOKYMEHTUPOBaAHME AEWUCTBUI MO BHECEHWUIO M3MeHeHMI B 6a30BYyt0 KOHUrypaumio
MHPOPMALNOHHON CUCTEMBI U €€ CUCTEMBI 3aLLUTbl MHGOPMALLMK, COXPAaHEHWNE AaHHbIX 06 M3MEHEHUAX
6a30B0OM KOHOUTYpaLMM UHPOPMALMOHHON CUCTEMBI U €e CUCTEMbI 3aLLMTbl MHPOPMALUN, KOHTPONb
OENCTBUI NO BHECEHMIO M3MEHEHMI B 6a30BYyl0 KOHOMrypauuio WMHOOPMALMOHHOW CUCTEMBbI M ee
CUCTEMDbI 3aLNUTbI MHOPMaLUK;

aHa/N3 MNOTEHUMANbHOIr0 BO3AEWCTBMA MAAHUPYEMbIX M3MEHEHWn B 6a30BOM KoHdUrypauum
MHGOPMALUMOHHON CUCTEMbI M ee CUCTEMbl 3alWnTbl WUHOOPMauuM Ha obecrneyeHne 3aLMThI
MHOPMALUMKN,  BO3HMKHOBEHME  [OMONHUTE/IbHbIX  yrpo3  6e3onacHocTM  MHpopmaumMm U
paboTocnocobHOCTb MHPOPMALMOHHOM CUCTEMDI;

onpefeneHne nNapameTpoB HACTPOMKM MPOrpaMMHOro obecrneyeHus, BK/OYaA MPOrpaMmHOe
obecneyeHne cpeacTs 3awmTbl MHPOPMALMKM, COCTABA U KOHOUIypauMum TEXHUYECKUX CPeacts MU
nporpammHoro obecneyeHns A0 BHECEHMA M3MeHEHUN B 6a30BYHO KOHPUTypauuto MHGOPMALLMOHHOM
CUCTEMBI M €€ CUCTEMBI 3aLWMUTbI MHOPMALLUWY;

BHeceHue MHPopMaunn (JaHHbIX) 06 U3MeHeHuax B 6a3oBol KoHbUrypaumm MHGopmaLMOHHOM
CUCTEMbBI M €e CUCTEMbI 3alUTbl MHPOPMALMM B IKCMNYATALUMOHHYIO OOKYMEHTALMIO Ha CUCTeMy
3aWwmTbl MHPopMaLmm MHPOPMALMOHHON CUCTEMDI;

NPUHATUE peLleHna Mo pesy/bTaTaM YNpaBaeHUs KOHPUrypaumen o MNOBTOPHOM aTTecTauum
MHGOPMALNOHHOW CUCTEMBI UM NPOBEAEHUN AOMNOJAHUTENbHbIX aTTECTALLMOHHbBIX UCMbITAHWUIA.

18.4. B xo4e KOHTpoAA (MOHUTOPWHra) 3a obecnevyeHMem yPOBHSA 3aLUMLLEHHOCTU MHPOPMaLMK,
cogeprkalenca B MHGOPMaLMOHHOM CUCTEME, OCYLLECTBAAIOTCA:

KOHTPOMb 3a cobblTMAMM 6e30nNacHOCTU M AEUCTBUAMM NONb30BaTeNEeNn B MHPOPMALMOHHOWM
cucteme;

KOHTPO/b (aHaNM3) 3aWMLLEHHOCTU MHPOPMALLMK, coaepKaLlenca B MUHGOPMALMOHHON CUCTEME;

aHaAM3 N oOuUeHKa (YHKUMOHMPOBAHMA CUCTEMbI 3alMTbl MHPOPMALMKM MHPOPMALNOHHON
CUCTEMDbI, BK/IOYAA BbIABNEHWE, aHANN3 U YCTPaHEeHWE HeaoCTaTKoB B QYHKLUMOHMPOBAHUM CUCTEMBI
3alWNUTbI MHPOPMALMN MHGOPMALLMOHHON CUCTEMDbI;

nepuoamnYecknii aHanM3 M3MeHeHusa yrpo3 6esonacHoct mMHpopmaumm B MHPOPMALLMOHHOM
cucTeMe, BO3HMKAIOLWMX B XO4E €e 3KCMAyaTauuu, U NpUHATME Mep 3aWwuTbl MHPOpMauMM B caydae
BO3HWMKHOBEHMSA HOBbIX Yrpo3 6e30nacHOCTM MHbOPMauuy;

[OKYMEHTMPOBaHME Npoueayp M pe3y/ibTaToB KOHTPOAS (MOHMTOpWHra) 3a obecneveHvem
YPOBHA 3aLMLLEHHOCTM UHPOPMALUK, coaep KaLLenca B MHOOPMALIMOHHOM cucTeme;

NPUHATUE pPEeLUeHWUA MO pPes3y/ibTaTam KOHTPOAs (MOHMTOPWHra) 3a obecneyeHMem YpPOBHSA
3alMLEHHOCTM UMHOOpMmauMM o pJopaboTke (MoaepHM3auMM) CUCTEMbI 3aWUTbl  MHGOPMALMM
MHPOPMALMOHHON CcUCTEMBbI, MOBTOPHOM aTTecTaumMm MHOOPMALMOHHOM CUCTEMbI MAW MPOBEAEHUU
AOMNOIHUTENbHBIX AaTTECTALMOHHbBIX UCMbITAaHWUA.

ObecneyeHue 3aWwmuTbl MHGOPMALMM NPU BbIBOAE U3 SKCMAyaTaLUK
aTTecToBaHHOM MHGOPMALMOHHOM CUCTEMBI MU NOC/IE MPUHATUA
pelieHnna 06 oKoHYaHUKN 06pPaboTKM MHPOPMaLMK

19. ObecneyeHue 3awmTbl WHOOPMAUMM MpU BbIBOAE W3 3IKCMIyaTauMW aTTecTOBAHHOM
MHPOPMALMOHHOM CUCTEMBI MU MOCAE MPUHATMA pelleHns o6 OKoHYaHUKM 06paboTKn MHbopMaunm



OCYLLECTB/AETCA OMepaTopoM B COOTBETCTBMW C 3IKCM/yaTaUMOHHOM AOKYMEHTauMel Ha cuctemy
3aWnTbl  MHPopmauum  UHPOPMALMOHHOM CUCTEMbI U OPraHM3aLMOHHO-PACMOPAANTEIbHBIMMU
OOKYMeHTaMM no 3awmTte MHGOPMaLMM U B TOM YMCNE BKAKOYAET:

apxMBMpoOBaHMe MHPOpPMaALUK, coaepKallerca B UHGOPMALMOHHOM CUCTEME;

YHUYTOXEHME (CTUpaHME) AaHHbIX WM OCTaTOYHOW MHOOPMALMM C MALIMHHbIX HOCUTenel
MHbOPMaLUK U (MNIN) YHUUTONXKEHME MALLMHHBIX HOCUTeNel MHbOopMaLUU.

19.1. ApxuBupoBaHMe MHPoOpMaLMK, codepKalleiica B MHPOPMALMOHHOM cucTeme, A0KHO
OCYLLECTBNATLCA MPU HEeobXoAMMOCTM AasibHeMWero UCnosib3oBaHMAa MHGOPMAUMM B AEATEeNbHOCTU
onepaTopa.

19.2. YHuMuTOXKEHME (CTMpaHMe) AaHHbIX U OCTAaTOMHON MHGOOPMALMM C MAWMHHBIX HOCUTeNel
MHGOpMAUMM MNPOU3BOAUTCA MPU HEeobXoaMMOCTM nepedayn MaLIMHHOIO HocuTena WHdbopmauuu
Apyromy nosib3oBatento MHGOPMaLMOHHON CUCTEMbI MAU B CTOPOHHME OpraHuWsaumMm ANA PEeMOHTa,
TEXHUYECKOro 06CNyKUBaHMA UAN AaNbHENLEr0 YHUUTOXKEHMA.

Mpu BbIBOAE M3 3KCM/IyaTaLUM MAWMHHbIX HocUTenen MHPopmaLmn, Ha KOTOPbIX OCYLLECTBASNUCD
XpaHeHWe M 0bpaboTka MHbOPMAUUM, OCYLLECTBAAETCA (GU3MUYECKOE YHUUTOMKEHME 3TUX MaLUMHHbIX
HocuTenen nHdopmauunu.

[ll. ToeboBaHMA K Mepam 3aWmMTbl MHPOPMALMK, coaepKaLLenca
B MHPOPMALMOHHOM cucTeMe

20. OpraHuM3aumMoHHbIE U TEeXHUYECKMe Mepbl 3aluTbl MHPOPMaUMKU, peasnsyemblie B
MHPOPMALMOHHON CUCTEME B PaMKax €e CUCTeMbl 3aluTbl MHbOPMaUUKM, B 3aBUCMMOCTU OT Yrpos
6e30MacHOCTM  MHbOPMAUMK,  WUCMONb3yeMbIX MHGOPMALMOHHBLIX TEXHOJIOTUIA U CTPYKTYpHO-
dYHKLMOHANbHbIX XapaKTEPUCTUK MHPOPMALMOHHOM CUCTEMBI AONKHbI 06ecneynBaTh:

MAEHTUDMKAUMIO U ayTEHTUPUKALMIO CyOBEKTOB A0CTyNa U 06bEKTOB AOCTYNa;

ynpasaeHue AocTynom cybbekToB AocTyna K 06bekTam foCTyna;

orpaHMyeHue NPorpammMmHoN cpeapi;

3aLUUTY MaLLUHHbIX HOcUTenen nHpopmaumm;

perncrpaumto cobblTnii 6e3onacHoCTy;

aHTUBMPYCHYIO 3aLLMTY;

obHapyKeHue (NpeaoTBpaLLeHMe) BTOPKEHNN;

KOHTPO/b (aHaNN3) 3aWMLLEHHOCTM MHPOPMALLUN;

LEeNOoCTHOCTb MHGOPMALMOHHOM cucTeMbl U UHGOPMALMK;

AOCTYNHOCTb MHPOPMALLUK;

3aLUTY cpeabl BUPTYanm3aumm;

3aLUUTY TEXHUYECKUX CPEACTB;

3aWNUTY MUHGOPMALLMOHHOM CUCTEMbI, €€ CPEACTB, CUCTEM CBA3U U Nepeaayn AaHHbIX.

CoctaB mep 3aWmTbl MHOOPMauuM U ux 6as3oBble HAbOpbl A/1A COOTBETCTBYHOLIMX K/AaccoB
3aLMLLEHHOCTU MHPOPMALIMOHHBIX CUCTEM NpUBeLeHbI B NpuaoxeHun N 2 K HacToawmm TpeboBaHUAM.

20.1. Mepbl N0 MAEHTUOUKAUMM U ayTEHTUOUKALMM CYOBEKTOB AOCTyNa M OOBLEKTOB [0CTyna
OOMKHbI  obecneumBaTb npucBoeHne cybbekTam M obbekTam AO0CTyna YHUKaNbHOTO MpU3HaKa
(maeHTndUKaTOpa), cpaBHEHME NMpeabABAAEeMOro cybbekTom (06bekTom) gocTyna maeHTudUKaTopa C
nepeyHem NPUCBOEHHBIX MAEHTUPUKATOPOB, @ TaKKe MPOBEPKY NMPUHALNEKHOCTU CyObeKTY (06BbEKTY)
A0CTYNa NpegbsaBNEeHHOTo UM uaeHTUdMKaTopa (NoaTBepKAEHME NOAJMHHOCTH).

20.2. Mepbl No ynpaBnAeHUIO AOCTYNOM cyObeKkToB A0CTyna K 06beKkTam A0CTyna AO0JIXKHbI
obecneunBaTb ynpasaeHWe NpaBaMu W NPUBUAETUAMM CYOBEKTOB AOCTyMNa, pasrpaHUYeHne AocTyna
CyObEKTOB A0CTYMa K 06beKTam A0CTyNa Ha OCHOBE COBOKYMHOCTU YCTAHOB/IEHHbIX B MHOOPMALMOHHOM
cucTeme NpaBwuAa pasrpaHUYeHma A0CTYNa, a TakKe obecneynBaTb KOHTPOb COBNIOAEHUA STUX NPABUA.

20.3. Mepbl N0 OrpaHMYeHNto NPOrPaMMHON cpeadbl AO/KHbI 0becneymBaTb YCTaHOBKY U (Mau)
3aMNyCK TOJ/IbKO Pa3peleHHOro K MWCNo/ib30BaHUIO B WHPOPMALMOHHON CUCTEME MPOrPaMMHOro
obecneyeHMa WAM MCKAOYATb BO3MOMKHOCTb YCTaHOBKM W (MAM) 3anycka 3anpeleHHoro K
NCMNO/1Ib30BaHWUIO B MHPOPMALLMOHHOM CUCTEME NPOTrPAaMMHOIo obecrneyeHus.

20.4. Mepbl No 3awWwmTe MaWMUHHbLIX HOoCcuTenelh MHpopmaunn (cpeacrTsa obpaboTkM (xpaHeHwusn)
MHOOPMALMKN, CbEMHblE MaLUMHHbIE HOCUTENN WHPOPMAUMKM) LOMKHBI UCKAOYATb BO3MOMHOCTb



HECaHKLUMOHNPOBAHHOIO A0CTyMNa K MalUMHHbIM HOCUTENSIM M XpaHALLenca Ha HuMX MHpopmaumu, a
TaKKe HeCaHKLMOHMPOBAHHOE UCMOJIb30BaHME CbEMHbIX MALLMHHbIX HOCUTeNel MHpopmauuu.

20.5. Mepbl no perucTpaumm cobbiTuii 6e3onacHoOCTM [0MXHbI obecneumsaTb cHOp, 3anuce,
XPaHeHWe 1 3aWnTy MHGopMaunm o cobbiTMAax 6e3onacHOCTU B MHPOPMALMOHHON CUCTEME, @ TaKXKe
BO3MOXHOCTb MPOCMOTPA U aHa/IM3a MHPOPMALMM O TaKMUX CODBITUAX U pearMpoBaHme Ha HUX.

20.6. Mepbl N0 aHTUBUPYCHOW 3aLllMTe A0/IXKHbI 0becrneynBaTb 0bHapyKeHne B MUHGOPMaLMOHHOMN
CUCTEME KOMMbIOTEPHbIX MPOrpaMmm AM60 MHOM KOMMNbIOTEPHOM MHbOPMaLMKN, NpeaHa3HaYeHHOW ans
HECAaHKUMOHMPOBAHHOIO YHMUYTOXEHUA, BAOKMpPOBaHMA, MoAMPUKALMM, KOMMPOBAHMA KOMMNbIOTEPHOM
nHpopmauum UAN HEUTpanus3auum CpeactB 3almTbl MHPOPMALMM, a TaKKe pearnpoBaHMe Ha
obHapyKeHne 3TUX Nporpamm 1 MHGopMmauuu.

20.7. Mepbl no o6HapyXeHWo (NpeaoTBPaLLEHUIO) BTOPXKEHUN [AOJKHbI obecneynBaTb
OOHapyKeHWe [encTBUA B  WMHPOPMAUMOHHOM CUCTEME, HaMpaB/eHHbIX Ha NpeAHaMepeHHbIN
HECaHKLUMOHUPOBAHHbIN A0CTYN K MHGOpMaLMK, CneuuanbHble BO3AENCTBUA Ha WMHOOPMALMOHHYHO
cuctemy u (Man) nHpopmaumio B Lenax ee A0ObIBAHWA, YHUUTOXKEHUA, UCKAXKEHUA U BNOKMpPOBAHUA
A0CTyna K MHGOpMaLLMK, a TaKXKe pearMpoBaHue Ha 3TU AeNCTBUA.

20.8. Mepbl NO KOHTPOAO (aHanu3y) 3aWMLLEHHOCTM MHbOPMaLMM AONKHbI obecrneymBaTb
KOHTPO/Ib YPOBHSA 3aLMLLEHHOCTU MHPOPMALMK, cogeprKalenca B UHGOPMALMOHHOW cuCTeMe, NyTem
npoBeAeHMA MepPonpuUATUIA MO aHaNN3Yy 3aLMLLEHHOCTU MHPOPMALLMOHHOM CUCTEMbI U TECTUPOBAHMIO
€e CcUCTeMbI 3aLLMTbl UHGOPMALLUN.

20.9. Mepbl no obecneyeHunto LeNOCTHOCTU MHGOPMALMOHHON CUCTEMbI U MHOOPMALMU AONKHbI
obecneunBatb  ObOHapy)KeHMe  GAKTOB  HECAHKUMOHMPOBAHHOIO  HApPyWeHMA  LLeNIOCTHOCTU
MHOOPMALUMOHHOM CUCTEMBI W coaepxKawencs B Heln WMHOOPMAUMKM, a TaKKe BO3MOMKHOCTb
BOCCTAaHOB/IEHMA NHDOPMALLMOHHOM CUCTEMBI U coaeprKaLLelica B Hel MHGopmauuu.

20.10. Mepbl no obecneyeHuto AOCTYMHOCTM MHPOPMALMM  OO/MKHbI  obecneymsaTb
aBTOPM30BAHHbLIN [OCTYN NONb30BATENEN, MMEKLWMX MpaBa Mo TaKoOMy A[O0CTyny, K WHbopmauuu,
cogepawenca B  MHPOPMAUMOHHOM cucTeme, B  WTATHOM  pexunme  GYHKUMOHMPOBAHMA
MHPOPMALNOHHOM CUCTEMBI.

20.11. Mepbl No 3awWwmTe cpeabl BUPTYaNAU3aLMU OO0MKHbI UCKAOYATb HECAHKLMOHWPOBAHHbIN
Joctyn K uHbopmaumm, obpabaTbiBaemMoit B BUPTYyasnbHOM WHOPACTPYKTYpPE, M K KOMMOHEHTam
BMPTYaNbHOM MHOPACTPYKTYPbI, @ TaKKe BO34eNCTBME Ha MHPOPMALMIO U KOMNOHEHTbI, B TOM YnUcae K
CpeAcTBaM  yNpaBAeHUA  BUPTYasibHOM  MHPPACTPYKTYPOW,  MOHWUTOPY  BUPTYasbHbIX  MallMH
(rMnepBu3opy), cucTeme XpaHeHMA AaHHbIX (BKAOYas cUCTEMY XpaHeHMs 06pa3oB BMPTYasbHOM
MHOPACTPYKTYpbI), CeTM nepefayvn [aHHbIX 4Yepe3 3N1eMeHTbl BUPTYaNbHOW WAM  dU3MYEeCcKon
MHOPACTPYKTYPbl, FOCTEBbIM OMEPALMOHHLIM CUCTEMAM, BUPTYaNbHbIM MalMHaM (KOHTelHepam),
cucTeMe M ceTu penvkaumu, TEPMUHANIbHBIM W BUPTYaNbHbIM YCTPOWCTBAM, a TaKKe cucTeme
pe3epBHOro KOMMPOBAHWUA U CO343aBaEMbIM €10 KOMUAM.

20.12. Mepbl MO 3aWMTe TEXHUYECKMX CPEACTB AOJIKHbl MCKAOYATb HECAHKLMOHUMPOBAHHbIN
OOCTYN K CTaLMOHAPHbIM TeXHUMYECKMM cpeacTBam, obpabaTtbiBalowmm MHOPMaLMIO, CPeacTBam,
obecneunBamoWmMm GyHKLUMOHUPOBAHME MHPOPMALMOHHOM cUcTeMbl (Janee - cpencTBa obecneyeHus
OYHKUMOHNPOBAHMA), U B MOMELLEHUS, B KOTOPbIX OHW NMOCTOAHHO PACMO/IOMKEHDI, 3aWMUTY TEXHUYECKUX
CPeAcTB OT BHELWHMX BO3LEWNCTBMIA, a TaKke 3aWuty WHPopmauuu, npeacTaBNeHHOW B BuUAe
MHPOPMATUBHbBIX 31EKTPUYECKUX CUTHANIOB U PU3NYECKMX NONEN.

20.13. Mepbl no 3awmte MHGOPMALMOHHOW CUCTEMbI, €e CPeacTB, CUCTEM CBA3M U Mepenayu
OaHHbIX [O0/MKHbI 0obecneunBaTb 3aWMTy WHOOPMALUKM NPU  B3aUMOAENCTBUN UHOOPMALNOHHOWN
CUCTEMbI UM ee OTAENbHbBIX CEFMEHTOB C MHBIMW MHGOPMALMOHHBIMU CUCTEMaMU U MHOPMALMOHHO-
TENIEKOMMYHUKALUMOHHbIMW  CETAMM NOCPEACTBOM NPUMEHEHUA apPXMTEKTYPbl  WHGOOPMALNOHHOWN
CUCTEMDbI, MPOEKTHbIX peLleHnin No ee cucTeMe 3almTbl MHGOPMALLMK, HanpaBieHHbIX Ha obecneyeHne
3aWmTbl MHGOPMaL MK,

21. Bbibop mep 3awmTbl MHPOPMALMM ANA UX peanm3aunn B MHPOPMALIMOHHOM CUCTEME B PaMKaXx
€€ CUCTEMDI 3aLLUTbI MHGOPMALMKN BKAKOYAET:

onpeaeneHne 6as3oBoro Habopa mep 3alWuTbl MHPOPMAUMKM [N YCTAHOBNEHHOro Kiacca
3aWMLLEHHOCTM MHGDOPMALMOHHON CUCTEMbI B COOTBETCTBUM C 0a30BbIMM Habopamu Mep 3aLmTbl
MHbOpPMaUUK, NpuBeaeHHbIMUN B NpunoxkeHun N 2 K HacToswmm TpeboBaHMAM;

aganTaumio 6asoBoro Habopa Mep 3alWMTbl MHPOPMALMM MPUMEHUTENIBHO K CTPYKTYPHO-



dYHKUMOHANbHBIM XapaKTepucTUKam MHPOPMaLMOHHON CUCTEMbI, MHGOPMALIMOHHBIM TEXHOJIOTUAM,
0cobeHHOCTAM (GYHKLUMOHUPOBAHUA UHPOPMALMOHHON cUCTEMbI (B TOM UyMcie NpeaycMaTpuUBatoLLyto
NCKAtoYeHne 13 6a3oBoro Habopa mep 3alWUTbl MHPOPMALUM MeEp, HEeMoCpPeacTBEHHO CBA3AHHbLIX C
MHOOPMALMOHHBLIMN  TEXHONIOTUAMU, HE WUCMOJb3yeMbIMU B MHOOPMALMOHHOM CUCTEME, WU
CTPYKTYPHO-OYHKLMOHAbHBIMUN XapaKTEePUCTMKaMM, HE CBOMCTBEHHbIMU MHPOPMALMOHHOM cucTeme);

yTOYHEeHMe afdanTMpoBaHHOroO 6a3oBoro Habopa mep 3aWuTbl MHPOPMAUUM C YYETOM He
BblOpaHHbIX paHee mep 3aWwmTbl MHOOPMALUKM, NMPUBELAEHHbIX B MNpuaoxKeHun N 2 K HacToALWMM
TpeboBaHMAM, B pe3y/ibTaTe 4Yero onpeaenatoTcs Mepbl 3alMTbl MHPOpmauMK, obecneymBaiowme
610KMpoBaHUe (HelTpanmslaumio) Bcex yrpo3 6esonacHocTU MHPOPMaLMU, BKAOUYEHHbIX B MOAENb
yrpo3 6esonacHocTn nHdopmaunu;

OOMNOJ/IHEHWE YTOYHEHHOrO aganTMpoBaHHOro 6asoBoro Habopa mep 3awmTbl MHGOpPMauUuU
Mmepamu, obecneumBaroLMMN BbINOJHEHNE TpeboBaHMI O 3alwmTe MHOOPMAUUM, YCTaHOBIEHHbLIMU
WHbIMW HOPMATMBHbIMW MPABOBbIMM aKTaMu B 06/1acTK 3aWnTbl MHGOPMALIMK, B TOM Yucie B obnactu
3aLUMTbl NePCOHA/NbHbIX AaHHbIX.

Onsa Bblbopa Mep 3aWnTbl MHbOPMAUMM ANA COOTBETCTBYIOLWLEro Knacca 3aluMLLEHHOCTU
MHOOPMALUMOHHOM  CUCTEMbI  MPUMEHAKOTCA  METOAMYECKUE  [AOKYMEHTbl, pa3paboTaHHble WU
yTBepaeHHble PCTIK Poccum B cOOTBETCTBMU C NoAnyHKTOM 4 nyHKTa 8 MonoxkeHus o PenepanbHoi
CnyKbe No TEXHUYECKOMY M 3KCMOPTHOMY KOHTpPO/ItO, yTBEpXKAeHHOro YKasom lMNpesngeHta Poccuiickoi
depepaunn ot 16 asrycta 2004 r. N 1085.

22. B vHPopmMaUMOHHON CUCTEME COOTBETCTBYIOLLEro Kfacca 3alMLEHHOCTM B paMKax ee
CUCTEMbI 3aLLUTbI MHPOPMALIMKN AONKHbI BbITb peasM3oBaHbl Mepbl 3aWUTbl MHGOPMaLUUK, BbibpaHHbIe
B COOTBETCTBMW C MNyHKTOM 21 HactoAwmx TpeboBaHMit u obecneumBatowme b6/IOKMPOBAHME
(HeliTpanmsauuio) Bcex yrpos 6es3onacHoCTM HbOpPMaLUK.

Mpn 3TOM B WHOOPMAUMOHHOW cUCTEME JO/KEH OblTb, KaK MWHUMMYM, peasn3oBaH
a4anTUPOBaHHbLIN 6a30Bbli Habop mep 3awWmTbl MHGOPMALIMK, COOTBETCTBYIOLWLNIA YCTAaHOBJIEHHOMY
K/1laccy 3alMLUEeHHOCTM MHPOPMALMOHHOM CUCTEMBI.

23. MpK HEBO3MOMKHOCTM peanv3aumm B MHPOPMALMOHHON CUCTEME B PaMKax €e CUCTEMbI
3aWUTbl UHPOPMAUMMN OTAENbHbLIX BbIBPaAHHbIX Mep 3aWwuTbl MHPOPMaUMKM Ha 3Tanax aganTauuu
6a3oBoro Habopa mep 3awmTbl MIHGOPMALMM UAN YTOYHEHUA afanTUpoBaHHOro 6a3oBoro Habopa mep
3aWUTbl UHGOPMaLUUK MOTYT pa3pabaTtbiBaTbCA MHblE (KOMMEHCUpPYOLWME) Mepbl 3alLnTbl MHPOpMaLUK,
obecneunBatowme ageksaTHoe 610KMpoBaHUE (HENTpannsaLmio) yrpos 6e3onacHoCcTU MHbOpPMaLU.

B sTom cnyyae B xoae paspaboTKU cUCTEMbI 3aWmUTbl MHPoOpMaLMM MHOOPMALNOHHOW CUCTEMDI
O0MKHO BbIThb NpoBeAeHO 060CHOBaHWE NPUMEHEHNA KOMMNEHCUPYIOLWMUX Mep 3aluTbl MHGOpMaLUUK, a
Nnpu aTTeCTaLMOHHbIX UCMbITAHUAX OLLEHEHa A0CTaTOYHOCTb U aAeKBaTHOCTb AAaHHbIX KOMMNEHCUPYHOLLNX
mep ana 6J10kMpoBaHMA (HenTpanusaumm) yrpos 6esonacHocTM MHGoOpMaLUK.

24. Mepbl 3awWwmTbhl MHPOPMaLMK BbIBUPAIOTCA M peanusyoTcs B MHPOPMALIMOHHOM cucteme B
pamKax ee cMcTembl 3alMTbl MHPOPMaLMK C y4eTOM Yyrpo3 6e3onacHOCTN MHPOPMaLUN MPUMEHUTETbHO
KO BCeM ObbeKTam WM cybbekTam AocTyna Ha anmnapaTHOM, CUCTEMHOM, MPUKAAZHOM M CETEBOM
YPOBHAX, B TOM YNC/IE B CPeAe BUPTYann3aumm n 061a4HbIX BbIYUCAEHWUNA.

25. BbibpaHHble U peann3oBaHHble B UHOOPMALMOHHOW CUCTEME B PaMKax €e CUCTEMbI 3aLUUThI
MHbOPMALUM MepPbI 3aLLUTbl MHPOPMALMK AOMKHbI 06ecneynBaThb:

B MHOOPMALMOHHbIX cMcTeMax 1 Knacca 3almLeHHOCTH - HelTpanm3saumio (61oKknuposaHue) yrpos
6e30nacHOCTN MHPOPMALLMK, CBA3AHHBIX C AEACTBUAMU HaPYLUUTENA C BbICOKUM NOTEHLMANOM;

B MHOOPMALMOHHbIX CUCTEMAX 2 KNacca 3alMLLEHHOCTU - HelTpanm3saumio (61oKnuposaHue) yrpos
6e3onacHOCTM WHOOPMAUMM, CBA3AHHBLIX C AEUCTBMAMW HApPYLWMUTENs C MOTEHLMAZIOM He HuKe
cpegHero;

B MHPOPMALIMOHHBIX cMcTemMax 3 M 4 KNaccoB 3alUULEHHOCTU - HerTpanmsaumio (bnokupoBaHue)
yrpos 6esonacHoCcT1 MHbOPMaLLUK, CBA3AHHbIX C AENCTBUAMM HaPYLUUTENS C HU3KMM MOTEHLUMAIOM.

MoTeHuMan HapywuTena onpeaenseTcs B Xo4e OUEHKM ero BO3MOMKHOCTEN, MPOBOAMMON MNpu
onpeaeneHnn yrpos 6esonacHocTU WMHGOPMALMM B COOTBETCTBUM C NYHKTOM 14.3 HacToALMX
TpeboBaHui.

OnepaTopom MOMeT 6biTb NPUHATO pelleHue O MPUMEHEeHUUM B WMHPOPMALIMOHHON cucTeme
COOTBETCTBYIOLLErO KAacca 3allMLEeHHOCTU Mep 3aluTbl MHPopMaLmn, obecneymBalolmMx 3alLUTy OT
yrpos 6e3onacHoOCT1 MHGOPMaLIUK, Peau3yeMbIX HapyLLUTeNem ¢ 6oee BbICOKMM NOTEHLMAIOM.
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26. TexHU4ecKkne mepbl 3alnTbl MHGOPMALMN Peann3yTCa NOCPEeACTBOM NPUMEHEHUS CPEeACTB
3alWNUTbI MHPOPMALMN, UMEIOLLIMX Heobxoaumble GyHKLMN Be3onacHOCTH.

B aTom cnyyae B MHGOPMALMOHHbBIX cuctemax 1 1 2 Knacca 3alMUeHHOCTM NPUMEHALOTCA:

CpeacTBa BbIYNCAUTENBHOM TEXHUKN HEe HUXKe 5 Knacca;

CMCTEMbl 0BHapyKEeHUA BTOPXKEHWUI U CPeACTBA aHTUBMPYCHOM 3aLLMTbl HEe HUXKe 4 Knacca;

MeXKceTeBble 3KpaHbl He HUXKe 3 Knacca B cayyae B3auMoaencTBua MHPOPMaLMOHHOM CUCTEMbI C
MHGOPMAUNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXAYHAPOAHOT0 MHGOPMALMOHHOIO 06MeHa U
He HwmKe 4 Knacca B C/lydyae OTCYTCTBMA B3aMmoAencTBusi WMHOOPMALMOHHON CUCTEMbI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXAYHAPOAHOIo MHPOPMaLMOHHOIO obmeHa.

B MHOPMALMOHHbIX cMCTeMaXx 3 Knacca 3alMULLEHHOCTU MPUMEHAIOTCA:

CpeacTBa BbIUNCAUTENBHOM TEXHMKN HE HUMXKe 5 Knacca;

CUCTEMbI ODOHapyKeHUs BTOPXKEHWM U cpeacTBa aHTUBMPYCHOW 3aWMTbl He HUXKe 4 Kiacca B
C/lydyae B3aMMOAeNCcTBUS MHPOPMALIMOHHOM cucTemMbl € MHPOPMALMOHHO-TEIEKOMMYHUKALMOHHbIMMU
CETAMM MeXAyHapoAHoro MHPOpPMaUMOHHOrO obMeHa M He HUMKe 5 Knacca B Cayyae OTCYTCTBUS
B3aMMOAeNCTBMA MHPOPMALMOHHOM CUCTEMbI C MHOOPMALNOHHO-TENEKOMMYHUKALUMOHHbBIMU CETAMMU
MeXKayHapoaHoro HGopmMaLUMoHHOro obmeHa;

MeXKceTeBble 3KpPaHbl He HUXe 3 Knacca B Caydyae B3aMMoaencTBnsa MHGOPMaLNOHHOM CUCTEMDI C
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMU MEXKAYHAPOAHOro MHGOPMALMOHHOrO obmeHa U
He HwmKe 4 Knacca B C/lydae OTCYTCTBMA B3aMMOAENCTBUSA WMHOPOPMALMOHHOM CUCTEMbI C
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMWN MEXAYHaPOAHOro MHPOPMaLMOHHOIo obmeHa.

B MHOOPMALIMOHHbIX cMCTEeMAXx 4 Knacca 3alMLLEHHOCTU MPUMEHAIOTCA:

CpeacTBa BbIYNCAUTENBHOM TEXHUKN HEe HUXKe 5 Knacca;

CMCTEMbl 0BHapyKEeHUA BTOPXKEHWUI U CPeACTBa aHTUBMPYCHOM 3aLLMTbl HEe HUXKe 5 Knacca;

MeKceTeBble 3KpaHbl He HMXKe 4 Knacca.

B nHdopmaumoHHbIX cuctemax 1 M 2 KiaccoB 3aLLMLLEHHOCTU MPUMEHSAIOTCA CPeACTBa 3aLLUTbI
nHbOopMaUmMKM, NporpammHoe obecrneyeHMe KOTOPbIX MPOLINO NMPOBEPKY He HUMKe Yem No 4 ypoBHIO
KOHTPO/IA OTCYTCTBMA HEAEKNAPMPOBAHHbIX BO3MOXKHOCTEN.

27. B cnyyae o06pabotkm B MHPOPMALMOHHOW cucTeme MHPOpPMaLMK, COoLepHKallein
nepcoHanbHble AaHHble, peannusyemble B COOTBETCTBUM C NyHKTamu 21 n 22 Hactoawmx TpeboBaHW
Mepbl 3aLWnTbl MHGOPMaLMK:

Ana MHPopMaLMOHHOM cucTembl 1 Knacca 3awwmuieHHocTM obecneumsatoT 1, 2, 3 U 4 ypoBHU
3alMLLEHHOCTN NEPCOHANbHbIX AaHHbIX <1>;

<1> YcTaHaB/AMBaEeTCA B COOTBETCTBUM € TPebOBaHUAMM K 3alMTe NEPCOHANbHbIX AAaHHbIX NPU UX
06paboTKe B MHGOPMALMOHHBIX CUCTEMAX NMEPCOHANbHbIX AAHHbIX, YTBEPKAEHHBIMMU NOCTAHOBAEHUEM
MpaBuTenbctea Poccuiickon degepaumnm ot 1 Hoabpa 2012 r. N 1119.

AN MHOOPMALMOHHOM cUCTeMbl 2 Knacca 3aluMlLeHHOCTM obecneumBatoT 2, 3 U 4 ypoBHU
3aLUMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX <*>;

AN MHPOPMAUMOHHOM cucTembl 3 Knacca 3aliMuieHHoCcTM obecneunBaloT 3 M 4 ypPOBHMU
3aLUMLLEHHOCTM NEPCOHAJbHBIX AaHHbIX <*>;

Ans  MHOOPMALMOHHOW cucTembl 4 Knacca 3alwuMuieHHocTn, obecneuvBaloT 4  ypoOBeHb
3aLUMLLEHHOCTM NEPCOHAJbHBIX AaHHbIX <*>,

28. Mpu UCNoNb30BaHMU B MHOOPMALIMOHHBIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUI U
BbIAB/IEHUWN LOMNOJHUTE/bHBIX Yrpo3 6e30MacHOCTU MHOOPMALMKM, A1 KOTOPbIX HEe onpeaeneHbl Mepbl
3aLWUTbl MHGOPMALMM, LOKHBI Pa3pabaTbiBaTbCs KOMMNEHCUMPYIOLLME MePbl B COOTBETCTBUM C NMYHKTOM
23 HacToAwmx TpeboBaHMi.

Mpunoxenmne N 1
K TpeboBaHMAM 0O 3aWmTe MHOPMALLUN,
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He COCTaBAAIOLWEN roCyAapCTBEHHYIO TaliHYy,
coaepKallencs B rocyaapcTBEHHbIX
NHPOPMaLMOHHbBIX CUCTEMAX

ONPEAENIEHWUE KNACCA 3ALLMWEHHOCTU MHOOPMALIMOHHOM CUCTEMBbI

1. Knacc 3awmueHHocTM MHbOopMaLMOHHOM cuctembl (nepsbid Knacc (K1), BTopoi Knacc (K2),
Tpetnin Knacc (K3), yetBepTbii Knacc (K4)) onpegenserca B 3aBUCMMOCTM OT YPOBHA 3HAYMMOCTU
nHoopmauumn  (¥3), obpabatbiBaemoli B 3TOM  MHOOPMALMOHHOM cuCTeMe, MW  MaclTaba
MHPOPMALMOHHOM cucTeMbl (PpeaepasbHbli, pernoHanbHbi, 06bEKTOBbBIN).

Knacc 3awmweHHocTH (K) = [ypoBeHb 3HaUMMOCTN MHPOPMaLLIMK; MacliTab cuctembl].

2. YpoBeHb 3HAYMMOCTM WHPOPMALUKM ONpesenseTca CTeneHbld BO3MOMKHOro yuwepba ans
obnapatens mHbopmaumm (3akasumka) M (MnM) onepatopa OT HapyweHUs KOHPUAEHLMANbHOCTU
(HenpaBomepHble [OCTYN, KOMWPOBaHWE, NPeAOCTaBAEHME WM PACNPOCTPAHEHME), LEeNOCTHOCTM
(HenpaBomepHble YHUUTOXKEHME WAM  MoAUPULMPOBAHME) WMAM  [OCTYNHOCTM (HenpaBomepHoe
610KMpoBaHUe) MHGOpMaLUK.

Y3 = [(KoHMaeHUManbHOCTb, cTeneHb yuwepba) (LenoctHocTb, cTeneHb yuwepba) (40CTynHOCTD,
cTeneHs yuiepba)],

rae cTeneHb BO3MOXHOMO yulepba onpegensetca obnagatenem MHPopmaumn (3aKasuMKom) U
(Mnun) onepaTopom camMoCTOATENIbHO SKCNEPTHLIM UM UHBIMU METOAAMMU U MOXKET BbITb:

BbICOKOM, €c/nm B pesy/bTaTe HapyleHMAa OAHOro M3 CBOWMCTB 6He3onacHocTM MHpopmauumm
(KoHPMAeHUMANbHOCTN,  LENOCTHOCTWU,  OOCTYNHOCTM) BO3MOMHbl  CYLLECTBEHHble HeraTMBHbIe
nocneAcTBMA B COLMANIbHOM, NONUTUYECKOM, MEKAYHAPOAHOM, SKOHOMMUYECKON, PUHAHCOBOM MM UHbIX
obnactax gaeAtenbHocTM W (Mau) MHPopmaumMoHHas cuctema U (Mnu) onepatop (obnagatens
MHPOPMaLMKN) HE MOTYT BbINOHATb BO3/I0XKEHHbIE Ha HUX QYHKUNY;

cpegHell, ecnn B pesynbTaTe HApPyWeHWs O4HOro W3 CBOWMCTB 6e3omacHOCTM MHdOopMaumm
(KoHPMAEHLMANBHOCTH, LLENOCTHOCTU, AOCTYMHOCTM) BO3MOXKHbI YMEPEHHbIE HEraTUBHblE NOCAeACTBUA
B COLMANbHOWN, MOSIUTUYECKOWN, MEXAYHAapOAHON, SKOHOMMYECKON, PUHAHCOBOM WMAMN WHbIX obnacTax
aeatenbHocTU U (nnn) nHbopmaunoHHas cuctema u (nnm) onepatop (obnagatens MHboOpMauMn) He
MOTYT BbINONHATL XOTA 6bl O4HY M3 BO3/IOXKEHHbIX Ha HUX QYHKLMIA;

HU3KOMN, ecnn B pesynbTaTe HAPyLWeHWs OAHOro M3 CcBOMCTB 6esonmacHocTM WH$opmaumm
(KoHPMAEHUMANBbHOCTHN, LENOCTHOCTU, AOOCTYNHOCTM) BO3MOMHbI He3HAuYUTesIbHble HeraTuBHble
nocneacTBus B COLMaNbHOM, NOIUTUYECKON, MEXAYHAPOAHOM, SKOHOMUYECKON, PUHAHCOBOM NN UHbIX
obnactax pgeatenbHoctM U (MauM) uHPopmauMoHHas cuctema U (Mnm) onepatop (obnagatens
MHbOPMALMKM) MOTYT BbINOJIHATD BO3/IOXKEHHbIE HA HUX QYHKUMKU C HeAOCTaTOYHON 3EKTUBHOCTbIO
UK BbINONHEHME QYHKLMIN BO3MOMKHO TOJIbKO C MPUBIEYEHNEM AOMOHUTENbHBIX CUA U CPEACTB.

NHbopMaums MMeeT BbICOKUIA ypoBeHb 3HauMmocTu (Y3 1), ecaum xoTa 6bl ANA 04HOTO U3 CBOMCTB
6e30nacHOCTM MHPOPMaALUKN (KOHPUAEHLMANBHOCTH, LLESIOCTHOCTU, AOCTYNHOCTU) OnpeaesieHa BbiCoKas
cTeneHb yuwepba. MHbopmaumna nmeeT cpeaHuit yposeHb 3HaunMmocTu (Y3 2), ecam xots 6bl AnA ogHOro
u3 cBolcTB 6esonacHocTM uMHbOpMaAUMM  (KOHOMAEHUMANBbHOCTM, LEeNOCTHOCTM, AOCTYMNHOCTM)
onpeaeneHa cpefHAA cteneHb ywepba U HET HU OAHOIO CBOMCTBA, A1 KOTOPOro onpeaeneHa BblICOKas
cTeneHb yuiepba. MHbopmauma MMeeT HU3KUI ypoBeHb 3HauMmocTu (Y3 3), ecim gna Bcex CBOWMCTB
6e3onacHoCcTM MHGopMaLMK (KOHOUAEHLMANBHOCTH, LLeNIOCTHOCTU, AOCTYMHOCTAN) OnpeseneHbl HU3Kue
cTeneHu yuwepba.

NHPopMauma uMeeT MUHUMANbHBLIA YypoBeHb 3HauMmocTn (Y3 4), ecanm obnagatenem
nHbopmauum (3akasumkom) U (MaM) onepaTopom cTeneHb yulepba OT HapylleHUa CBOWCTB
6e3onacHoCcTM MHpopmaumm (KOHOUAEHUMANBbHOCTM, LLEJIOCTHOCTU, AOCTYMHOCTU) He MOKeT ObiTb
onpeaeneHa, HO NMpu 3TOM WHPOPMAUMS MOANEKUT 3aWMUTe B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuiickoin Pepgepaunn.

Mpu 06paboTke B MHPOPMALIMOHHOM cucTeme ABYX U Honee BUAOB MHPOpMaLUKM (cnyxebHan



TaWlHa, Hanorosas TalHa W MHble YCTaHOB/EHHbIE 3aKOHOAaTenbCcTBOM Poccuiickon Peaepaunn suabl
MHbOPMaLUM OrPaHNYEHHOro A0CTYNa) ypoBeHb 3HaUMMOCTM MHPopmaumu (Y3) onpeaensaTtca oTAeNbHO
ONA Kaxkaoro snga uHbopmauuun. UTorosblii ypoBeHb 3HAYMMOCTM MHPOpPMaLMKM, obpabaTbiBaemoit B
MHGOPMAUMOHHOM CUCTEME, YCTaHaB/AMBAETCA MO HaMBbLICWMM 3HAYEHUAM CTENEHU BO3MOMKHOIO
ywepba, onpepeneHHbIM AnA  KOHOUMAEHUMANBbHOCTM, LEAOCTHOCTU, AOCTYNHOCTU WHPOopMaLmm
KaXkgoro sMaa uHoopmauum.

3. MHbopmaumoHHaA cuctema umeeT dedepanbHblit macwTtab, ecim oHa ¢GYHKUMOHMpPYET Ha
Tepputopun Poccuitickoit Pepepauumn (B npeaenax denepanbHOro OKpyra) U MMeeT CermeHTbl B
cybbeKkTax Poccuiickoii deaepaumm, MyHULMNANbHbIX 06pa3oBaHMAX 1 (MAK) OpraHU3aLmnaX.

NHPopmaLMOHHAnA cucTema MMeeT pPerMoHasibHbli MacwTab, ecnim oHa (YHKUMOHMpPYET Ha
Tepputopun cybbvekTa Poccuiickoli degepaumm U MMEET CEermMeHTbl B OAHOM WAW HECKO/IbKUX
MYHUUMNaNbHbIX 06pa3oBaHMAX U (MAK) NOABEAOMCTBEHHbIX U MHBIX OpraHn3aLmax.

NHbopmaumoHHas cuctema MmeeT 06BEKTOBbIM MacliTab, ecnn oHa GYHKLMOHUPYET Ha 06beKTax
ofHOro denepanbHOro opraHa rocygapcTBEHHOW BNacTW, opraHa rocygapCcTBEHHOM BNAcTU CybbekTa
Poccuitckolt egepaummn, MyHMUMnanbHoro obpasoBaHus 1 (Man) opraHMsaumm U He MMEEeT CErMEHTOB B
TEPPUTOPUANbHBIX  OpraHax, npeacTaBUTeNbCcTBaX, ¢uAManax, noABEAOMCTBEHHbIX W WHbIX
opraHusaumsx.

4. Knacc 3aWmLLeHHOCTU MHPOPMALMOHHOM CUCTEMBI ONPeaenaeTca B COOTBETCTBUN C Tabanuei:
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YpoBeHb 3HaYMMOCTH MacwTab MHGOPMaLNOHHOM CUCTEMBI
nHpopmauum
depepanbHbIn PernoHanbHbIN O6BbEKTOBbIN
y31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3
Y34 K3 K3 K4
COCTAB
MEP 3ALWLNTbI UHOOPMALMN N X BA30BbLIE HABOPHI
ONA COOTBETCTBYHOLLLEMO K/TACCA 3ALLMLLEHHOCTH
MH®OPMALMOHHOW CUCTEMBbI
YcnoB Hoe Mepbl 3aWnTbl MHOPMALIUN B MHPOPMALIMOHHbIX Knaccbl 3aWm,eHHOCTH

obo3HauyeHne n
HOMep mepbl

cncremax

MHbOPMALMNOHHOM
cucTemsl

4 3 2 1

MpunorkeHune N 2

K TpeboBaHMAM O 3aWmTe MHOPMaLMMK,

He COCTaB/AIOLLEN rOCYyAapPCTBEHHYIO TallHy,
cofeprKalLeiica B rocyAapCTBEHHbIX
MHGOPMALMOHHBIX CUCTEMAX



I. UaeHTUdUKaumMa 1 ayTeHTUdMKaLMA cybbeKToB AocTyna U 06bekTos aocTyna (MAD)

NA®D.1

NaoeHTUdMKauMA u  ayTeHTUPUKauMa nosib3oBaTesen,
ABAAOWMXCA pabOTHMKamM onepaTopa

+

+

+

NA®D.2

NaeHTUOMKAUMA U ayTEeHTUPUKAUMA YCTPOMCTB, B TOM
yncne CTaumoHapHbIX, MOBUABbHBIX U MOPTATUBHbIX

NAD.3

YnpasneHve uaeHtudukaTtopamu, B TOM  YuCie
co3gaHue, NpUCcBOEHMeE, YHUYTOXKEHNE
naeHtTudumKaTopos

NA®.4

YnpaBsneHue cpeacTBamm ayTeHTUMKaLMK, B TOM Yucie
XpaHeHWe, Bblgaya, MWHUUMANM3aUMA, OJ0KMpoBaHMe
CPeACTB ayTeHTUPUKALMM M NPUHATME Mep B C/aydae
yTpaTbl " (nnn) KomnpomeTauum cpeacTs
ayTeHTUdUKaLMM

NAD.5

3awumTa obpaTHOM CBA3K npu BBOAE
ayTeHTUOUKALMOHHON nHOopMaLmMm

NAD.6

NoeHTndurKauma n ayTeHTUdGUKauMa nonb3osaTenen, He
ABAAIOWMXCA  paboTHMKamM  onepatopa  (BHELHMX
nonb3oBaTenemn)

NAD.7

NaoeHTudmrKauma n ayteHTUdMKauma o6bekTos dpaiinoson
CUCTEMBI, 3aMyCKAaeMbIX W WCNOJIHAEMbIX Moay/en,
0ObEKTOB  cUCTeM  ynpaBieHus  6asamu  AaHHbIX,
06bEKTOB, CO34aBaeMbIX MPUKNAAHbIM U CleunanbHbIM
nporpammHbIM obecneyeHnem, MHbIX 06bEKTOB AOCTyNa

Il. YnpaBneHune goctynom cybbekToB AocTyna K obbektam goctyna (YNA)

yna.1

YnpasneHve (3aBegeHue, akTMsauuma, 610KMpOBaHME U
YHUUTOXEHME) YYETHbIMWU 3anucammn Monb3oBaTtenei, B

+

+




TOM YMCNe BHELWHUX NoJib3oBaTenemn

ynga.2

Peannsauma HeobXoAuMbIX METOA0B (AUCKPELMOHHbIN,
MaHAATHbIN, PONEBOM UAU UHOIK MeToa), TUMOB (Y4TeHue,
3aMuncb, BbIMNO/NHEHME WAM  WHOW TUN) W Npasun
pa3srpaHuyeHns AocTyna

yna.3

YnpasneHve (dunbTpaumsa, MaplpyTusaumsa, KOHTPONb
COeAMHEHWIA, OAHOHaMNpaB/leHHasA nepejaya M UHble
cnocobbl ynpaeneHus) MHPOPMALMOHHBIMKM NOTOKAMMU
MeXay YCTPoWMCTBaMu, cermeHTamu WMHGOPMALMOHHOWM
CUCTEMBI, @ TaKXKe Mexay MHOOPMALMOHHbIMU
cuctemamm

yna.4

PasgeneHne nonHomouuii (poneit) nonb3oBaTenei,
aAMUHUCTPATOPOB n v, obecneuynBaoLmx
GYHKLMOHMPOBaHUE MHPOPMALMOHHOM CUCTEMDI

yna.s

HasHayeHMe MUHUMaNbHO HeobXxoAMMbIX nNpaB U
npuBMAernii  Nonb3oBaTenam, aAMUHWUCTpaTopam U
nmuam, obecneynBatowmum bYHKUMOHMpPOBaHMeE
MHDOPMALMOHHON CUCTEMDI

yna.6

OrpaHWyeHWe  HeycnelwHbIX MOMbITOK  BXoda B
MHOOPMALMOHHYIO cuctemy (moctyna K
MHbOPMaLMOHHOM cUCTEME)

yna.7

MpeaynpexgeHue nonb3oBaTensa nNpu ero Bxoge B
MHOOPMALUMOHHYIO  cucTeMy O TOM, 4YTO B
MHDOPMaLMOHHOM cUCTEME Peann3oBaHbl Mepbl 3aLLUTbI
nHbopmauum, U o HeobxoaAMMOCTM CcOBAAEHUA UM
YCTAaHOB/NIEHHbIX  onepaTopom  npaBun  06paboTKu
nHbopmauum

ynga.s

OnoseleHne nonb3oBaTensa nocne ycnewHoro exoga B




MHPOPMaLMOHHYIO CUCTEMY O €ro NpeapblayLiem BXxoae B
MHPOPMaLMOHHYIO cUcTeMy

yna.9

OrpaHnyeHne 4ucna napanfienbHblX CeaHCOB A[0CTyna
ana Kaxkaom y4yeTHoOM1 3anucu no/sib3oBaTtena
MHOOPMALMOHHOM CUCTEMDI

yna.1o0

BnokMpoBaHMe ceaHca AocTyna B WMHOOPMALMOHHYHO
CMCTEMY NOCNE YCTAHOB/IEHHOTO BPEMEHU 6e3aeicTBumA
(HeaKTMBHOCTM) NoNb30BaTENA UM NO €ro 3anpocy

ynga.11

PaspelleHne (3anper) AOeictBuii  nonb3osBaTenew,
pa3speLlleHHbIX A0 UAEHTUPUKALMM M ayTEHTUDMKALUK

yng.12

Moadep:Kka WM coxpaHeHWe aTpubyToB 6e30macHOCTM
(meTok 6esonacHOCTM), cBA3aHHbIX C MHbOpmauuMen B
npouecce ee xpaHeHUA U 06paboTKM

yng.13

Peanusauma  3allMLIEHHOrO  yJa/ieHHOro  A0CTyna
cybbeKToB JOCTYNa K 06bEKTAM A0CTyNa Yepes BHelHue
MHDOPMALNOHHO-TENEKOMMYHUKALNOHHbIE CETU

yna.14

PernameHTauMa M KOHTPO/Ab  WMCNO/Mb30BaHWA B
MHPOPMaLMOHHOM cUCTEME TEXHOIOrMMIN BecnpoBogHOrO
Aoctyna

yng.1s

PernameHTauma n KOHTPO/1b Mcnob3oBaHUA B
MHd)OpMaLLMOHHOIz cMcTeMe MOOUbHBIX TEXHUYECKMUX
cpeacts

YNA.16

YnpasneHue B3aMmoaencTtemem ¢ MHGOPMaLMOHHbIMU
cMCTEMaMM  CTOPOHHWX  OpraHusauuii  (BHewHue
MHOPMALMNOHHbBIE CUCTEMBI)

yna.17

ObecneveHune A0OBepeHHoM 3arpysKku cpeAacTs




BbIYNC/IUTENbHOM TEXHUKM

[ll. OrpaHMyeHue nporpammHoli cpeabl (ONC)

onc.1

YnpasneHve 3anyckom (obpalieHnsmu) KOMMOHEHTOB
nporpammHoro obecneyeHus, B TOM YMC/ie onpeaeneHne
3aMnycKaemblX KOMMOHEHTOB, HACTPOMKa MapameTpoB
3anycka KOMMOHEHTOB, KOHTPO/Ib 3@  3aMycKom
KOMMOHEHTOB NPOrpaMmHoro obecneyeHus

onc.2

YnpaBneHue yCTaHOBKOW (MHCTannaumein) KOMNOHEHTOB
NnporpaMmmHoro obecneyeHus, B TOM YMc/ie onpegeneHne
KOMMOHEHTOB, MOAJ/IEXALLMX YCTAaHOBKE, HACTPOMKa
rnapamMeTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOW KOMMOHEHTOB NPorpamMmmHoro obecneyeHus

onc.3

YcTaHOBKa (MHCTannAuMA) TOAbKO paspeleHHoro K
MCMNO/b30BaHUI0 MPOrpaMMHOro obecneyeHna u (Man)
€ro KOMMNOHEHTOB

onc.4

YnpaBneHve BpemMeHHbIMW daknamu, B TOM u4ucae
3anpeT, paspelleHue, MepeHanpaB/ieHne  3anucwy,
yhaneHue BpeMeHHbIx ¢paliios

IV. 3awWmTa MalnHHbIX HocuTene uHdopmauum (3HN)

3HN.1

Y4YeT MaLMHHbIX HocuTenen MHpopmaLmm

3HW.2

YnpaBneHve [AOCTYyNOM K  MaWWHHbIM  HOCUTENAM
nHpopmaymm

3HW.3

KOHTpoNb  nepemelleHna  MAWWHHBIX  HOCUTeNel
MHpOpMaLMK 3a Npeaesbl KOHTPOANPYEMOM 30HbI

3HWN.4

UcKkAtoyeHne BO3MOXKHOCTM  HECAaHKLMOHMPOBAHHOIO
O3HaKoOMNeHUA C coaepxaHnem VIHd)OpMaLI,VIVI,




XpaHAWEeNcs Ha MaLWUHHBbIX HocuTenax, u  (uau)
MUCNO/Ib30BaHUA HOcuTenen WHPopmaumm B UHbIX
MHDOPMaLMOHHbBIX CUCTEMAX

3HW.5

KoHTponb ucnonb3oBaHuA nHTepdeiicos BBoaa (BbiBOAA)
MHGOPMaLMM HA MALUMHHbIE HOCUTENU MHPOPMaL MK

3HN.6

KoHTponb BBOAa (BblBOAA) MHGOPMALMM HA MaLIMHHbIE
HOCUTENN UHPOPMALUN

3HW.7

KOHTpO/Mb  NOAKAIOYEHMA  MALUMHHbIX  HOCUTEenewn
nHbopmaumm

3HN.8

YHuYTOKEHME (cTMpaHMe) MHGOPMaUMM HAa MALLUMHHbIX
HOCUTENAX NpU UX Nepeaade MeXay noab3oBaTenamu, B
CTOPOHHME OpraHMU3aLMmK AN PEMOHTA UK YTUAU3AUMHK,
a TaKKe KOHTPOJIb YHUUTOXKEHUA (CTUpaHuA)

V. Pernctpayms cobbituii 6esonacHoctu (PCB)

PCB.1

OnpepeneHne cobbiTMiA 6e30MNacHOCTM, NoAaexalmnx
perucTpaumm, 1 CPOKOB UX XpaHeHuA

PCB.2

Onpep,eneHme COCTaBa M coAep*aHuA VIHd)OpMaLI,VIM (¢}
cobbITHAX 6e3OI'IaCHOCTVI, nognexawmx perncrpaumnm

PCB.3

C6op, 3anMcb M XpaHeHUe WHPOopMaLUUK O COBbLITUAX
6€e30MacHOCTM B TeYEeHWEe YCTAHOBJIEHHOTO BPEMEHMU
XpaHeHuA

PCB.4

PearmpoBaHve Ha cbou npu perucTpaumm cobbiTni
6esonacHoCTM, B TOM uuC/le  annapaTtHble U
nporpammHble ownbku, cbon B MexaHM3max cbopa
NHpOopMaLUK M [OCTUKEeHue npeaena nnm
nepenosiHeHMA obbema (eMKOCTU) NamsATU




PCB.5 MOHUTOPUHT (npocmortp, aHanus) pesynbTatos| +
perucTpaummn cobbiTuii 6e30nacHOCTU U pearnpoBaHue

Ha HUX
PCB.6 leHepupoBaHue BPpeMeHHbIX MeTOK 7 (nan)| +
CUHXPOHM3aUMA CUCTEMHOTO BpemeHu B

MHOOPMaLMOHHON cucTeme

PCB.7 3awmTa nHpopmaunmn o cobbITUAax 6esonacHocTU +

PCb.8 ObecneyeHne BO3MOMKHOCTM MPOCMOTPA M aHaAu3a
MHGOPMaLUM O AENCTBUAX OTAENbHbLIX NOJb30BaTENEN B
MHGOPMaLMOHHON cucTeme

VI. AHTMBMpPYCHas 3awmTa (AB3)

AB3.1 Peanunsauma aHTUBMPYCHOM 3aLUUTbI +

AB3.2 O6HoBNeHMe 6a3bl AaHHbIX NPU3HAKOB BPEAOHOCHbLIX | +
KOMMbIOTEPHbIX MpOrpamm (Bupycos)

VII. O6Hapy:KeHue BTOpKEHUI (COB)

COB.1 O6HapyKeHne BTOPKEHWN

COB.2 O6HoBNeHMe 6a3bl peLlatoLmnx npasun

VIII. KoHTponb (aHanus) 3awmiieHHocTn nHpopmaumm (AH3)

AH3.1 BboinBneHMe, aHanu3 yaAsBMMoOcTeNM MHPOPMaLMOHHOM
cuMCTeEMbl M OMepaTMBHOE  YCTpPaHeHMe  BHOBb
BbIAIBJIEHHbIX YA3BMMOCTEMN

AH3.2 KoHTpONb  yCTaHOBKM OOHOBAEHWI  MNporpamMmHoro| +
obecneyeHuns, BKAOYaA OOHOB/AEHME MPOrPaMMHOrO
obecneyeHuns cpeacTs 3awmTol MHGOPMaL MK




AH3.3 KoHTponb paboTocnocobHOCTM, NapaMeTpoB HACTPOIKK +
W NpPaBWUIbHOCTM (PYHKLMOHUPOBAHMA NPOrpammMHOro
obecneyeHuUs n cpeacTs 3aLmTbl UHGOPMaLLUN

AH3.4 KOHTpOAb cOCTaBa TEXHMYECKMX CPeaCTB, NPOrPammMHOro +
obecneyeHunsa N cpeacTs 3almUTbl MHOPMaL MK

AH3.5 KoHTponb npaBun reHepaumm W CMeHbl Naponen +
nonb3oBaTenen, 3aBefeHUA W yAaANeHUA  Y4YeTHbIX
3anucen nosb3oBaTenen, peanusauuu npasun

pasrpaHMYyeHmnsa AOCTYNOM, NOJHOMOYMI NO/b30BaTeNel
B MHPOPMALMOHHOM cucTeMe

IX. ObecneyeHune LEeNOCTHOCTU MHHOPMALMOHHON cucTembl U MHPopmaumm (OLLT)

oun.a KOHTpo/sb UENOCTHOCTM NporpaMmHoro obecneyeHus,
BK/IlOYasA MporpammHoe obecneyeHue CpeacTB 3aLUUTDI
nHpopmauymm

oun.2 KoHTpo/ib LenocTHOCTU MHbOPMaLUK, coaepKallencs B

6a3ax AaHHbIX NHOOPMALMOHHOM CUCTEMDI

oun.s ObecneyeHune BO3MOHOCTH BOCCTAaHOBAEHMA | + +
NpPorpaMmHoOro obecneyeHus, BK/OYAs NPOrpaMmHoe
obecneyeHne cpeacTs 3awuMTbl  MHbOpPMaLMKM, Npwu
BO3HMKHOBEHMM HELUTATHbIX CUTyaLMIA

oun.a O6Hapy»XeHne W pearMpoBaHWe Ha MOCTyniaeHue B
MHOOPMALMOHHYIO cucTemy HesanpalwunBaeMbix
3/1eKTPOHHbIX CO0bLIEHUI (MMCceM, LOKYMEHTOB) U NUHOM
UHOOPMaLMKM, He OTHOCALMXCA K OYHKLMOHMPOBAHMUIO
MHDOPMaUMOHHON cMCTeMbI (3aLLMTa OT crnama)

oun.s KoHTponb cogepkaHna nHpopmaumm, nepegaBaemon us
MHOpMaLMOHHOM CUCTEMDI (KoHTelMHepHbIN,




OCHOBaHHbIA Ha CBOMCTBAax 0ObeKTa [ocTyna, WU
KOHTEHTHbIN, OCHOBAHHbIN Ha MOMCKE 3anpeLLeHHOn K
nepegaye uUHGOPMaUMM C MCMOSIb3OBAHUEM CUTHATYp,
Macok u WMHbIX  MeToaoB), U NCKNtOYEHUE
HenpaBoMepHOW nepegaumu nHbopmaumnu u3
MHPOPMALMOHHOM CUCTEMBI

ou/.6

OrpaHuyeHne npaB  nosb3oBaTesneld No  BBOAY
nHdopmaumm B MHPOPMALMOHHYIO CUCTEMY

oun.7

KOHTPOAb TOYHOCTW, NOMIHOTbI U NPaBUAbHOCTU AaHHbIX,
BBOAMMbIX B MHOOPMALMOHHYIO CUCTEMY

oun.8

KoHTpoib OWKWBOYHbIX AEeNCTBMIA MONb3oBaTenel no
BBogy M (nam)  nepegaye  uHPopmauuMm U
npegynpexaeHve nosb3oBatener 06  OWMOOYHbIX
AencTBmax

X. ObecneyeHune aocTynHocTn nHbopmaumm (OAT)

oar.1

Mcnonb3oBaHue OTKa30yCTONUYMBbLIX TEXHUYECKMX
cpeacTs

OAT.2

PesepBMpOBaHME TEXHUYECKMX CPeAcTB, MPOrpPaMMHOro
obecneyeHnn, KaHan0B Nnepeaaym MHGopMaLun, CPeacTs
obecneyeHns GYHKLMOHMPOBAHUA WHGPOPMALLMOHHOM
cucTemsl

OAT.3

KoHTponb 6e30TKasHoro bYHKUMOHMpPOBaHMA
TEXHUYECKMUX CPeacTB, OBHapy)KeHMe W AoKanusauma
OTKa30B  (YHKUMOHMPOBAHUA, MNPUHATME Mep Mo
BOCCTAaHOB/IEHMIO  OTKa3aBWWX  CPeacTB U WX
TecTMpoBaHue

OoAaT.4

Mepuoanyeckoe pesepBHOe KOMMpoBaHME MHGOPMALMM




Ha pe3epBHble MalUMHHbIE HOCUTETUN VIHd)OpMaLI,VIM

oAr.5

ObecneyeHue BO3MOHOCTM BOCCTAHOBJIEHUS
MHGOPMaLUMM C pe3epBHbIX MALIMHHbBIX HOCUTenen
UHOopMauum  (pesepBHbIX  KOMW) B TeyeHue
YCTaHOB/IEHHOrO BPEMEHHOTO MHTepBaa

oA4r.6

Knactepusauma MHPOPMALMOHHOM cucTembl U (Maun) ee
CEermeHTOB

oar.7

KOHTPOAb COCTOAHMA W KadyecTBa MpenocTaB/ieHun
YMNOJHOMOYEHHbIM /IMLLOM BbIYUCUTENbHbLIX PECYPCOB
(mouwHocTelt), B TOM uncne no nepenaye nHpopmaumm

XI. 3awmTa cpeapl BupTyannsaumm (3CB)

3CB.1

NaoeHTudMKauma n ayteHTUdMKaLma cybbekToB AoCTyna
1N 06BEKTOB AOCTYNa B BUPTYasibHOW MHPACTPYKTYpE, B
TOM 4YMcCie agMWHUCTPATOPOB YMPaB/IEHUS CPeACTBAMM
BMPTYyanM3aumm

3CB.2

YnpasneHue AOCTYNom CybbeKToB AOCTyna K o6bekTam
AOCTyna B BMPTYaNbHON MHOPACTPYKTYpe, B TOM 4ucae
BHYTPM BUPTYa bHbIX MaLUUH

3CB.3

Pernctpauma cobbiTvii 6e3onacHocTM B BUPTyasibHOM
MHPpPACTPYKType

3CB.4

YnpasneHnve (dunbTpaumsa, MaplipyTmsauma, KOHTPOAb
CoeAMHEeHWA, O4HOHANpaBAeHHaA nepegaya) NOTOKaMu
MHPOPMALUMKN  MeXKAYy KOMMOHEHTaMW BUPTyasibHOM
MHPPACTPYKTYPbI, a TaKXKe No NepumeTpy BUPTYasbHOM

MHPPACTPYKTYpPbI

3CB.5

[oBepeHHaa 3arpyska CepBepoB  BUPTyanu3aLumy,




BUPTyaZlbHOM  MaliMHbl  (KOHTEWHepa), cepBepoB
ynpaB/eHusa BUPTyanmsaumen

3CB.6

YnpasneHne nepemelleHUEM BUPTYalbHbIX  MaLUWUH
(koHTeliHepoB) 1 06pabaTbiBaEMbIX Ha HUX AaHHbIX

3CB.7

KOHTpO/b LLEeNOCTHOCTM BUPTYANbHOW MHDPACTPYKTYPbI U
ee KoHdpurypaumi

3CB.8

PesepBHOe KoONMpoBaHME [aHHbLIX, PE3epPBUPOBAHUE
TEXHUYECKUX CPeacTB, MNporpammHoro obecneyeHus
BUPTYa/IbHON MHOPACTPYKTYpPbl, @ TaKXKe KaHa/ioB CBA3MU
BHYTPW BUPTYasIbHOM MHPPACTPYKTYPbI

3CB.9

Peanusauma u ynpaBneHMe aHTUBUMPYCHOM 3alLUTON B
BUPTYa/IbHOM MHOPACTPYKType

3CB.10

PasbueHune BMPTYyanbHON MHPPACTPYKTYPbl HA CErMEHTbI
(cermeHTMpOBaHWe BUPTYyanbHOW MHOPACTPYKTYPLI) Ans
06paboTkn MHPopMaLMM OTAENbHBIM NONb30BATENIEM U
(nnu) rpynnoi nonbsosatenem

XIl. 3awmTa TexHmuyeckunx cpeacts (3TC)

3TC.1

3awmta MHPopmaumm, obpabaTbiBaeMON TEXHUYECKMMMU
CPeACcTBaMM, OT ee YTeUYKM MO TEXHUYECKUM KaHanam

3TC.2

OpraHvsauma KOHTPOAMPYeMOM 30Hbl, B nNpeaenax
KOTOPOW MNOCTOAHHO Pa3sMELLAloTCA  CTaluMOHapHble
TexHu4Yeckue cpeacTBa, obpabaTbiBatolme
MHPOpMaLMIo, U CpeacTBa 3awWwuTbl MHOPMAUMM, a
TaKXe cpeacTBa obecneyeHms GYHKLUMOHUPOBAHMSA

3TC.3

KoHTponb W ynpasneHne ¢GU3MYECKMM AOCTYNOM K
TEXHUYECKMUM cpeactsam, cpeAcTBam 3almMTbI




MHbOPMauuu, cpeacTBam obecneyeHun
OYHKUMOHMPOBAHMA, a TaKXKe B MOMeLWeHuAa ¢
COOPYKEHUA, B KOTOPbIX  OHW  YCTAaHOBAEHbI,
WCKIOYatoWMe  HEeCaHKUMOHUPOBAHHbIN  PU3NYECKUI
foctyn K cpeactBam  0bpabotkM  MHbOpmMaLmy,
cpeactBam  3aWMTbl  MHPOpMAUMM UM CpeacTBam
obecneyeHnss GYHKLMOHMPOBAHUA WHGDOPMALLMOHHOM
CUCTEMbI U MOMELLEHMA N COOPYIKEHUA, B KOTOPbIX OHU

YCTaHOBAEHbI
3TC.4 PasmelleHne  ycTpoicTBe  BbiBoga  (oTobpaxkeHus)| + + +
nHbopmaumuy, WCKloYatoLwee ee

HecaHKLI,MOHMpOBaHHbIVI NPoOCMOTpP

3TC.5 3aWwmTta OT BHEWHMX BO3AEUCTBUN (BO34ENCTBUIA
OKpy:KatoLei cpeapbl, HecTabunbHoOCTH
3NEKTPOCHABXKEHMA, KOHOULMOHMPOBAHUA U UHbIX
BHELHMX paKTopoB)

XIll. 3awuTa MHGOPMALIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3U U Nepeaaym gaHHbIX (3UC)

3nC.1 PaspeneHne B MHOGOPMaLMOHHON cucTeme GyHKUMIA No +
ynpaBneHuto (agMUHUCTPUPOBaHNIO) MHPOPMALLMOHHOM
CUCTEMOM, ynpaB/eHuto (agmuHUCTPUPOBaHMIO)
CMCTEMO 3aLNTbl MHOPMaLMK, PYHKLMIA Mo 06paboTKe
MHbopMauuMmM U UHbIX OGYHKUMIA  MHPOPMALIMOHHOM
cucTemsl

31C.2 MpepoTBpalLeHme 3a4EePXKKU nuam npepbiBaHMA
BbINO/NHEHUA MNPOLLECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI NPOLECCOB C HU3KNUM NPUOPUTETOM

31C.3 ObecneyeHne 3aWwnTbl MHPOPMaLMM OT packpbiTus,| + + +
MoaudUKAUMM M HaBs3biBaHMA  (BBOAA  JIOXKHOM
nHbopmauum) npu ee nepegade (NoAroToBKe K




nepep,aqe) Nno KaHalamM CBA3U, MMEWUM BbIXO4d 3a
npeagenbl KOHTpOﬂMpyEMOﬁ 30HblI, B TOM 4uUcne
GECI'IpOBO,D,HbIM KaHa/z1iam CBA3U

31C.4

ObecneyeHne [0OBEPEHHbIX KaHana, MapLlipyta mexay
agMUHUCTPATOPOM, NONb30OBaTeNeM U CPeacTBaMu
3awmtbl  MHpopmaumm  (PyHKUMAMM  BesonacHOCTU
cpeacTB 3alnTbl MHPOPMaLMN)

3UC.5

3anpeT HeCcaHKUMOHWPOBAHHOW YAANEHHOW aKTUBALUK
BUAEOKAMEP, MUKPOPOHOB M UHbIX NepupepuiiHbIX
YCTPOWCTB, KOTOPblE MOFYT aKTUBMPOBATLCA YAANEHHO, U
onoselleHNe nosb3oBaTene 06 aKTUBAUMM  TaKMUX
YCTPOWCTB

3U1C.6

Mepegaya WM KOHTPOJIb  LENOCTHOCTM  aTpubyToB
b6esonacHoCcTM (MeToK 6e30nacHOCTK), CBA3AHHbIX C
uHbopmaumert, npu obmeHe MHPopMaUMEN C MHbIMM
MHPOPMAUNOHHBIMKN CUCTEMaMU

3UC.7

KOHTPOAb  CaHKUMOHMPOBAHHOTO M UCKIOYEHMe
HECaHKLUMOHMPOBAHHOrO WUCMO/b30BaHNA  TEXHOJI0MMIA
MOBUNBHOIO Koda, B TOM Yucie perucTpaumns cobbiTuid,
CBA3aHHbIX C UCMONb30BaHUEM TEXHONOTMIN MOBUNBHOTO
KoZa, WX aHa/iM3 W pearMpoBaHMEe Ha HapylweHus,
CBA3aHHbIe C UCMONb30BaHNEM TEXHONOTUI MOBUNBHOTO
Koda

31C.8

KOHTPOAb  CaHKUMOHMPOBAHHOTO M WUCKAOYEHMe
HECAaHKLUMOHNPOBAHHOrO WUCMOMb30BaHNA  TEXHOIOMMIA
nepefadn peun, B TOM 4uUCaAe perucTpaumsa cobbiTui,
CBA3AaHHbIX C MCMONb30BaHMEM TEXHO/OMMI nepegaun
peun, WX aHanM3 W pearnpoBaHMWE Ha HapyLeHwus,
CBAA3aHHbIE C WCMNOJ/Ib30BAaHMEM TEXHO/OTUI nepenayn
peuu




3U1C.9

KOHTPOAb  CaHKUMOHMPOBAHHOM W UCKOYEHWe
HEeCaHKLUMOHNPOBaHHOW Nnepeaayn BuageoMHpopmaLmn, B
TOM uuC/le perncTpaums  CobbiTMI, CBA3AHHBLIX C
nepegadyern  BuageoMHbopmauMM, MX  aHaM3 M
pearMpoBaHMe Ha HapylleHus, CBA3AHHble C nepenayel
BMaeonHdopmaumm

31C.10

MoaTeepxaeHune NPOUCXOXKAEeHUA MCTOYHMKA
MHbOPMaUUK, NoslydaeMoi B npouecce onpeaeneHus
CeTeBblX aApecoB NO  CETeBbIM  WMMEHaM UK
onpeaeneHuns ceTeBbiX MMEH Mo CETEBLIM agpecam

3nC.11

ObecneyeHrMe NOANMHHOCTM  CETEBbIX COEAUHEHWN
(ceaHcoB B3anmopaeiicTena), B TOM YMcae Ana 3almTbl OT
noAgMeHbl CETEBbIX YCTPOWCTB 1 CEPBUCOB

3M1C.12

McKntoyeHne BO3MOMKHOCTM OTPULLIAHMA MOJb30BaTe/iem
¢daKTa oTNpaBKM MHPOPMALMM APYrOMY NONb30BATENIO

31C.13

NckntoueHne BO3MOXKHOCTU OTPULLI@HMA MO/b30BaTENEM
dakTa nosiy4yeHus MHPopmaLun OoT  Apyroro
nonb3osaTens

3M1C.14

Mcnonb3oBaHWe yCTPOMCTB TEPMMUHAILHOTO A0CTyNa ANA
06paboTKn nHbopmaLun

3UC.15

3awmta apxmBHbIX $alinoB, NapameTPoB HACTPOMKMU
CPeacTs  3aWmTbl  MHOOPMALMM WU MPOrPaMMHOTO
obecneyeHna U WHbIX OaHHbIX, He MNOAJNENKALLNX
M3MeHeHuto B npouecce 06paboTkM MHopmauum

3M1C.16

BbisiBNeHue, aHanus " 6/10KMpoBaHue B
MHPOPMALMOHHOM CUCTEME CKPbITbIX KaHaNoB nepeaayu
MHPopmaummn B 06X04 PeannsoBaHHbIX Mep 3aluTbl
UHPOPMALMN  MAN  BHYTPM paspelleHHblX CeTeBbIX




NPOTOKO/10B

3nC.17

PaszbueHne WMHOOPMALMOHHON CUCTEMbI Ha CErMEeHTbl
(cermeHTMpoBaHMEe WHPOPMALMOHHOW  CUCTEMBI) U
obecneyeHune 3aLWMTbI nepumeTpoB cermeHToB
MHOOPMALMOHHOM CUCTEMDI

31C.18

ObecneyeHune 3arpy3skm 1M MUCNoOJHEHUMA NpPOrpamMmmMmHOro
obecneyeHUss C MaLUUHHBLIX HOcUTenewn MH(I)OpMaLI,MM,
AOCTYNHbIX TOIbKO ANA YTEHUA, U KOHTPO/Ib UESTOCTHOCTU
AaHHOTo NporpammHoro obecneveHus

3M1C.19

M3onauma npoueccoB (BbIMOSHEHME nNporpamm) B
BblAeNeHHOM 061acTn NnamaATn

31C.20

3awmTta 6ecnpoBOAHbIX COeAMHEHWUM, MPUMEHAEMbIX B
MHPOPMALMOHHOM cucTeMe

31C.21

MckntoueHne pocTyna nonb3oBatensa K WMHGOpMaLMK,
BO3HWKIUE B pesy/ibTaTe AEUCTBUA Npesblaylero
no/sib30BaTe/Il Yepes pPeecTpbl, ONEpPaTUBHYIO MNAMATH,
BHELUHME 3anOMWHAtOWME YCTPONCTBA U WMHble obwme
Ana  nosb3oBatene  pecypcbl  MHGOPMALMOHHOM
cucTeMbl

3U1C.22

3awmuta  MHOOPMALMOHHOM  CUCTEMbl  OT  Yrpos
6e30MacHOCTM MHPOPMaLMK, HaNpPaBIEHHbIX Ha OTKAa3 B
obcnyKmMBaHUN MHPOPMALMOHHOMN CUCTEMDI

31C.23

3awuta nepumetpa (pusmyecknx u (Man) nNornyeckmx
rpaHny)  MHOOPMALMOHHOW  cMCTeMbl  MpU  ee
B3aMMOAEMCTBUM  C  MHbIMM  MHDOPMALMOHHBIMU
cuctemamm " NH$OPMaLMNOHHO-
TENEKOMMYHUKALMOHHbIMWN CETAMM




3nC.24

I'Iperau.l,eHme CeTeBbIX COG,CI,VIHEHVIVI no unx 3aBepweHnn
nanm no ncrev4yeHn 3a4aHHOro onepaTopom BpeMEHHOTo
UHTEPBA/Z1Ia HEAKTUBHOCTK CETEBOIO cCoeanHeHnA

3UNC.25

Ucnonb3oBaHne B MHPOPMALMOHHOM cucTeme UAN ee
CerMeHTax  PasfiMdHbIX  TUNOB  0bLLecMCTEMHOrO,
NpUKAagHoro n cneunanbHoro NpPOrpamMmmHoOro
obecneveHus (co3aaHue reTeporeHHoM cpeabl)

31C.26

Mcnonb3oBaHWe  MPUKNAZHOTO M CheumanbHoro
nporpaMmmHoro obecneyeHus, UMEIOLLMX BO3MOMKHOCTb
bYHKLUMOHMpPOBAHWA B cpepax Pas/IMYHbIX
OMNepaLMOHHbIX CUCTEM

3UC.27

Co3spgaHve  (amynauma)  NOXKHbIX  MHPOPMALMOHHBIX
CUCTEM WM UX KOMMNOHEHTOB, NpegHasHayYeHHbIX A1
obHapyKeHusa, perncTpauum W aHaamsa LencTBuit
HapywwuTenen B  Mpouecce  peanusauuMuM  yrpos
6e30nacHOCTM MHPOPMaLUK

3M1C.28

BocnpousBegeHne NOXKHbIX U (MAKN) CKPbITUE UCTUHHbIX
OTAENbHbIX WHPOPMAUMOHHBIX TexHosorMii u  (1unun)
CTPYKTYPHO-OYHKUMOHANbHBIX XapaKTePUCTUK
WHPOPMALMOHHOM  CUCTEMbI WM €€  CErmMeHTOB,
obecneurBaloLee HaBA3bIBaHWE HAPYLLUMTENO JIOXKHOTO
npeacrasieHnsa 06  UCTUHHBIX  MHPOPMALMOHHbBIX
TEXHOMOTUAX W (MAKM)  CTPYKTYPHO-PYHKLMOHANbHBIX
XapaKTepPUCTUKAX MHOOPMALLMOHHOM CUCTEMBI

31C.29

MepeBod MHHOPMALMOHHOW CUCTEMbI NN ee YCTPOMCTB
(komnoHeHTOB) B 3apaHee onpeaeneHHyto
KOHdUrypaumtio, obecneynBatoLLyto 3almTy
nHdopmaumm, B cyyae BOSHMKHOBEHUM OTKa30B (cboes)
B CUCTEMe 3alMTbl MHPopMaLMM WHPOPMALIMOHHOM
cucTeMbl




31C.30 3awmTa MOBUNbHbBIX TEXHUYECKUX cpeacTs, + + +
npUMeHsieMbix B UHGOPMALMOHHOM cucTeme

"+" - mepa 3awmTbl UHGOPMALMM BKAIOYEHA B 6a30BbIN HABOP Mep A48 COOTBETCTBYHOLLENO Kacca 3aLWMLLEHHOCTN MHPOPMALMOHHON CUCTEMDBI.

Mepbl 3aWnTbl MHPoOpMaUMK, He obBO3HauYeHHble 3Hakom "+", MpUMeHATCcA nNpu agantaumm 6asoBoro Habopa mep M YTOYHEHUM aAAMNTUPOBAHHOIO
6a30Boro Habopa mep, a Tak¥Ke npu pa3paboTKe KOMMEHCUPYIOLWMX Mep 3awWwmTbl MHPopmauMm B MHPOPMALMOHHON CUCTEME COOTBETCTBYIOLLErO Kaacca
3aWMLLEHHOCTM.




